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WSLAF BRIV ATIE, A3tFEd, XF GitHub Actions WIEHFFICIRIRE], BCKFTA RHIR
VEERIE AL FErpE T— &0, PIRESTEFERBHIE 2,000 285 i,

GitHub RYEM BRI AT, RE=12%: Rk (Free). HBA\R (Team) M
VAR (Enterprise)(WHE 1.2):

Free Team Enterprise
$ 0 per user/month $ 4 per user/month $ 21 per user/month
v Unlimited public and private v 3,000 GitHub Actions minutes v 50,000 GitHub Actions minutes
repositories v’ 2GB Storage v’ 50GB Storage
v' Public repositories: v' Protected branches v Server and Cloud
v Actions free v’ Codeowners v GitHub Connect
v Packages free v' Advances pull request features v Single sign-on (SAML, LDAP)
v Private repositories: v 1P allow list
v 2,000 Actions minutes v Enterprise Managed Users
v' 500MB Storage v SCIM
¥ Dependency graph v Auditing / Policies
v' Dependabot
Available add-ons:
v' Premium Support
v' Advanced Security

Bl 1.2 — GitHub ZEHEHK

WEGATR, A% - fHE GitHub Actions, Packages PAM Dependabot Fi
Secret Scanning HZ&akitk, AAEFRERS, HARTHRAPMEDRE, SRIEZARTH
5%, IS #E (Codeowners) MR—EEmPiEER (PR) Mgk, MFRGE, RiRkTH
£ 2,000 ¥ GitHub Actions flifH#iSE,

BRUE Z YMEDIRE, THEIREBFBMNRVFAIE, SANHPSASEN 4 FEt. BIMRTE
RS 3,000 7050 GitHub Actions fliFHIITR,

GitHub Enterprise FZREWEEME T A ®IgLReME, Bilan: @i Security Assertion
Markup Language (SAML) FIMESMHEMRS (SCIM) STBIRRSEER (SS0). RIFEE
R IP A%, BT 50,000 2#01 GitHub Actions fERRFR — {HAGAIH
AT 21 FE.

GHES 5 GitHub Actions

AURERE GHES(GitHub Enterprise Server), WIIEIE#H GitHub FEEME
fraekiatT L. HEBITRM TAERIRNaITE, L e, DGEBE T
W ER Y (artifacts), EHEMEHT, XL Kubernetes A& Actions
Runner Controller(ARC -https://github.com/actions/actions-runner-controll

er) 5., TMIKAES 4 B rigslE%,



https://github.com
https://github.com/actions/actions-runner-controller
https://github.com/actions/actions-runner-controller

1.4. GitHub Actions B

R B TR, APl BBIEE BT LisfT TR 2R, AHEPIZIT TIER
W —BIEfE GitHub HU2antt, GitHub FEEMIBITARFE Linux. Windows F1 mac0S
EvTH, JFHARFAE, QURAEERAE EP XS T, o itsh. FRSTE
AR BRI (WE 1.1), 78 Linux &7 TAERARKE 2 MNAE 1 285 i
— W@ RN, WFZT $0.008,

Windows ¥DAPIfEIEEINFER TN, ZEE2PTHN $0.08, mac0S 14LAf5h i
FETHFENK, MIRFIE S5 PRGN, okt $0.016

BERG | PSR | SR
Linux 1 $0.008
Windows | 2 $0.080
macO0S 10 $0.016

% 1.1 — GitHub FEIBITARETHE

RN 2R TP RZEORGIPER Linux, I HRESEHIRAZ PR ATREE Linux
BT EZALF IR,

GUERAEEN GHEC sRMIBATHR, I HFRZEIREE s ARNIMLE:, nTBABEHIE R GltHub %
BITd. et (WA 1.2), HFEHAHS IP JEE%YRE:

B#l CPU B& | Linux | Windows | mac0S
2 $0.008 | $0.016

3 $0.08
4 $0.016

8 $0.032 | $0.064

12 $0.32
16 $0.064 | $0.128

32 $0.128 | $0.256

64 $0.256 | $0.512

% 1.2 — ERBTRIEN TR

E

PRy RS IP Jul, JERIDAER Azure FAAMSERE GltHub FEERIBITAERS
FRBEIR, FEBEE AN, BIHREE TR B:, PIRER KL, AXREZER, HS
[ DA R 8%$#%: https://docs.github.com/en/enterprise-cloud@latest/admin/configu

ration/configuringprivate-networking-for-hosted-compute-products/about-net

workingfor-hosted-compute-products



https://docs.github.com/en/enterprise-cloud@latest/admin/configuration/configuringprivate-networking-for-hosted-compute-products/about-networkingfor-hosted-compute-products
https://docs.github.com/en/enterprise-cloud@latest/admin/configuration/configuringprivate-networking-for-hosted-compute-products/about-networkingfor-hosted-compute-products
https://docs.github.com/en/enterprise-cloud@latest/admin/configuration/configuringprivate-networking-for-hosted-compute-products/about-networkingfor-hosted-compute-products

GitHub Actions IEXTHFEAEAZEM — BIan, T HE, LIRSS, WIREH
WEEEER, KBOERE GB $0.008 KT,

PrisrTRER ML, 2% GltHub SCRSDIREURBIMEE (https://docs.github.com/en/b
illing/managing-billing-forgithub-actions/about-billing-for-github-actions),

¥ GltHub Actions FHEIATAERE — RBELKEDHITHEEME, WHEN
HHREAAHIET,

1.5. GitHub W%

Github #4t7 — XA (https://github.com/marketplace), HAjHLEEE
20,000 1 GitHub Actions, RIPATE TR HIXLE Actions fENMESE (WK 1.3):

""" Q Search for apps and actions Sort: Best Mateh ~

Actions

An entirely new way to automate your development workflow:

20565 results filtered by Actions %

Monitoring

Project management
Publishing

Recently added

Support

Testing

Utilties

B 1.3 — Github WiZEEEE 20,000 NrJEMM Actions

# Action MIfEHERE actions, NE GitHub M4 Action, FFHW BAEHEHBER
Action BYsEEEL, 7L/{X]° Action MIZXNRRER —NEWRW T, BB — NGO,
<Mz Action MIfEEELE GiltHub MIRILE,

Al DS 2 AR50 Actions HEATIENE, el DUEE RIEM TR, FFH ol DA g )
MHER 773X Most 1installed/starred( %%/t % ). Best Match(mfEPLHL) =K
Recently added(&iawshm) (WE 1.4):


https://docs.github.com/en/billing/managing-billing-forgithub-actions/about-billing-for-github-actions
https://docs.github.com/en/billing/managing-billing-forgithub-actions/about-billing-for-github-actions
https://github.com/marketplace

Q issue label sort:popularity-desc [~ ] Sort: Most installed/starred ~
Actions Best Match
An entirely new way to automate your development workflow. Recently added
134 results for "issue label sort:popularity-desc" filtered by Actions = x + Most installed/starred
Actions
Sponsor Labels Issue Label Manager Action
By JasonEtco By lannonbr
Labels issues and pull requests if the Will update repo s labels based on data in
author is a sponsor JSON file located at
¥ 200 stars $REPO/.githuby/labels.json
¥¥ 185 stars
Assign to One Project RegEx Issue Labeler
By srgars By github @ Creator verified by GitHub
Assign new/labeled Issue or Pull Request Labels issues automatically based on their
to a specific project dashboard column body
T 167 stars 17 151 stars
Generate changelog Actions Ecosystem Add Labels
By heinrichreimer By actions-ecosystem
Automatically generate change log from Add labels to an issue or a pull request
your tags, issues, labels and pull requests ¥ 105 stars
on GitHub
7Y 113 stars

B 1.4 — pEKRTGIFNEERETHER

IR, A VBRI EI A I SCH Actions,
MR —PEER, A TEAE S om (WE 1.5):

| Actions | e label

GitHub Action

= conventional-release-labels

© v1.3.0 (Latest version )

Conventional Release Labels » U

¥r star 316

Contributors

Action that automatically adds labels to pull requests based on Conventional Commits. These 0 ‘«5‘
labels can be used in conjunction GitHub's automatically generated release notes:

Links
Write  Preview
B bcoe/conventional-release-labels
What's Changed © Openissues 5
11 Pull requests 1
Breaking Changes X

(3 Report abuse
= fix!: remove joker parameter from API by @bcoe in #3

Exciting New Features &+ conventional-release-labels is not

certified by GitHub. It is provided by a
« feat: add new fi-am-batman endpoint by @bcoe in #5 third-party and is governed by separate
terms of

privacy policy, and

Fixes ™\, suppor ntation

= fix: no longer segfalts when calling i-am-batman endpoint by @bcoe in #3

Setting up action @

Create a .github/workflows/conventional-label.yaml :

1.5 — 1HIER

TSR AR AGHIRRA, bR RL, Dk, DARHRIAIRASZERRERE (LG SIS SRR
&, JFHFAE Actions #JFIR). JXREXT Action HUEFITERREEBREFH T fid—IF Hi&RI LA
RABEFHA,

TSR & WoR e TARRRE AP, BROTREASRERBIP R

1.6. SEA TAEWRnEASME LIEN

GitHub & LAERFEIIa SIS WSS TR, BT DUER T RgwiRdsdm S LIF
fil. FRBA, BRAFIINER, 5 HOKLIER, HABXNTE6,



1.6.1 Getting ready

IS - TIEREZ A, S05E7E GltHub EAlE—4%E, SAiFlhttps://github.com/n
ewo WIRMAINIE, HHATIAUE, JFHEWE 1.6 FrnpEdE:

Create a new repository

A repository contains all project files, including the revision history. Already have a project repository
elsewhere? Import a repository.
Required fields are marked with an asterisk (*).
Repository template
No template ~

Start your repository with a template repository's contents

Owner * Repository name *

2 wulfland ~ ] ActionsCookBook

@ ActionsCookBook is availdble

Great repository names are short and memorable. Need inspiration? How about automatic-broccoli ?

Description (optional)

o q Public

Anyone on the internet can see this repository. You choose who can commit

2 EI Private
You choose wh

0 can see and commit to this repository.

Initialize this repository with:
Add a README file

This is where you can write a long descriptian for your project. Learn more about READMEs.

Add .gitignore

.gitignore template: None ~
Choose which files not to track from a list of templates. Learn more about ignoring files
Choose a license

License: None ~

A license tells others what they can and can’t do with your code. Learn more about licenses.

This will set ¥main as the default branch. Change the default name in your settings.

@ You are creating a public repository in your personal account.

Create repository

1.6 — QW%

EEE GltHub HFPTENFRE#H, JFREAM—Bl, ActionsCookBook, FHEH BN/ I
JE, DMBETE TR %2k, /] README CHFWISEILPE—IiXFE, JEPIESHE T X
fF, TAEmta] DU THE T,

1.6.2 How to do it--

GitHub Action T/ERFERNTFER.github/workflows XfFkrh, ¥ E&N.yml
s.yaml B YAML Xf, wIRATFEhOIEIZ S, XIS TAERig e A 138 — IR IR G A fiE
TR, FREBNE A —AH TR

1. fEHED, ridid] Actions, HFERFN, BEATM TIER, FibladEEmE Create
new workflow( S TIERFL) W (actions/new). WRFEMESE TIER, nIPAFE
XHBRXE TR (WE 1.16 Pin), T"END New workflow(Hr LIENIfE) 45
A REFNIRIZ DU


https://github.com/new
https://github.com/new

FEIXAN T b, ARZ ] CAE 9 sl B BUR TR, IERCR 2B AR . IERR 2 0E
B CI. K ZeaH,. @HANL, DUCKNAEEES] GitHub Pages ME3N TEH.
Ak, BATTELET ARG, JFdid sl set up a workflow yourself(HC
ETERE) (KB 1.7) MSkBIE—ATER:

-
= O wulfland / ActionsCookBook Q Type[Jto search > + - JOj| 1|8 a

<> Code (@ lssues 11 Pullrequests [ Projects [0 Wiki @ Security [ Insights &3 Settings

Get started with GitHub Actions

Build, test, and deploy your code. Make code reviews, branch management, and issue triaging work the way you want. Select a workflow to get started.
Skip this and et up a workflow yourself >
Q Search workflows

Suggested for this repository

Simple workflow
By GitHub

Configure Deployment @ Configure Deployment @ Configure Deployment @ Configure Deployment @

B 1.7 — 7¢ GitHub il —ANHM TIER

2. GitHub Z=7EERINZHY.github/workflows HIRIEE—ANHIK main.yml X, ¥
£ Web #ZmfadshiBn, fmBasiaM2cry, nJPATE GitHub Marketplace H#&
actions, fEgmiEesh, AJBMEI Ctrl + Space(B{ Option + Space) HF5EMK. %
misaiik Tab B, IFHBOAEN MEHAHTRASHENgGEE, ZHH Tab #SHizIn
B A, B Esc Bk Ctrl + Shift + M JeiTiBiH,
et MyFirstWorkflow.ymU( W& 1.8):

.
= O wulfland | ActionsCookBook Q Type(/)to search o + > [lOQ[I1||& 9

<> Code (© lIssues 11 Pullrequests ( Actions [0 Projects [0 Wiki @ Security |~ Insights  #3 Settings

EI]I Actionscuoksooklvg\lhub/workﬂows/[ mainym{ ]m nain | Cancel changes Commit changes...
| Edit | Preview Spaces ¢ | 2 & | Nowap ¢ [I Marketplace  Documentation
n contents here

Search Marketplace for Actions

Featured Actions
Setup Node.js environment 3.2k

Setup a Node.js environment by
adding problem matchers and
optionally downloading and adding
it to the PATH

Upload a Build Artifact 2.5k
By actions

Upload a build artifact that can be

used by subsequent workflow

© 0 O

steps
Setup Java JDK 13k
By actions @

Set up a specific version of the
Java JDK and add the command-

Use Control + Shift + m totoggle the tab key moving focus. Alternatively, use esc then tab to move to the next line tools to the PATH
interactive element on the page.

i n o 1.2k
Use control + space o aption + space o ger autocomplte n st stuations () o simens

B 1.8 — GitHub Actions I TAEFigmiEsS

3. fegmkgsh, s Ctrl + Space(Bk Option + Space) BB LIER AP ERITIR
YR (WA 1.9):



[ ActionsCookBook /.github / workflows /| MyFirstWorkflowyml in main

Edit Preview

v} anev file contents here

name The name of your workflow

run-name The name of the run

defaults A set of workflow defaults that will apply to all jobs

on The name of the GitHub Even{jﬁhat triggers the workflow

concurrency The concurrency for this job

env A map of environment variables that are available to all jobs and steps in the workflow

B 1.9 — ZitRdsion LR SRR GO A O£

- AITESCAETERASINTERE, FHEEF HEhEILE name JE1E, HTER, WSS RARTRGED)
fE, JFHRATE DATRAARE on(ME 1.10):

[l ActionsCookBook / .github / workflows / MyFirstWorkflow.yml in main

Edit

Missing required root key on

# A first workflow to play around with the editor
2 name: My First Wogkflow
3 !
4

B 1.10 — fRrgmiEashRIHIRK A

WHE, TIERLL name JBMEITGA, ZEMETIER VI HigBERAFR. £ XHTERRM
TREDURSE TR ERE, 2SI

. TR, BUE MR TR, R, TIERET A ZAMME R, RIS TR IR
PN E AR, RN ARRNER, aRS on: fEF—17, #1535 JSON EE
HIZEER (20 YAML £ER8E5); 2, on: [pushl,

MR AN RG RN —NES, REERES Control + Space, MW BAMEZ)Z
PRPEREHAM TR (WA 1.11):

[l ActionsCookBook [ .github [ workflows / MyFirstWorkflow.yml in main

Edit Preview

i # A first workflow to play around with the editor
2 name: My First Workflow
3 on: [push, |

registry_package
workflow_dispatch
deployment_status
discussion_comment
pull_request_target
pull_request_review

B 1.11 — A tER TSN

AL SRR — AU, I Hol LRSS, mBEEhRRAE on:  FHEMAT EHR
ARG g3, B2 YAML IBEA ISR, Rt TE BE
i astETE (WE 1.12):



3 on:

4 push:

5 branches:

6 — main

7

g

9 tags
10 tags-ignore
11 paths -
12 i:ﬁZz ignore
13

B 1.12 — AahseRA B TiA AL

HIER, RBESE - B, sk - #RRF5, MR JSON Gk, WFRE
B HEH R,

BAIA M TAERBRAE OIS main 23XNNE1T, EHMEREWTFEITME (2
Bal A TAETRAYSAFER Y )0 AR A a1 RA% 4relan RRR :

on:
push:
branches:
- main

workflow_dispatch:

TEACAT

* PRl DURERS ISP EICTT, ** R/EETERN. * 2 YAML FRERIR A,
PR Z G5

push:
branches:
- 'release/**'
paths:

- 'doc/*x'

. BEE TAHRRENMAL &G, BRI —MHUCER: /Flk (jobs), fEkfE YAML
WG - FRBU N TP aEE, Bal AR, SRR E 14
FRo alRefENkan#ah first_job, JFEREI N —17, BN RINAFRAGEQR S RHCE, B
Mgk (-) PRI (J). WERMBAE LR BoR HAh 77, wPAER] name JET::

jobs:
first_job:

name: My first job




7. BMEARTRE M IITIBTER. BITaEEERIR, FEH 4 T TREZ XTI
MER. BMNFHELERE GltHub REAIERFIRAR Ubuntu iafTds LT, BRILLEER]

ubuntu-latest %

runs-on: ubuntu-latest

8. Rk —RINUKRPITHIDRAUK, BEANZER run: @2, HHIT P a@LTme:

steps:
- name: Greet the user
run: echo "Hello world"

shell: bash

name ER[ER, HILEPBAREPRH L, shell thnafiE, H7EJE Windows EH EER
NN bash, A[F[EIRF] sh, Windows I, #KiA2 PowerShell Core(pwsh), wJF[H]
iBE cmd, AIPAMER {0} HAAF, S EEIABLE shell(flan, shell: perl {0}),
s i, ATDMEREE ${{ Ml }} ZRREX, 7EREXd, aJRMERRA kL
TXNRIME, Bl GitHub R, R, BHIheRMEH Tixe L Rsong (WE
1.13):

jobs:
first_job:

name: My first job

runs-on: ubuntu-latest

steps:

- run: echo "Hello world % from ${{ github.|

event
workflow
repository
event_name
sha

K 1.13 — AFERBERT L FOHR

MEFIFEHIER: actor:

[ - run: echo "Hello world & from ${{ github.actor }}.” ]

[ 2ERIEA ( (https://docs.github.com/en/actions/learn-github-actions/expres
sions) MR (https://docs.github.com/en/actions/learn-github-actions/cont
exts) MITEZSCHY,

9. YAML AR¥HEZATHIA, MIH S5 SMEATRHES S, HBE run: JREEINEE SR
& (1), IHEPATERAEDZHRAEERE A, YAML RKHEAN—AER, HEI N4
- B RS H TS


(https://docs.github.com/en/actions/learn-github-actions/expressions
(https://docs.github.com/en/actions/learn-github-actions/expressions
https://docs.github.com/en/actions/learn-github-actions/contexts
https://docs.github.com/en/actions/learn-github-actions/contexts

- run: |
echo "Hello world & from ${{ github.actor }}.”
echo "Current branch is ’'${{ github.ref }}".”

10. GitHub Actions TAEMFEASBSN FEEPRIR, WEREN AR I S THRE,
RFE checkout WA, IXAJRAEA GitHub Action %2Rk - —ASAJEMAMRAES R,
A AR S 2 MR,
fE T g aR A MR T, nTDIEREIREMER Action, HZRKM (checkout) Jf
HRFKH actions M Action(iX%:/2 GitHub MINE Action), FIREEG &
oy, WA HEHIE TR AEMZ Action(WE 1.14):

Marketplace Documentation

Marketplace [ Search results / Checkout

Checkout
By actions & ©v410 ¥ 45k

Checkout a Git repository at a particular version

View full Marketplace listing

Installation

Copy and paste the following snippet into your . yml file.

Version: v4.1.0 ~ 0

- name: Checkout
uses: actions/checkout@v4.1.0
with:
# Repository name with owner. For example, actior
repository: # optional, default is ${{ github.ref
# The branch, tag or SHA to checkout. When checki

ref: # optional
# Personal access token (PAT) used to fetch the r

K 1.14 — TAERAEGESPRTIAS1ER
HER, FE22B0EERN, AT checkout RASE, HFZELTIUTEERIA:

- name: Checkout

uses: actions/checkout@v4.1.0

ffill GitHub Actions

f&F GitHub EM—AME, 1B {path}e{ref}, B2 GitHub ki¥EE
i E, i Actions FEAVKSERMR B, W2 {owner}/{repo}, &I Actions
ek, W24y {owner}/{repo}/{path}. @{ref} ZJ/GHITIHIEFRHEZH]
git 51H, AIBLR—/IMRE. el M Ese SHA 1,




11. 7R )E SR ER S, TEEI—18

- run: tree

XK AR S A AR R i S

12. Esf7 LAEpife, HHER LIRS ARE] main 77X, midi Commit changes---(f2
REK-), RERRERMS S, HEMNIEHES AT Commit changes(#23#H k) PASE
JRERME (WE 1.15):

Commit changes

Commit message

[ Create MyFirstWorkflow.yml

Extended description

Add an optional extended description..

© Commit directly to the main branch

() Create a new branch for this commit and start a pull request

Learn more about pull requests

B 1.15 — R TAER X

13. E&NENXRE T MRS, PR EaaafEk 7 TR ARBHE SN
JEREIERLE, FRENSE 2 TOR MRS TARISTRIN L (WA 1.16):

L]
= o wulfland / ActionsCookBook Q Type (fto search e ++ O n & a

<> Code (O Issues 17 Pullrequests (2 Actions [ Projects [ Wiki (O Security |~ Insights 3 Settings

Actions All workflows Q_ Filter workflow runs

Showing runs from all workflows

| At workfiows

1 workflow run Event ~ Status ~ Branch ~ Actor -
My First Workflow 2 =

Management & Update MyFirstWorkflow.ym| . B now
main
My First Workflow #3: Commit 212112 pushed by wullland ©es
£ Caches
E=) Runners

B 1.16 — HAERERNLEERATE AR BoHIa T O

THIER, LR TIARRIRRER, Eal DR 2k TORRRR I SN X BE %
(=

14, GG TERRBITUER EL RIS, LA 2 o m & 5 22 MR R E A — A M e 4R
3R (WE 1.17), @&k, IRSHFFEER R Td:



L3
= O wulfland / ActionsCookBook Q Typelz)to search 3 4 +- O na a

<> Code (O lIssues 11 Pullrequests (2 Actions [ Projects [0 Wiki @ Security |~ Insights 8 Settings

€ My First Workflow

@ Update MyFirstWorkflow.yml #3 Re-run all jobs
l () Summary

Triggered via push 2 minutes ago Status Total duration Artifacts
oS @ wulfland pushed - 2121cf2 main Success 19s -
Run details MyFirstWorkflow.yml

on: push
) Usage
&3 Workflow file

@ My first job 7s

B 1.17 — TAERHHE

15. RdiffkPEFEZIRAMER. ELERERES, afDGES PR, HER, LTIERX
R —TEAE D RGN - 24 URL, AIDARSRIRME—1T, REMRLD
BRANFHRDE, R4t VAR TAERSTEN LERESIRTF S EREE (WE 1.18),
A LARRAEATA 2 SR -

€ My First Workflow

@ Update MyFirstWorkflow.ym| #3 Re-run all jobs

(M Summary

My first job

Jobs
| © myfirstjon T
Run details Current sion: '2.3@9.0°

{9 Usage

49 Workflow file

@ Post Checkout

& Complete job

K 1.18 — BAANMEN TERMHE

16. fENERG—%, I Tk TOEmiRE, DAMEER TIEREsTHIZER. BERME, %
MR TERE (WE 1.19), REBITLIERE:



.
— O wulfland / ActionsCookBook Q Type [/)to search b +~ 1@ |8 9

<> Code (© Issues 19 Pullrequests (® Actions [ Projects [ Wiki ( Security |~ Insights &3 Settings
Actions New workflow My First Workflow Q_ Filter workflow runs
MyFirstWorkflow.yml
All workflows
1 workflow run Event-  Status~  Branch~  Actor~
| My First Workflow onsIiow Ll
& Caches
e Use workflow from
RURNSTS @ Update MyFirstWorkflow.yml —
My First Workflow #3: Commit 2121cf2 pushed by wulfland Branch: main ~
mm workflow

1.19 — @it UI FIhfk TrER

RAH I TR A ot

1.6.3 How it works:---

TAER SR TARESE . github/workflows SCHFEHIY YAML 2,
YAML FHREATIR

YAML J& “YAML Ain’ t Markup Language” W#E, &—MEIRFILIES, Sidiik,
A DAERR ARG E R, B2 JSON M— AN kss, (HEHED R TR gt
BT RIES,

Al DATESCARHTIN EHS (#) KRG HERE,

YAML o, DA DA RIEERHE S AL & key: value,
key RZRMAFR. HE value MEEERE, TREMBEGENAR, HER, #EAET

D&M, ARESS! LA EM R = A sl A s il SR e (E o = A RIS IR, ml A
s SEONG 55 HERE, X5 S RFBHLIE N X ("Foo \"bar \" foo "), TMi*A5[5
M{E 5[5 ('Foo' 'bar' 'foo' ),

YAML #5258
£ YAML 1, BHMARINESRE: RERRNMES (map) AIFIER (list)- HIRH

5 (sequence), WSS 23k 1 4t :

parent_type:
keyl: valuel
key2: value2
nested_type:
keyl: valuel

— IR HPBBE SR, SATRTEE — S

sequence:
- iteml
- item?2

- item3

BT YAML J2 JSON Hy—A~@sR, the]DUER] JSON IEIAE—1THIEES:




key: [iteml, item2, item3]

key: {keyl: valuel, key2: value2}

R TYETRR A

TAERRA =ML 8% . webhook ik 8%, Nk ssMTahfih%k 25,

Webhook MUEZRMME GltHub "HIWHMHEZN TIENfE. BIFZ Y webhook filtk#s,
flan: wJLAfE issues HHfF. fRRYPEHMER discussions M BT LIERFE. FATRAEIH
1 push filik#s2—1 webhook fil’&%as,

E RS DAE 2N FUE N DS T TR, EESHT cron /MBI

on:
schedule:
# Runs at every 15th minute
- cron: '*/15 * *x *x %'
# Runs every hour from 9am to 5pm
- cron: 'O 9-17 * x *!'
# Runs every Friday at midnight
- cron: 'O 2 x * FRI'

FEhMR AV TG TR, workflow_dispatch fill & #¥ M Web UI
5 GitHub CLI JEa)LfEWA. WRAEA  inputs JEM MRS E XiMASE,
repository_dispatch filtRasnIHTH API filik TVEIRFE, Iefm A 85t n] DU Bt ek
HOARRPATIESE, FFalE TAER VIR JSON YA RUE B

B REZ R TMERIMGEE, EEE https://docs.github. com/en/actions/anction

/lusther-workflows/events-th-trigger-workflows,

Itk
AR TR E— N HITIBITAY, BITasdd SR i, TG, ] ubuntu-latest
W3, IXERERMIEIASE GltHub FEEMERT Ubuntu Bifg LHUT,

fiEH GitHub Actions

Actions #5M GitHub LERJ—AME, iEERE {path}e{ref}. B&EEM GitHub LAY
YIRRAIE, Wi Actions TEACRSERIMRESRAH, WAN {owner}/{repo}, @R Actions fE
X, WA {owner}/{repo}/{path}, @{ref} ZJ/EM5IHERERHN git 5IH, A
PU2—MRsE. 7 XBURMERR SHA 1,

# Reference a version using a tag

- uses: actions/checkout@v4.1.0

# Reference the current head of a branch

- uses: actions/checkout@main

# Reference a specific commit

- uses: actions/checkout@8e5e7e5ab8b370d6c329ec480221332ada57f0ab



https://docs.github.com/en/actions/anction/lusther-work flows/events-th-trigger-workflows
https://docs.github.com/en/actions/anction/lusther-work flows/events-th-trigger-workflows

X TR — RS EER A actions, WIS, Wa] DLABES|H,
A action B XA, ATRAMEH with JEH#THE:

- uses: ActionsInAction/HelloWorld@vi
with:
WhoToGreet: Mona

WA RESDTE, EAJMER env BUOPBIREIER R

- uses: ActionsInAction/HelloWorld@vil
env:

GITHUB_TOKEN: ${{ secrets.GITHUB_TOKEN }}

1.6.4 There’ s more:-:

X PR ER M TERAR, A1 action REHARIIFTEM 1T LiBfT a2,
& RIWARBI, KRR e, BRI AR S 8 B T AR

1.7. EHEANER

W DEEP IR ERRMNED, DEE LRI, XARBh, Bl HGEXmE I+ 1L
PRI T Y Wl

1.7.1 Getting ready
EXARBIN, ¥R Web UI SRIZEABEMHY, WATLU#EMA GitHub CLI(https:

//cli.github.com) SRIZEMIXIATAE (FREZEE), HNFXNREEEE, GitHub CLI FA52
TR,

1.7.2 How to do it---

1. /i35  Settings | Secrets and Variables | Actions(i&
B | HHMZE & | B1E), AIEBETURAENEH, J H B
1E Secrets(% $H)(settings/secrets/actions) fl Variables (%

®)(settings/variables/actions) & EZEYH, S%E 1.20:


https://cli.github.com
https://cli.github.com

<> Code ( Issues 1% Pullrequests (& Actions [ Projects [0 wiki @ Security |~ Insights | & Settings

3 General Actions secrets and variables

Acgass Secrets and variables allow you to manage reusable configuration data. Secrets are encrypted and are

Ay Collaborators used for sensitive data. Learn more about encrypted secrets. Variables are shown as plain text and are

used for non-sensitive data. Learn more about variables.
) Moderation options v
Anyone with collaborator access to this repository can use these secrets and variables for actions.

. They are not passed to workflows that are triggered by a pull request from a fork.
Code and automation

¥ Branches 5
Secrets Variables New repository secret
© Tags

£} Rules v

Actions . =
© Environment secrets Manage environments
& Webhooks
Environments & .
8 There are no secrets for this repository’s environments.

& Codespaces

3 Pages

Security Repository secrets
@ Code security and analysis

£ Deploy keys There are no secrets for this repository.

[*) secrets and variables ~

I Actions

Codespaces

Dependabot

B 1.20 - NEFEECEENZ R

2. Wi New repository secret(FHiafCER) 4T New secret(Hid%5H) *t
WEHE (settings/secrets/actions/new; EZFE 1.21):

Actions secrets / New secret

Name *

YOUR_SECRET_NAME

Secret *

Bl 1.21 — @HEs
& MY_SECRET fENEHAM, KREHLAE (a1 Abracadabra) fENEH, RERd
Add secret(#FIMEH), HERGHFREETH! Kk, ASEAEH A GEAE H ALV S0 BRIV
A B B LA

HHMZ R AHLE

BHBMAX KNG, FHFHHBEESE@EZST ([a-z] M1 [A-Z]). %% ([0-9])
FITRXIZR (). BATFAHERA GITHUB BRE(FH L.
RIFEREH RS ih, FRaEid SIS 2Rk msa %8,

3. EE LR New repository variable(fl & ¥ 1y X % FE 22
B )(settings/variables/actions/new), F @& —44%% WHO_TO_GREET H
{53 World MZH,



4. ¥k E E—45BI. github/workflows/MyFirstWorkflow.yml XfF, FHridids
mER (E2EE 1.22):

= O wulfland / ActionsCookBook Q Type[/Jto search > + v | @ 1Y @. 9
<> Code (© Issues 11 Pullrequests (® Actions [ Projects [0 wiki @ Security |~ Insights 3 Settings

[ Files ActionsCookBook / .github / workflows / MyFirstWorkflowyml (3

¥ main il 9 wulfland Update MyFirstWorkflowyml 0a359(6 - 2 minutes ago <D History
Q Gotofile

21 lines (19 loc) - 512 Bytes

v @ .githubjworkflows

| code | Blame

| [ MyFirstWorkflowyml

[) README.md 1 # A first workflow to play around with the editor

2 name: My First Workflow

3
4
5
6

-----

Bl 1.22 — 4a% MyFirstWorkflow.yml

Feaia World BN ${{vars.WHO_TO_GREET}}3RIA X, H i fHI${{ secrets.MY_SECRET }}
UINFBEA :

- run: |
echo "Hello ${{ vars.WHO_TO_GREET }} & from ${{ github.actor }}.”

echo "My secret is @ ’${{ secrets.MY_SECRET }}’.”

5. S K, TAERR Aahialr, A TR SRR, FERELIE 1.23:

v @ Run echo "Hello World ¥ from wulfland."

» Run echo "Hello World & from wulfland."
Hello World ¥ from wulfland.

My secret is @ skx.

Current branch is 'refs/heads/main'.

lgl 1.23 — EI‘L“FP'TZ!EH*[] ﬁﬂ’]ifﬁﬂ

1.7.3 There’ s more-:-
AT DB E DL R AR X, SRR T 24 TR B i

o HAG

o G

o G

RE=AGONG— A BRG] DOEE A R R BE R 00 E, RAE s BRI i 2L B el B,
B 1.24 JoR TIRANRRGH:



Organization

Repository

1.24 — BCEZBNEPRRREH

HAMBH AN RS ENEANE R TIEUHF, ZAPAfE Settings | Secrets
and variables | Actions(%E | HHMER | #F) PEIE—-IHHIEE, HYHH
FHERAE R AT DO AR N2 B B I ) 5RI -

« FiBPE (A1l repositories)

« fAFE (Private repositories)

o EEE (Selected repositories)

I VR B, WD TN ERAERNTYIN, FRTEE U BEIXEEESN, R DA
GitHub CLI, #&nJPA#EH gh secret = gh variable K@IE#isH:

$ gh secret set secret-name

$ gh variable set var-name

AAXPERMA BB RIME, &P EZE, HHEdEEERESmS, S
-b B --body JEBHHITHRE:

$ gh secret set secret—-name < secret.txt

$ gh variable set var-name --body config-value

1.8. CIBMEERHIAE

IR TR —RRAIAERE B s, Bilan: JFE. WA, BfFsd=, wl PARE R ORI BUSR AR 712
B, IFHal DOWREE A SR AL B2 | A

1.8.1 Getting ready

BATRESCHER] Web UT G L0858, FFERM—LE0R N, #HMER, Ra, Kell
AMBIBA B TR,



1.8.2 How to do it--

1. S#iz] Settings | Environments(i%® | %) Ifsmidi New environment (i
BE)(WE 1.25):
S i (it (S )| F)e)EEe
¢ Code @ lssues 11 Pullrequests  © Actions [0 Projects [0 Wik @ Security |2 Insights
% General Environments

A Collaborators
There are no environments for this repository

Environments are used by your workflows for deployments

) Moderation options v

Code and automation

P Branches

© Tags

G Rules v
(®) Actions v

& Webhooks

I | E Environments I

5 Codespaces

3 Pages

1.25 — FEREMIA
HWIANZM Production Fsidi Configure environment(FlE L) (WA 1.26):

Environments / Add

Name *

Production

Configure environment

B 1.26 — QIE5HHRE

2. BHCOHIM L FEWHEE, JEsdi Save protection rule(fRFRTHIN) (HE
1.27):
Environments [ Configure Production

Deployment protection rules
Configure reviewers, timers, and custom rules that must pass before deployments to this environment can proceed.

Required reviewers
Specify people or teams that may approve workflow runs when they access this environment.

Add up to 5 more reviewers

Search for people or teams...

9 wulfland X

O Wait timer
Set an amount of time to wait before allowing deployments to proceed.

Enable custom rules with GitHub Apps

Learn about existing apps or create your own protection rules so you can deploy with confidence.

B Allow administrators to bypass configured protection rules

‘Save protection rules J

B 1.27 — ECEERERS PN

3. 1E Deployment branches and tags (#3857 Xftr3%) T,i%#¢ Selected branches
and tags (JEE M7 XA ), iS58 matin 73 XEEM— 1400 (ME 1.28):



Deployment branches and tags Selected branches and tags ~
Limit which branches and tags can deploy to this environment based on rules or
naming patterns.

No branch or tag rules applied yet: all branches and tags are still allowed to deploy.

(® Add deployment branch or tag rule| Add deployment branch or tag rule X

Ref type: Branch ~

Name pattern:

—,[main | @]

Add rule

1.28 — BUEIBE SRR

. 7€ Environment secrets(IE#H) F, midi Add secret(HM%EH) HEm—m1

il MY_SECRET %%, HAfM Open Sesame(WE 1.29), EEILHAE M Add

variable(ZMZER) %M—4 WHO_TO_GREET Z&&, H{AM Production users:
Environment secrets

Secrets are encrypted environment variables. They are accessible only by GitHub Actions in the context of this
environment

@ Add secret Add secret

i

Environment variables Name
Variables are used for non-sensitive con MY_SECRET
this environment. They are accessible us

Value

@ Add variable Open Sesame

B 1.29 — [FRETRINEFZE R

HEHE 1 HOIEMANHINAEE, Test M Load-Test, FATEERE RIS Erp
FH X SRR R A HAT AT R L, AABLE B 0 XA B/ EHESE, RFERN—
WHO_TO_GREET ZF®IFiEMMNAMERIR], S5RMIZRLTRE 1.30:

Environments New environment

You can configure environments with protection rules, variables and secrets. Learn more about configuring
environments.

Test 1 variable [}
Load-Test 1 variable W
Production 2 protection rules 8 1 secret 1 variable i

1.30 — REZIHE



6. B, RMITAEmEC IR, 7€ first_job TEHFM—N4N Test WIHfE, 1
Bt Ubuntu Big LiafT, BATRILIEILYS Test BBEREK, A THE first_job
Jaia TN, AIDAER needs J&ETE, FFRFHIZ B M AREITIAEL :

Test:
runs-on: ubuntu-latest

environment: Test

needs: first_job

T EEFAWIPIAERE RS, TP —A MG, HT GltHub SR HEHIE
FUEDN HIHATBRRL, P DA AUE R Pn SEA, flan, nIPAMER sed 's/./& /g' i R5Emit
BIE, XS REMBIB AN SN ZRZE, BTN, Test EMRZFERU IR
TN

- run: |
echo "Hello ${{ vars.WHO_TO_GREET }} & from ${{ github.actor }}.”
sec=$(echo ${{ secrets.MY_SECRET }} | sed 's/./& /g')
echo "My secret is @ ’$sec’.”

7. BEK, BIN—AH Load-Test Rk, K HY5 Load-Test MBERHK, JFE first_job
ZIEaT:

Load-Test:
runs-on: ubuntu-latest
environment: Load-Test

needs: first_job

HBEEH] Test HRBEREAA], JRHETHNK,

8. wmE— il Production 1Rk, FRTY#AFRZAI, environment JEIiEHZ—1 URL,
% URL K7 TAERRBEHa R, KHIGENHEMP URL, N T JERTE TAERFEIF TR
IR EUT R & F, AETE Test Ml Load-Test ZJ5i&fT Production:

Production:
runs-on: ubuntu-latest
environment:
name: Production

url: https://writeabout.net

needs: [Test, Load-Testl]

T IRT— AL TR,

0. FEYHLE] nain AK, TARREHSESNET. OB LRRIETIFRA TR
BIF, HAUPLRR THFTT. TIRRRERGT Production ZATHES, JFEHL
M (HSHE 1.31):



€ My First Workflow

© Update MyFirstWorkflowyml #15 Cancel workflow |«
| @ summary
Triggered via push 1minute ago saus  Tol duration Atifacts
Jobs. 2 wulfland pushed < ade2569 main Waiting - -
@ Myfirst job
© Test 3 . .
%7 wulfland requested your review to deploy to Production Review deployments
@ Load-Test
(@® Production
MyFirstWorkflow.yml
Run details ARy
© Usage @ My first job 3 * @ Load-Test s ® * ( Production
B workflow fle | ) [ proguction waitin g for review
° @ Test 5
i) =

Deployment protection rules ‘Start all waiting jobs
Reviewers, timers, and other rules protecting deployments in this run

Event Environments Comment t

B Mroscnesiavon Freducton
B 1.31 — TR ERALHITEENIAE AR, FFERHiE

10. xiii Review deployment(#H&#fE ), &H Production IHHMAliEMEiR, midi
Approve and deploy(ftifiJF#E ) JFaaIIT Production RNk (WA 1.32):

Review pending deployments x
requested by wulfland in My First Workflow #7

Production )
Review needed from wulfland

Leave a comment:

Looks good 1|

B 1.32 — fESZLRPEIAE

TAERR e T, S5RMIZBERIGE 1.33, ETE, URL ©R1E Production ¥
W [EIR, TETER AR P AL D il %

& My First Workflow

.

@ Update MyFirstWorkflowyml #15 Re-run all jobs
| G summary
Triggered via push 3 minutes ago Status. Total duration Artifacts.
Jobs @ wulfland pushed - ade2569 main Success 3m24s £
© My firstjob
Test "
© Tost MyFirstWorkflow.ym|
@ Load-Test on: push

@ Production

Run details © My first job 35 8o @ Load-Test s . + © Production 5
@ Usage httpsi/fwriteabout.net
B Workflow file

* @ Test we

Deployment protection rules
Reviewers, timers, and other rules protecting deployments in this run

Event Environments Comment

wulfland

Production Looks good
approved now Good T

B 1.33 — TAERRRAHE

FOFSAMMEN IR MNP BRI (WE 1.34), BHMERRERNE, HFHAAGE
BEGIN A ST



v @ Run echo "Hello production users ¥ from wulfland."

» Run echo "Hello production users ¥ from wulfland."
Hello production users ¥ from wulfland.
MySsecretads NS ni e S et s e

B 1.34 — AR AR R AN APl

1.8.3 There’ s more-::

WRIELEfEH GltHub CLI B EZERHZ R, nJPAEH --env (-e) SBEEE. M
FHHRH, af W (--visibility 5 -v) #%EHN all, private X selected,
T selected, &4 --repos (-r) fEE— P EEMULE:

$ gh secret set secret-name --env environment-name

$ gh secret set secret-name --org org -v private

$ gh secret set secret-name --org org -v selected -r repo

LA TR R IR ITE 2, JEn] DIRCE —DFERFTHIN S, £ AR R eSS
PRz i, R TAEREE n o8 (B2 30 K).

AN “BESGRBRIP N B RENIAE T IIAR B MEIIREARVFRIE GltHub
RRIRR R, %M R e Rl DU 4530 38 OF S5 15 F¢ & 2% fF. Datadog,Honeycomb, Sentry,New
Relic M1 Service Now C&HMHFET (iEZSFhttps://doc.github.com/en/actions/de
ployment/deployment/protecting-deployments/configuring-configuring-configuring-c
ustom-custom-deployment-protection-protection-protection-protection-protection-p
rotection-protection-protection-custom-custom-customdeployment-prection-prection
-prection-es),

PR 85 AR 37 9L 0 B Oy B AE T B o S bR B R, X Rl BLRR S 3E T o AR
MU AR R B B S BR B, W DA S M #&E - Codeowners  fib i, g%
#HH, B HLHAWIA B, SonarQube R E[T'MHMFZ HARBREE (ES
Eﬂhttps://docs.github.com/en/repositories/configuring-branches-and—merges-inyo

ur-repository/managing-protected-branches/about-protected-branches ),

UBERTT: SR —FhAIEE R, R SRR OGN B RIS, R — I TR


https://doc.github.com/en/actions/deployment/deployment/protecting-deployments/configuring-configuring-configuring-custom-custom-deployment-protection-protection-protection-protection-protection-protection-protection-protection-custom-custom-customdeployment-prection-prection-prection-es
https://doc.github.com/en/actions/deployment/deployment/protecting-deployments/configuring-configuring-configuring-custom-custom-deployment-protection-protection-protection-protection-protection-protection-protection-protection-custom-custom-customdeployment-prection-prection-prection-es
https://doc.github.com/en/actions/deployment/deployment/protecting-deployments/configuring-configuring-configuring-custom-custom-deployment-protection-protection-protection-protection-protection-protection-protection-protection-custom-custom-customdeployment-prection-prection-prection-es
https://doc.github.com/en/actions/deployment/deployment/protecting-deployments/configuring-configuring-configuring-custom-custom-deployment-protection-protection-protection-protection-protection-protection-protection-protection-custom-custom-customdeployment-prection-prection-prection-es
https://doc.github.com/en/actions/deployment/deployment/protecting-deployments/configuring-configuring-configuring-custom-custom-deployment-protection-protection-protection-protection-protection-protection-protection-protection-custom-custom-customdeployment-prection-prection-prection-es
https://docs.github.com/en/repositories/configuring-branches-and-merges-inyour-repository/managing-protected-branches/about-protected-branches
https://docs.github.com/en/repositories/configuring-branches-and-merges-inyour-repository/managing-protected-branches/about-protected-branches

B 2 B HENAATLENR

AREGEHE—, 4TRSS TR RS, XM Visual Studio Code. Al
BT AR, IRASRE. BN SO R TAER, DA Sk Bl s, xR e H 11
Fehk, JERRAL T ZRMRE TORRMIEDL,

FHEHANRA:

o ffiffl Visual Studio Code %5 LfEifi
533X R TR

X TAERAR A TR R

K¥HESARE

Jer PRI 5%

Aia T LA

2.1. IFEER

KT HSIABNE, FEEARMITEN E%% Visual Studio Code (VS Code), Hi&
HT Windows (x64. x86 Ml Arm64). Linux (x64. x86 fl Arm64) PLf Mac (Intel
fl Apple silicon) RZi, WREEA L, TDANXHHEIT FELEE: https://code.visua
lstudio.com/download,

IEAh, TERAEARMLES FRGZE T RN Glt, AJPAMXHAREZEE Git &/ umi
BiBH: https://git-scm.com/downloads. N T TEAMIST TAER, IEHRZELE Docker, W
HHZE mac0S RS, 5% Docker XTI 2% Docker Desktop for
Mac MIPIRIEITHRME (https://docs.docker.com/docker-for-mac/install), WISR{HHIIZE
Windows R4, HIZYE Windows L%%% Docker Desktop HIFERHATIRIE (https:
//docs.docker.com/docker-for-windows/install ), WRIREHIRZE Linux RS, TRELdk
Docker Engine(https://docs.docker.com/engine/install ),

2.2. ffil Visual Studio Code %WE ILfEi

Visual Studio Code (VS Code) ZHF LESzXiWA) 2N HmERZ— H
FHRIEW, TN RESRGEMEKNX R, SEFRELXPIRES T EENN

VS Code 5 GitHub SifEHEAk, $#24E7iEW 6it K. HH GitHub MKPFPPEE, H
Vi, DARAER GltHub fRELHIY RIESIEASNAIE, HMmBMER GltHub Action TAE
MREERE, XFRENER, P T TERENAEERE, ML T GltHub Action TAE
wifE _ERIPME,

XASRBI, A TE%%E GitHub Actions I VS Code ¥7)&, FEmnl UREMH 4,


https://code.visualstudio.com/download
https://code.visualstudio.com/download
https://git-scm.com/downloads
https://docs.docker.com/docker-for-mac/install
https://docs.docker.com/docker-for-windows/install
https://docs.docker.com/docker-for-windows/install
https://docs.docker.com/engine/install

2.2.1 Getting ready
TR 2, TR PR A 2 A & IE R B gt o

$ git config --global user.email

$ git config --global user.name

THICME, BOMEAIED TR, MRBERE Il bk R, WEEHKE https://gi
thub.com/settings/emails MJHBAHIE (W& 2.1):

Keep my email addresses private
We'll remove your public profile email and use
|5276337+wu|f|and@users.noreply.github.com when performing web-based Git
operations (e.g. edits and merges) and sending email on your behalf. If you want command
line Git operations to use your private email you must set your email in Git.

Commits pushed to GitHub using this email will still be associated with your account.

Block command line pushes that expose my email
When you push to GitHub, we'll check the most recent commit. If the author email on that
commit is a private email on your GitHub account, we will block the push and warn you
about exposing your private email.

2.1 — AP LRRE TR HbIE I A

XA L B AR b sk R Y GitHub MR ID 4 Fr Al R, T
users.noreply.github.com

$ git config --global user.email 5276337+wulfland@users.noreply.github.com

GitHub R W2 5K RHE, MiA &% 8 ik fFbik,
WRIG, W 1 BrpARHieREE, DAITEAER Code(fXF) #73HY Code | Local(ftiy |
AHl) SEREMHMI URL(WE 2.2):

al|(+-](0(n]([al(®

® Actions [ Projects [ wiki @ Security |22 Insights 3 Settings

5 Pin ®Unwatch 1 ~ % Fork O - ¥% Star 0 v <> Code ~
Conesprees

v 9524552 - last we¢ i3

EI Clone @

{git@github.com:wulﬂand/ActionscookBook.g ] 3 J

late MyFirstWorkflow.ymil

Use a password-protected SSH key.
al commit

(¥ Open with GitHub Desktop
License &3 Security policy

Open with Visual Studio

2 [) Download ZIP

Releases

B 2.2 — AHiREE


https://github.com/settings/emails
https://github.com/settings/emails

IXHUEH] SSH AT S IIE, XL BAfE 1Password HYEPE SSH ¥ — H thn] DAf#
A HTTPS FI—A PAT 2, ] DAMEIXBHRER T AR EIE L (5R: https://docs.git

hub.com/en/repositories/creating-and-managing-repositories/cloning-a-repository,

2.2.2 How to do it--

1. §IJF VS Code, j@idH&HE [Shift]+[Command]+[X] 8% [Ctr1]+[Shift]+[X] =R
HEE R ey RERCRI DT RE D (WK 2.3), %K github actions F#%
WA RIEEER GitHub #(E (https://marketplace.visualstudio.com/items?i
temName=GitHub.vscodegithub-actions), WHHE, HHfF VS Code, I GitHub
i k=T

DB Do Mo

Extension: GitHub Actions X i

GitHub Actions ve.2.2

GitHub @ github.com | & 915054 | k% % % (33)

>

© it Actons

GitHub Actions for VS Code
>

@

X ®o0A0

B 2.3 — & VS Code %% GitHub Actions ¥§J&E

YRR T AR IRE:

o BT ERMEE TIERIZT

o Fahfilk TAER

o TAERMFIRAMIEL SR

o BERSCRY

o BSUEFICRD R 42

o FREKIE
BRI AT, SRS SR ER o] B TR TR /b2, ST s | 1
IS8, ARG, R, RS RPN SRS YIRE,

2. FTIFAMDSERERE, nf DAEAHI e PR S R 24T code . (. ARFYRTH:
K)o XBEFTH—DHI VS Code FLBIFFHFIIF YLK, ETE VS Code W File
| Open Folder (= | #TFFSc#F3), FFidesFoiRe A RfE X1,

3. EAEMEY GitHub Actions Ebr (WHE 2.4), }HA&#E Current Branch( iz
X) @, AIABEIYAG PRI TAERIBIT, BORIBITEA B LAERAPRRNG A EH


https://docs.github.com/en/repositories/creating-and-managing-repositories/cloning-a-repository
https://docs.github.com/en/repositories/creating-and-managing-repositories/cloning-a-repository
https://marketplace.visualstudio.com/items?itemName=GitHub.vscodegithub-actions
https://marketplace.visualstudio.com/items?itemName=GitHub.vscodegithub-actions

ﬁJi ID, J&r] AR TAERISTTIRG, DAABMWAPE, aJPLERLE VS Code

H&, s Al AENISE SR h T2 g H A

GITHUB ACTIONS #6516704030 - My first job X

 CURRENT BRANCH O 1
~ ® My First Workflow #10
v @ My first job
@ Setup job
© Run echo "Hello World
© Checkout
@ Runtree
@ Post Checkout
© Complete job
> @ Test
> @ Load-Test
@© Production
> @ My First Workflow #8
> @ My First Workflow #7
> @ My First Workflow #6
= > @ My First Workflow #5

> @ My First Workflow #3
v WORKFLOWS

v My First Workflow

v © #10 @
> @ My first job
> @ Test

O ActionsCookBook

Requested labels: ubuntu-latest

Job defined at: wulfland/ActionsCookBc
Waiting for a runner to pick up this :
Job is waiting for a hosted runner to
Job is about to start running on the t
Current runner version: "2.309.0'
##[group]Operating System

Ubuntu

22.04.3

LTS

##[endgroup]

##[group]Runner Image

Image: ubuntu-22.04

Version: 20231001.1.0

Included Software: https://github.com,
Image Release: https://github.com/act:
##[endgroup]

##[group]Runner Image Provisioner
2.0.310.1

##lendgroup]

##[group] GITHUB_TOKEN Permissions
Contents: read

Metadata: read

Packages: read

##[endgroup]

Secret source: Actions

Prepare workflow directory

Prepare all reauired actions

B 2.4 — RENFT P TERIZT

W

. WORKFLOWS @ F@/R ¥ T2 RN E LR, ] DL AR 2 R 5 R TEE, 47
AR T, REWMRTAERAS workflow_dispatch filtdzds, WIRILAIS

TR Sy (W 2.5):

v WORKFLOWS

O

= D

> My First V\

Pin workflow

Trigger workflow

B 2.5 — TGS DR TIF TR

FIF AR S

- TR, AR LRSI E A EZJJ:H\%];JHBO MERSE 15 17+ vars JETHAME,

EE, VEEFAIRTARZEMRE (WE 2.6)

- run: |

echo "Hello ${{ vars. }} « from ${{ github.actor }}."
echo "My secret is @& [e] WHO_TO_GREET
echo "Current branch is '${{ github.ref }}'."

- name: Checkout
uses: actions/checkout@v4.1.0
- run: tree

K 2.6 — HaihEATE CHRRHINZE R

ERA RN workflow BT, AlDAMELAERXIF PG [Controll+[Space] K

REH ORISR,

VS Code ZAGIMFI/R LAERISAFHIIRIE, FHOWHRHEPOEBER (

W 2.7):



% MyFirstWorkflowyml 1, M X

.github > workflows > % MyFirstWorkflow.ymi
# A first workflow to play around with the editor

g Unexpected value 'branch'

pu/ View Problem  Quick Fix...

5/ ® branch:
- main
workflow_dispatch:

PROBLEMS 1 OuUTPUT DEBUG CONSOLE TERMINAL PORTS

v %% MyFirstWorkflow.yml .githubjworkflows 1
() Unexpected value 'branch' [Ln 5, Col 5]

2.7 — VS Code NEifRitHigisE

6. 7E SETTINGS %I+, nIDARKEIERA AL, HHME R, HAGEIESHIAEE, nlBL
NSRS GIM I, DA sMEReEn] (WE 2.8):
~ SETTINGS £)

v B Environments
2 Load-Test
v Production
v & Secrets +
MY_SECRET {;’ (i
» abc Variables Update secret
> Test
v B Secrets
> Repository Secrets
> abc Variables

K 2.8 — £ VS Code HVEPHIEE, ®PIAILR

2.2.3 How it works:---

XF GitHub Actions ¥, VS Code E&HiEMIMIT LRI E GRS, o] ME—A
o7 e R A B, el LB T ME, 3F HEA SPOEk s M TrERMFIER A s 23
it XL AT 2B TAEARBRIERIR 2, H VS Code k&5 TAEMR

2.2.4 There’ s more:-:

VS Code AUNAIBAARN R —al DIERAENEHRP#EM, £ GltHub )%
b, AR ES [.] B, BIRTEBAENSESRTIN VS Code HTJF4AIIE, i



T [Shiftl+[>] fEHWSETPITIF. BEEHBEE VS Code HITIFFE, thn] LS iz
https://github.dev/<owner>/<repository>,

f£ GitHub.dev h, RJDURFEAHL—FEALBESCHER Glt: B, RREM, AEHEREZ
GitHub, PR AZ2EEY R, FHHW PSR GitHub MKFFZ VS Code %HE.

SR, WIRFREA ML — R, BRI TIRESEH GitHub Codespaces
(https://github.com/features/codespaces), Codespaces fRfit TfE Microsoft Azure
ST IR, BAA 120 /MR 15 GB MR AM (GitHub Pro it
XINA 180 8hf1 20 GB); ZJG, KHgr#hfl GB {42k, & GB HHRAN 0.07 FEix, Hls
FIHREZS S DPNAE 0.18 i (NENLEE) 2 2.88 EjL (32 #ZHLEE) M, MTAPFR
Bi, FRIEEE T AHBARA, DARESH e SR HIRRT, HR&AE MARZIAIE Codespaces,
TS AEAT 2R, X2 NEAUH AL T IR 48 7T 3K,

2.3. AXPHRILENR

EFED, BRI BRI TR, WERBHETT RN BLIEAE LRI A% Il LA
i, HHAEZIZ LA AR TAE, ARARIBAE— Ao Sh s AR, JHEdhiuERGH S
FlE 329032

PRI, HLLfilA 4 al REAS LU LA, WERMMEMEN workflow_dispatch filtk#3 T3l
BT AR, B RERAUR ST A A S TR AR 100>, SRR APT Kk T0F
Hifd, ZJ5, AIBME—Aorsdhgns TR, R EEd UT ik TR ERI% D 3

MR TVERTE webhook filik#s, 40 push.pull_request B¢ pull_request_target,
R TSI ae] 58 X Lo il 2 3, PTRERS BAEEM 7 S b O TR, XK, nIDAMEATHIFRA
G TAERY G FINAA I TS, eI AT UKL & 3 [l R a6 2.

2.3.1 Getting ready

AERZTART— AR BIP B TAERUS A AR E S, TREEATA E, (R — TR
A POEE AT LR a4 R SEB) :

$ git reset --hard HEAD

WA PAfE VS Code K Git BILIFPIXFEM (WA 2.9):


https://github.com/features/codespaces

&

SOURCECON.. = + 1% 0 U

‘ |Message (¥ Enter to commit on "ne;

v Changes
%5 MyFirstWorkflow.yml .github/wor...

B & % |&| o O

Views
View & Sort

Pull

Push

Clone
Checkout to...
Fetch

Commit
Changes
Pull, Push
Branch
Remote
Stash
Tags

Show Git Output

K 2.9 — ZBFAHER

2.3.2 How to do it---

*
>

VoV W v v v v

% MyFirstWorkflow.yml A

i > workflows > %
# A first work
name: My First
on:

push:
branches:

Stage All Changes .n
Unstage All Changes diS
Discard All Changes [

i

jobs:
first_job:
name: My f
runs-on: u
steps:

1. f£ VS Code ", midhiETAM main, ESEGLMEMPE + Create new branch-,
BN new-workflow TENHDZHIBR, AEi% [Enter] (WA 2.10):

e I,‘ Branchrtanto chetkid J 0 = [0 08
t_' %a MyFirstW | create new branch... D 13 e
.github > wa + Create new branch from...
#A & —
i_o »° Checkout detached...
nam %9 main 95245626
on:
¥ new-workflow 9524552¢
& originflinting-in-prs Remote branch at fBbdae0f
PROBLEMS  QUTPUT DEBUG CONSOLE  TERMINAL  «++ Bzsh +~ M @ - ~ X
# & ~/source/ActionsCookBook - EEEEEEEEEEEEEEEEEEEE 11:22:39 © N
>
$oh
W
¥ [Pman'lo ®@omo wo Ln§ Col4 Spaces:2 UTF-8 LF GitHub Actions Workflow & 0

B 2.10 — f£ VS Code HIlE—/NHis%

#, AT T a2

$ git switch -c new-workflow

2. /£ VS Code 1% 5% Bl a% 1 11 b B & — 07 19 T AF i S0 4R 2 I bR

id.github/workflow CfF3K, ARG New file---(Frdi(ff )

DevelopInBranch.yml fEAXf44, REsdiE%E (WE 2.11):

Bbr, HiA



@ EXPLORER

~ OPEN EDITORS

"

/L) X %% MyFirstWorkflow.yml .github... M
v ACTIONSCOOKBOOK B o 8

% 6 v .github /workflows New File...

9 % |[DevelopInBranch.ymI ]

N % MyFirstWorkflow.yml M

e v .vscode

__ ® README.md

Lo

K 2.11 — £ VS Code FpIE—AHrf) LAERCIF

WHER, VS Code ZHIMKMIXRE—DNTAERXH, GEEA pull_request #l

workflow_dispatch filtZ2si) TR, &k e —t L Efmibalizfla, misn
2.1 Fim:

IHH 2.1 - PRI LIER

# workflow to show how to develop workflows in branches

name: Develop in a branch

on: [pull_request, workflow_dispatch]
jobs:

jobl:
runs-on: ubuntu-latest
steps:
- run: |
echo "Workflow triggered in branch '${{ github.ref }}'."
Echo "Workflow triggered by event '${{ github.event_name }}'."
Echo "Workflow triggered by actor '${{ github.actor}}''."

B (CEAFER), MIARRZER, JERER (WE 2.12):



1| SOURCECONTROL = v B U -

P L ]

g-& v Changes | SOURCECONTROL = O 1)

2% DevelopInBranchyml ... 19 'j -g Ir'
mmmmmmmm

Added a workflow file in a local ‘

& branch|
v Staged Changes 1

[ % DevelopinBranch.yml .githubjwor... A
: v Changes 0

2.12 — {E VS Code H&zH Ll

o] DUE R e 217 :

$ git add .

$ git commit -m "Added a workflow file in local branch"

. 1£ VS Code #, mJPU@Efid; Publish Branch(%kfisr3) BEEHEXER, #HGS
17, PIBUXAE:

$ git push -u origin new-workflow

- FETR, BATRH SR HIGER, BOAMEM T pull_request filtkds, XK A
s T LR, fENEERPEEEFEFFFHZ Pull requests(HiHiFER), Git kailz|
C&HEE ¥ — 0, HERAAOIRMPUERIGER (Tb5 & hilER, WK 2.13):

= O wulfland / ActionsCookBook Q + + || 11 9. a

<> Code () Issues 11 Pullrequests () Actions [ Projects [0J wiki ) Security

# new-workflow had recent pushes 11 minutes ago Compare & pull request
Filters v | Q is:pris:open © Labels 9 P Milestones 0 New pull request

i) 0Open + 2Closed

B 2.13 — PSP FIREE R

HBREBIMRE (IRZAARINNTEARER ) RERd Create pull request(filEhi
HUmoR ) (WE 2.14):



Open a pull request

Create a new pull request by comparing changes across two branches. If you need to, you can also
comparisons here.

Tl base: main v (' compare: new-workflow ¥+ Able to merge. These branches can be aut
'3 [ Added a workflow file in a local branch ]
Write Preview HB JT =2 <& =ZiZ2=2@ 02 «

Leave a comment

Attach files by dragging & dropping, selecting or pasting them [ M4}

B 2.14 — Q&AL EE R
WAl DIEH GitHub CLI AIathiHsR:

$ gh pr create —-fill

GitHub CLI

fEAYH, ¥ RKEMH GitHub CLI (https://cli.github.com/), HIGH TG
F&, aPUER 2 aEEAE (Homebrew, WinGet, RPM %) FKHL, HXEZL
2B, 520 https://github.com/cli/cli#installation, Z¥E)5, THEAEH
gh auth login HATHMIIE (I§ZM https://cli.github.com/manual/gh_aut
h_login),

- FUHRIIPIEGER, E2AsT T LAEREONGE (WK 2.15):

° All checks have passed Hide all checks

1 successful check

v Develop in a branch / job1 (pull_request) Successful in 1s Details

° This branch has no conflicts with the base branch
Merging can be performed automatically.

Merge pull request -

You can also open this in GitHub Desktop or view command line instructions.

B 2.15 — BT pull_request filikds, TAEREBBTT

RIEVTCATE  Actions(#fE) EW-RPES TIER, HARTFNIBT LIER. BIER
workflow_dispatch filik#y, RAZMEHRNTERS main &35, B17 LIERRE
AT, Z2)G, WIRETEsr X LF3mslT,

Aid, A[DAfE VS Code Hiaf7 TfEiifE. 17 GitHub Actions ¥/, HfEHAG LA
IR EbRRHT Workflows ( TAEME) % . BAERIXAESIHH TAER, I B AT AR A ik
i Fahfk (WE 2.16):


https://cli.github.com/
https://github.com/cli/cli#installation
https://cli.github.com/manual/gh_auth_login
https://cli.github.com/manual/gh_auth_login

v WORKFLOWS O

v Develop in a branch I {%J
> ‘ #2 Trigger workflow
> @ 1

> My First Workflow

Kl 2.16 — 1 VS Code WhFahiafs LIFH

2.3.3 How it works:---

S R BN R L AN, A —LERRE, EUSEORE, FEBAIRAY > SCPOT R LAER, FFEERIBE
BORRUMEE, XM TR A,

2.3.4 There’ s more:-:

NPk, BAEE RSN MUSRE TR, fESEAEHRIATE TR
MR, W, DS,

2.4. BRETIENR

FEIXARBI, BAIRFEIN— MR AR, FRE TR, HFERAEDERPE R,

2.4.1 Getting ready
SR RIBOE RIS L TR, SR EEIFE,

2.4.2 How to do it---

1. #AMIHIFEER actionlint, HREMERE devops-actions, ZRIEFRE M TIER
X, FiDARBZAER checkout #ERRHE, TEMEMLRIREERMLATHA

- uses: actions/checkout@v4.1.0

- uses: devops-actions/actionlint@v0.1.2

2. HTFRINAEZEEERRGE R P AREIR, BHA TS ANPEGERIR, 55 R
B TR, BAE, BN —1 permissions :

jobs:
jobl:
runs-on: ubuntu-latest

permissions:



contents: read

pull-requests: write

3. KdERs] new-workflow 7 SOFHERZNARE, IXREMEAE, TAHRSNIZAENS TCH
DRHESE K

4. N7 IARMREDRE, TR —EERENRMY, MREsTHEFPERR P EmEA, 6l
an: HIBUERATARE, Bk Al RERIEE AN IE AIASK A X — i AER— DR,
MNTRTEAN G SRR R, XSGR, [RIEH echo HuthHiHuE RbrE :

- run: echo "${{ github.event.pull_request.title }}"

A —AMREN "Hiv;1s $GITHUB_WORKSPACE;echo "-" MPHiBUEHREHITUAFHZ:

$ echo "Hi";1ls $GITHUB_WORKSPACE;echo "-"

JlIAR1s $ GITHUB_WORKSPACEAGFTETCEHSAMITE I FEAT, i8] DARRENH A 75 PR IENE A #
TEENLIZE b, FRIPA AT

steps:
- run: echo "PR title is '${{ github.event.pull_request.title
.

5. ¥ESHERE] new-workflow 7 X HFHEERNE, IXIR, TAERBENIZSIM, PiEER
MR ES TR —NMER, WE 2.17 For:

° All checks have failed Hide all checks

1 failing check

X (@) Develop in a branch / job1 (pull_request) Failing after 6s Details

This branch has no conflicts with the base branch
Merging can be performed automatically.

Merge pull request -

You can also open this in GitHub Desktop or view command line instructions.

B 2.17 — GERITAEFRAPAERERIAA S, ARk E n] RE = SEHI R R IK

6. TEPIRIAERY, $Hi2] Files changes(XfFHEX), HEE, Ak A#RMECEEFMIAT
S EARIBOERET VTR, TR EEANAATEASGE (WE 2.18):



Added a workflow file in a local branch #3 = et ©cowe -
wulfland wants to merge 3 commits into main from new-workflow (§J

Q) Conversation 0 -0 Commits 3 [l Checks 1 Files changed 1 +19 -0 EEEEE
Changes from all commits v File filter + Conversations  Jump to v :

@ 0/ 1files viewed Review changes ~
~ 19 mmmmm .github/workflows/DevelopInBranch.yml [CJ <0 ] Viewed QA -

@a -8,8 +1,19 @@

1 + # workflow to show how to develop workflows in branches
2  + name: Develop in a branch

g +

4 + on: [pull_request, workflow_dispatch]

5 +

6 + jobs:

7 + jobl:

8 runs-on: ubuntu-latest

9 4 permissions:

10 + contents: read

11 + pull-requests: write

12 + steps:

13+ = run; echo "PR title is '${{ github.event.pull reguest.title }}'."

@

X Check failure on line 13 in .githubjworkflows/DeveloplnBranch.yml
GitHub Actions / jobl

"github.event.pull_request.title" is potentially untrusted. avoid using it directly in inline sci

2.18 — ARSI IHIBOE R ITRE

2.4.3 How it works---

devops-actions/actionlint (https://github.com/marketplace/actions/rhysd-a
ctionlint) fRfER—NEEEER, HT @rhysd (iX/2 GitHub HF') I actionlint &4y (W
https://github.com/rhysd/actionlint), AJPATEAMIERMLE FiZfT actionlint, HX T{E
MHITREMKA (W https://github.com/rhysd/actionlint/blob/main/docs/checks.md
IRBGERHIR ), HIRMER—AEEERS, SEEDIRBINFTE LIERE Lia1T actionlint,
b, K, R, ZBREMHREPCECSS (W https://github.com/actions/toolkit
/blob/main/docs/problem-matchers.md) SRIE TAEHAE XA EREHIEGE K, MIBPLELER AT BA
A IENRIA B, GRS B R, I ENTERNIEGE R, @ T <
add-matcher fil remove-matcher BIGFMEH, TAERM 2] AE LRGP ERAREP S
M, AT5LEmfEAaTasdlas@E. wel TR LEREHES AR, Riafss B
PReRRE, REMEIRR, S ANREHE.

TAeitEan S H RAERERAR echo mi<:

echo "::workflow-command paraml={datal},param2={data}::{command value}"

AREEM JavaScript, THRAfL (https://github.com/actions/toolkit) f&fft ¥FZHf
3oy, ATDUAREI echo B AbRiERIt. fEfaseifah, TRAH—EEHNEG A LIEREH
ARSI TAER R a2 R,

i) DL BE i DU AR a2 -

echo "::add-matcher::$GITHUB_ACTION_PATH/actionlint-matcher. json"



https://github.com/marketplace/actions/rhysd-actionlint
https://github.com/marketplace/actions/rhysd-actionlint
https://github.com/rhysd/actionlint
https://github.com/rhysd/actionlint/blob/main/docs/checks.md
https://github.com/actions/toolkit/blob/main/docs/problem-matchers.md
https://github.com/actions/toolkit/blob/main/docs/problem-matchers.md
https://github.com/actions/toolkit

A2 RS RSB 1R, WIRAER remove-matcher FHEAFTE & REEHIDTAL :

echo "::remove-matcher owner= actionlint::"

MY ViR R, TAEREH GITHUB_TOKEN, iX/2—/ 1 GitHub HZhBIEMIR SR,
i@}l github EFX (github.token) 3¢ secrets E R (secrets.GITHUB_TOKEN)
Vilal, B TR K AR i A B RS B i, GltHub Action tn] DAV RIZ L, % Sh
AIHFTEVIR GltHub BRURINDN TAEREE T B3, BOAXRRAT AR E N SEks (5 ) BUZR
(i), HR] DATE TAEAE H JAEEALRR,, T CATE TAEIRFE HER Set up job | GITHUB_ TOKEN
Permissions (&M | GITHUB_TOKEN #XfR) T&EE LIERAR, Hidf:, mHEZERZS
2202 NI B TAER TR IR,

Fi G HAMA R K B3 B TE. BUBR AT DU SR BB T AR B B

BATRBINTESN, ST TRV BN RS NBLOE REBRR :

permissions:

contents: read

pull-requests: write

2.4.4 There’s more---

AoRB, FADEF AN pull_request MUZEEITAERE, & LIEREAMRENE
PPBCGERIKGE, 2Am, HEERERE, (RS RES SR TS, 7Pk AAREAE
AR TR S IF, nTPARH T ZfRY" (https://docs.github.com/en/repositories/co
nfiguring-branches-and-merges-in-your-repository/managing-protected-branches/abo
ut-protected-branches) BRAIEMINE (https://docs.github.com/en/repositories/conf
iguring-branches-and-merges-in-your-repository/managing-rulesets/about-rulesets ),
5 codeowners (https://docs.github.com/en/repositories/managing-your-repository

s-settings-and-features/customizing-your-repository/about-code-owners) §§é§ﬁﬁﬁﬁ,

n] DR A A AR AR, JF R EAERNSRAN NN TR &R, ARESIFM 503,

2.5. KEEBEAB®E

RTIASERMF, PISEVLECAPraEf eI, el DOsE 68 T e &R A& 5 stk s
TS ANHERSE, ERXARBI, BT LR — 25, FN AR R TR

2.5.1 Getting ready

PRI E— AR BIrb hi B R, HFEM VS Code HVMMHAbEEK, #EXK B3
% AR


https://docs.github.com/en/repositories/configuring-branches-and-merges-in-your-repository/managing-protected-branches/about-protected-branches
https://docs.github.com/en/repositories/configuring-branches-and-merges-in-your-repository/managing-protected-branches/about-protected-branches
https://docs.github.com/en/repositories/configuring-branches-and-merges-in-your-repository/managing-protected-branches/about-protected-branches
https://docs.github.com/en/repositories/configuring-branches-and-merges-in-your-repository/managing-rulesets/about-rulesets
https://docs.github.com/en/repositories/configuring-branches-and-merges-in-your-repository/managing-rulesets/about-rulesets
https://docs.github.com/en/repositories/managing-your-repositorys-settings-and-features/customizing-your-repository/about-code-owners
https://docs.github.com/en/repositories/managing-your-repositorys-settings-and-features/customizing-your-repository/about-code-owners

2.5.2 How to do it--

1. 7¢ VS Code I new-workflow 5 X AT
J¥.github/workflows/DevelopInBranch.yml, F 1A H#1E 2 i EEBRMEAT
(AVTE

- run: |
echo "::debug::This is a debug message."
echo "::notice::This is a notice message."
echo "::warning::This is a warning message."
echo "::error::This is an error message."

IXR 2R AR RS A AR H S AR
2. PRBSGHHEREK, XK B bk —AFE TARRIBTT,
3. DV LAEf A SR, EMIZEEREAE 2.19:

Run echo "::debug::This is a debug message."

YRun echo "::debug::This is a debug message."
echo "::debug::This is a debug message."
echo "::notice::This is a notice message."

echo "::warning::This is a warning message."

echo "::error::This is an error message."
shell: /usr/bin/bash -e {0}

Notice: This is a notice message.

Warning: This is a warning message.

Error: This is an error message.

B 2.19 — FHES ALERHE

R, WIATHER AT, AE TIERHE, FEERAEE rERMNNHE, BRRAR
MR ERER (SR IZEEREGE 2.20):

Annotations
3errors, 1 warning, and 1 notice

© job1: github/workflows/DevelopinBranch.ymi#L13
“github.event.pull_request.title" is potentially untrusted. avoid using it directly in inline scripts. instead, p..
Show more

© job1
Process completed with exit code 1.

© job1

This is an error message.

@ job1

This is a notice message.

A job1
This is a warning message.

B 2.20 — fHERR TOEREERE

4. FNYBEINERBELSWER, v CAER BRI B EEINaT TR, € TIEREED, &
idi Re-run jobs | Re-run all jobs(HEHiaiTfEl | HFrsTAAMEI), W
Enable debug logging(/GHAIKXHE), AJEridi Re-run jobs(EHZfTENL) (40
& 2.21 FiR)



O Re-run jobs ~

Re-run failed jobs

Re- run all IObS

Artifact:

Re-run all jobs
A new attempt of this workflow will be started, including all the jobs:
© jobl
Enable debug logging Cancel
\ f— /d
2.21 - AKX SERG EE(]4

5. BXRE LERERE, BFEHMIHEE (W 2.22 For)

v @ Run echo ":debug::This is a debug message."

This is a notice message.

18 Warning: This is a warning message.
Error: This is an error message
#[debug] Finish

K 2.22 — BEAERKHER TR S

6. {HRZ, HEHER, notice, warning Ml error RHREHAHE, A0 PUEHEARIER
X, ARSI IS TAER

- run: |
echo "::notice
— file=.github/workflows/DevelopInBranch.yml,line=19,col=11,endColumn=51::There is a
<> debug message that is not always visible!"
echo "::warning file=.github/workflows/DevelopInBranch.yml,line=19,endline=21::A lot of
— messages"
echo "::error title=Script

< Injection,file=.github/workflows/DevelopInBranch.yml,line=13,c0l=37,endColumn=68: :Pot
— injection"

entialscript

IXRAESR 19 17— notice MR, % 19 2| 21 f7@M—1NES, JHES 13
1719 37 2 68 FIAM—HEER. WRATSMGHERE, IHJHEX LA

7. AR E N, FIFRIEUER, FI1E Files changed (XfFHwk) kW RrhAF TR
(WE 2.23):



Added a workfiow file in a local branch #3

11 Open Changes from all commits =  File filter =  Conversations = 0 /1 files viewed Review changes =

Jumptow 63~
v 28 wemmm .github/workflows/DevelopInBranch.yml (GJ 8 0 Viewed (1 -
[t
X Check failure on line 13 in .githubjworkflows/DevelopinBranch.ymi 7
GitHub Actions / job

Script Injection

Potential script injection

14 4+ - run: |

15 + echo "Workflow triggered in branch '${{ github.ref }}'."

16 + echo "Workflow triggered by event '${{ github.event_name }}'."

17 + echo "Workflow triggered by actor '${{ github.actor }}''."

18 + - run: |

19 + echo "::debug::This is a debug message."
- B
(@ check notice on line 19 in githubjworkflows/DevelopinBranch.yml v

GitHub Actions / job1

There is a debug message that is not always visible!

20 + echo "::notice::This is a notice message."
21+ echo "::warning::This is a warning message."
&\ check warning on fine 2 githubjworkflows/DevelopinBranch.yml =

GitHub Actions / job1

A lot of messages

22 4 echo “::error::This is an error message."

2.23 — PIHUERES I TAERTTER

2.5.3 How it works:---

SULACEH TR SR, ] DA E SR DIEE, Fram e HEh, XEHRReE—4
TERE, TR AT DUREHH B 5 R R SR RIGRER, mIzest, 8 Bl n] DA XA AL B

::notice file={name},line={line},endLine={ell},title={title}::{message}
::warning
file={name},line={line},endLine={el},title={title}: : {messagel}

::error file={namel},line={line},endLine={ell},title={title}::{message}

SER:

o BRAL (Title): THENHEE RS

o XM (File): SIRHIRSLEEN X4
« %l (Col): B/5Fgms, M 1 JFih

o 55331 (EndColumn): &Edidlgms

« 17 (Line): XHHMTE, M 1 A
o 4947 (EndLine): &HfTE

ME—AREERSFRI A SRR, T RS2 UEZH B NS

2.6. BHAERKIES

ZHTHRBIR, AT S 7R B SRR E S T R E S s G 1L 55, tnl DAfEE
ol Je R eI H A8



2.6.1 How to do it--

BATT AR EAR I — /N4 ACTIONS_STEP_DEBUG WA, FHIGHEHEEEN true K
false REHSEHRIKHE, X&m TERHEHEMAES EAfEL, DARAERRER, Jf
HIiXEENF R WA 1R SR R,

AfDAER ML, GitHub CLI 3( VS Code KCEIZZTHE, ZEHMILEHDT R, HEI
Settings | Secrets and variables | Actions(i%® | MR | #F) HiER
Variables(Z& ) #%EUiF (/settings/variables/actions), #ii New repository
variable(#EL &) (XK HEEMEF /settings/variables/actions/new), HiA
ACTIONS_STEP_DEBUG fER##%, true {EN{E, AfEHdi Add variable(#HMER),

LM CLI ¥E, JARPITI a2

$ gh variable set ACTIONS_STEP_DEBUG --body true

WRMELE VS Code WiHEIZZHE, HWIIH Actions $R, SHiF]l Variables
| Repository Variables(Z® | FEZR), ¥l + TS (WE 2.24), WA
ACTIONS_STEP_DEBUG, #AJ5t% [Enter]; #iA true, RJ5HX{% [Enter], f£ VS Code
Hh ol B I I B e R R

v SETTINGS O
QC' > B Environments
v & Secrets

> Repository Secrets

v abc Variables

‘ v Repository Variables + |
ACTIONS_STEP_DEBUG tr.. /@@T
WHO_TO_GREET World s

Kl 2.24 — 1 VS Code WML EN true

BT LA, AN .

2.6.2 There’ s more:---

WATBAK 2 ACTIONS_RUNNER_DEBUG REN true SREGHIZITHMIMIMHGE, B178%
PR H AR RS TR H SRR, aT DN TR H S 8%, AR T @
B2 T AR HEER SR, nTPAZFhttps://docs.github. com/en/actions/monitoring-

andtroubleshooting-workflows/enabling-debug-logging,


https://docs.github.com/en/actions/monitoring-andtroubleshooting-workflows/enabling-debug-logging
https://docs.github.com/en/actions/monitoring-andtroubleshooting-workflows/enabling-debug-logging

2.7. AHBATTAEN

BRI TAERIFTENRSS 3 LisfTal g — M RIBRIERE, Rl TE 240 TR/, X R
B, S an R act (https://github.com/nektos/act) FEARMIEIT TAEHIFE,

2.7.1 Getting ready

Act T Docker XKiaf7 LfEiifs, EWIfR Docker B4 RUFMTEAHIAEHIBIT,

A DA A RN R BRI act (https://github.com/nektos/act#installationthro
ugh-package-managers ), HRFFEFEGIMEINERR, IR TR/,

BHRIZTT act I, ERZRMEHFIEFE—DHERIMER Docker Hif%g, IS ELRTF
2 /.actrco ATRMBHAIBEIERE, A/hEiR (node:16-buster-slim) H3kf NodelS
MAXFEZ, KEGIANEE 18 6B, B TIMAMHEEZ HA B, A KEGESIKSR
AR, N T IBIT SR LR, Al DOEEDSE DB (WK 2.25):

ene act x®1

LY = ~/source/ActionsCookBook 8 P new-workfLow JSEEESERcPR-UNON |
)} ac

WARN 4 You are using Apple M-series chip and you have not specified cont
ainer architecture, you might encounter issues while running act. If so,
try running it with '--container-architecture linux/amd64'. »

7 Please choose the default image you want to use with act:

- Large size image: +20GB Docker image, includes almost all tools used
on GitHub Actions (IMPORTANT: currently only ubuntu-18.04 platform is ava
ilable)

— Medium size image: ~500MB, includes only necessary tools to bootstrap

actions and aims to be compatible with all actions

-~ Micro size image: <208MB, contains only NodelS required to bootstrap
actions, doesn't work with all actions
Default image and other options can be changed manually in ~/.actrc (plea
se refer to https://github.com/nektos/act#configuration for additional in
formation about file structure) [Use arrows to move, type to filtes
r more helpl

Large
> Medium

Micro

B 2.25 — HXiafT act WiEEEARHB

2.7.2 How to do it--

FELRIEPT DT R PORF, BRI LIRS, act MR LA M A AR IT TAEAR
B, JFHEIAN push, HITFHRTLAERAA pull_request filikas, ATRARAUEE, I -1
I, act FAIHE A BAMR A SR RN, PUTRL <

$ act pull_request -1

R TAEmARA L, BT “BHUS1T” 2, AIBMER -n 3D

$ act pull_request -n

2dry run: SRREREPPUTERMENEHRE R, EIBHIRRRRGORR I, R EE,


https://github.com/nektos/act
https://github.com/nektos/act#installationthrough-package-managers
https://github.com/nektos/act#installationthrough-package-managers

FOARIIT TR, TERRDER, BERFSPRIEMT LR, WHaTArme:

$ act pull_request

TAERGPATIFER B D IR R, FISRAERS#5 LY pull request W—FE, ZERMIZ
RTFE 2.26:

ene mike@Vulcan:~source/ActionsCookiook x3:1

nlint@v@.1.2/actionlint-matcher.json
Parsed JSON result successfully
Actionlint found errors
Runnmg the docker conta:.ner dlrectly to show the errors
wis/DevelopInBranch. :13:37: "github.event.pull_request.title" is p_
otent:l.a'l.'l.y untrusted avoid using it dJ.rect'I.y in inline scripts. instead, pass it thr
ough an environment variable. see https://docs.github.com/en/actions/security-guides/
security-hardening-for-github-actions for more details [expression]
|
13 | - run: echo "PR title is '${{ 91thub event. pull request title }}'.
I T A o
1] X Failure - Mam Dacker run rhysd/actlunllnt
1 @ iset- output resultsfile=actionlint-errors.json
1 ex1tcode FLR failure
1] @ :iset-output:: results-file=actionlint-errors.json
1 X Failure - Main devops-actions/actionlint@ve.1.2
1] ® ::set-output:: resultsfile=actionlint-errors.json
| exitcode '1': failure
/ 1] Run Post devops-actions/actionlint@ve.1.2
"-\r-_'l'-"w '_-I @ docker cp src=/Users/mike/.cache/act/devops-actions—
actmnlmt@v@ 1.2/ dst= /var,"run/act,’actlons,v’devnps actions-actionlint@ve.1l.2/
1 branch/jobl] @ Success — Post devops-actions/actionlint@ve.1.2
D in a branch/jobl] #& Job failed
Errur ob Jobl falled
LW = ~/source/ActionsCookBook _ ® P new—workflow SRS
3 act pull_request —-container-architecture 'Lmux,"amdﬁdl

B 2.26 — TAERKA S RS EAH IR AEE SRR IB

TN NER B BAEIAFIRSS 38 2 i, RERSTEAMISIT LA AR AR, 2R, MR8 TTIE
i, SiRATREAZ 100% AI%ERY, JERTRERZEMEAIEE 20 GB YK Docker #Hif%,

/ic
el
/¢
/jo
jc
\I
'\I
jc

h/
t
h/
1 branch/
hy
t
t

8SIE1 13:36:37 0 )

2.7.3 How it works---

act f#ifl docker ZEHIEAMIZIT TIER, M.github/workflows/ HX GitHub
Actions, JEHfIE R EIZfTINRIESR, B Docker API SRHiERERANEE TAER S e T
WEGHE, AR E R R E I TIRR. MifE THUTERE, "I Docker API
KNG EEBTE TR RIS G NAR, MR EN X RGHELER NS GitHub 2
BERIFHPLAC,

SRR TAERRREEM GITHUB_TOKEN, JRAMRBAHRHBE— DAV (PAT); act
B ES GitHub JA(E:

$ act -s GITHUB_TOKEN=[insert personal access token]

A[PA#EH GitHub CLI ) gh auth token HZEPKELMIM CLI &84 act:

$ act -s GITHUB_TOKEN="$(gh auth token)"

2.7.4 There’ s more:-:

act HIMELETERIN GltHub FEEIBITRINERIERER, N 7S RIFRIAITPERE, Aa]
REQLEIXEIBTT 8 LT TR, W T 90% A LARRMRGIXIERHM, KINHIEE NodelS



HIBfTETOR B CRIA s, JUHREAE run DRI EE AR a7 TR, X2 WE,
act M EE XBHERIEN TAERMLSITRREF, w DUBIXFE ML SMBC E € X Docker i
%, WidERS GitHub FEEIB TN T H:

jobs:
container-test-job:
runs-on: ubuntu-latest

container:

image: custom-image:latest

IXPE, AHBPATRIIRSS 8 ERIPITIAR ERR—FE), X R — N ARERE, GERBKIIR
P, af DAEIXH TR E 2 X TER ST IB TSR https://docs. github. com/en

/actions/using-jobs/running-jobs-in-a-container,


https://docs.github.com/en/actions/using-jobs/running-jobs-in-a-container
https://docs.github.com/en/actions/using-jobs/running-jobs-in-a-container

¥ 3 = W GitHub Actions

B4 Vs TR, JFHELMMH i LR —23%E, RiRse e g2 i
2, DRENGRUMT TR 1o AT, BB FREIRIRERE, DUE 1Rl 8179 % 1 :
FENEA:

o il Docker ZaHRME

TN S ORI PV LA 2

filid#—4 TypeScript #fE

A — NG ERE

e 28 b

FEk B E SRR SR 2

BT TR S BULIBSRE, RS TAERED B M S 8 R raaiT s A
TARRBEHE, MRENFTER SR E R, DA G5 EE VR LA 2

3.1. FPEER

ORI, BREH VS Code, /E VS Code FIAML git FF ki T#R(E,

WMRARFEAR MBI TR WE N IRERR ALY Docker Bil%, ETEALEZRY Docker, M, thn]
PR GitHub Codespaces,

MF TypeScript #fE, TELE—MHNEHN Node. js A, GRMEHRAE LS,
4 nodenv B¢ nvm, AJPAfEERRHZEE1T nodenv install k4% package.json Hifg
SERRA, SN, 20.x BEERANIZA] PLTAE, &R https://github. com/actions/types
cript-action FJ README.md XfF, DAREXEEBHIZER, WERAMELEE Node.js, HEZEAE
GitHub Codespaces RN RBEIFERIERI AT,

3.2. 8 Docker ZESRfE

AoRfilrh, RKfEH Dockerfile I Docker ##, IHTERZMEMR (CI) TAFmMAHME
M, BRERNER, TIERERZIBITI%ERE,

3.2.1 Getting ready

flldt— 447 DockerActionRecipe WIHIE. FHBENAH, IHH README XfF#IdGH{L
(WE 3.1):


https://github.com/actions/typescript-action
https://github.com/actions/typescript-action

Owner * Repository name *

2 wulfland ~ / DockerActionRecipe

@ DockerActionRecipe is available.
Great repository names are short and memorable. Need inspiration? How about vigilant-spoon ?

Description (optional)

A Docker container actions that handles input and output writes a job summary.

fo) g Public

"< Anyone on the internet can see this repository. You choose who can commit.
O a Private
You choose who can see and commit to this repository.
Initialize this repository with:

Add a README file

This is where you can write a long description for your project. Learn more about READMEs.

Bl 3.1 — & Docker Z&#RIECIE—IHE
TEARM 1%, HPE VS Code 8 GitHub Codespaces H¥IHE,

3.2.2 How to do it--
1. EFERE R FAIE 44N Dockerfile MIBTCH:, FEFISCHHTRML RH%:

# Container image that runs your code
FROM alpine:latest
CMD echo "Hello World"

R T B Alpine BRGNS, FHHRM— N “Hello World” Hith &4
BHE,
2. HHLF@SEAHIZTT Docker &8%:

$ docker run $(docker build -q .)

eRoE B4 (docker build) FHidf7E (docker run), MiZGEWERRIE LB
# Hello World,
3. NTHRE, -4 N entrypoint.sh BUHiZH:, FHEMELRHNE:

#!/bin/sh -1
echo "Hello World"

4. P{E, W% Dockerfile, fEHMITHIAT AR ERS ALHIG, KA SIS HIZIASH
A, RERHEEMALN:

FROM alpine:3.10

COPY entrypoint.sh /entrypoint.sh
RUN chmod +x entrypoint.sh
ENTRYPOINT ["/entrypoint.sh"]

5. WEERE, XHEBMT chmod +x entrypoint.sh A RMMARI AT, BN, AHLSITA S
N2, FFE/R—2&{HE exec: /entrypoint.sh": permission denied(XPR#EEHA),



AR Unix MRGH, nIPATEAMIZIT chmod +x entrypoint.sh, FF{EHEZE| git
IR IZEM:. £ Windows b, BIBAR git SRIEE SCHAUR:

$ git add entrypoint.sh

$ git update-index --chmod=+x entrypoint.sh

HIRiZ1T Docker &8, NMiZ=HXES] Hello World—iXiJd WA Sz 4t -

$ docker run $(docker build -q .)

- AR RED, BATREER - MAS, X2 2 A SRR, #HiE World
BHONEES Docker HIZEL ($@ REFTAESE):

#!/bin/sh -1
echo "Hello $@"

ZIAHREAMBIT AR, TN, FaRfHE L, WTroR:

$ docker run $(docker build -q .) foo bar
> Hello foo bar

AR OK, MEREI—1400 action.yml BUHCHE, FESIMEATHIA -

name: 'Docker Action Recipe'
description: 'Greet someone'
inputs:
who-to-greet:
description: 'Who to greet'
required: true
default: 'World'
runs:
using: 'docker'
image: 'Dockerfile’
args:

- ${{ inputs.who-to-greet 1}}

. LR, BEESERT T, N TIK, FRERM—D400 . github/workflows/ci.yml 1
AR TAER A, SAERRHEENIS T, B2 NEE, FHEH B SUmAS I TH
1E:

name: Action CI

on: [push]

jobs:

ci:




runs-on: ubuntu-latest
steps:
- uses: actions/checkout@v4.1.1
- name: Run my own container action
uses: ./

with:

who-to-greet: '@wulfland'

S A S hRA

WEE, RMZ2EEARMEER./  SIHBEN —XEE N 2055 L8
R R e, TERMBESERS TIERMEIZITNHEBRRA, tHa]AdE 5
<owner>/DockerActionRecipe@main FRiEH 5| HEE—IREN S — 1 ESIH
B,

9. REIFHERTAEL, HEAME S Aahiaft TR, nTRRERENREL. EMIZEIERER
B 3.2 fioR:

3.2 — LAERBRERI

i Docker SFHREFAMEIELIRIENISEL, RIEERIENHH,

3.2.3 How it works:---

A =R R 2R R

» Docker ZaSHRlE

« JavaScript #fk

o HORME

Docker ZESHEEIUGETTAE Linux |k, Wi JavaScript #/EME SRIEVUERE G
W, FiERIEERH—A% N action.yml(BR action.yaml) BUXMFEEN, ZXHEEENX
PRAEMTCEdE, XN R AGER, FtA— N REBH T B AR JeH, action.yml X
i runs $B0E T RERIRAL,



Docker A&HRERESENFARMKBIERSY, Fb—2 v HME SR ERE
—ME—RIRRHIRBHHETTE Linux k. HITRRBEETUG G EHRAFRIIN R, Docker
st ELL JavaScript ##1EIE,

Docker Z#RVER] DAGIHASHEMRPIEEG, 54 : Docker Hub 8% GitHub Packages,
B A DIEIBTTIN A EEH N Y Docker file, iXI, #4%5fE action.yml XffFH & Dockerfile
FEE NG AATE,

3.2.4 There’ s more:-:

AR EAER A, PTPAEAMEMIESHATME . ] DI AR M tH SR, A AR H A
HANHR, ERBUERP IR, FHwmE IR, £ M AERREITR, B E M2
BOFE AMEALFEE,

3.3. HmEtH2EOFERMELRE

FEIXARBI, BATR RN — M ath SR, RSB TUERSZPBRP R, JFHR T
PRI ZE S AR A

3.3.1 Getting ready

RO SE IR Z B RBIA RELRSIX A Bl

3.3.2 How to do it--
1. §IJF action.yml 2fF, FH4E inputs #HITRIT (runs #Rr2ui0) ML FAY:

outputs:
answer:

description: 'The answer to everything (always 42)'

XEXT—A ID N answer i,
2. #5F3¥K, T entrypoint.sh, HESXHRERMEL FNE:

echo "answer=42" >> $GITHUB_OUTPUT

XK answer WHHEREDN 42,
3. BifE, £ entrypoint.sh KREFMPATIAZ, PARPPEHZES A—L Markdown i
HTML %

echo "### Hello $@! :rocket:" >> $GITHUB_STEP_SUMMARY
echo "<h3> The answer from Deep Thought is 42 :robot:</h3>" >>
$GITHUB_STEP_SUMMARY




4. EfRASHEBCZ AN, BAIHARE LA . github/workflows/ci.yml, DAEERENS(E
M. MPITBRIHRERPBRE I —4 ID, w48 my-action, 4 FR:

- name: Run my own container action
id: my-action
uses: ./

with:

who-to-greet: '@wulfland'

WM — DL R, RaER 2 TR H S

- name: Output the answer

run: echo "The answer is ${{ steps.my-action.outputs.answer }}"

5. 2 Docker AaMHRIEIRMIZIMEERE, N7 E CT MWEKRK, DHEM—THIPE 2
AYEERARTINAPIT, BEHERE (B, exit 1) KrLiERgERIZSERER
W, PIRAEH SRR R IRIVALE (UGIRATIES 2 PR iiReE ) :

- name: Test the container
if: ${{ steps.my-action.outputs.answer != 42 }}
run: |
echo "::error file=entrypoint.sh,line=4,title=Error in container::The answer was not
— expected"

exit 1

6. TREIFHHERATEES, WER HENaTHFNZRY, KRETAERHE, Mt S8ELE
Wf&iEs F— (WE 3.3):

v @ Output the answer

» Run echo "The answer is 42"
The answer is 42

B 3.3 — Docker ZESHRIEMHIH
RN, fET/EmMEEnm EEEMELEE, CegiES T Markdown/HTML( WE 3.4):

ci summary

Hello @wulfland! %

The answer from Deep Thought is 42

Job summary generated at run-time

B 3.4 — TR LR fel i



7. WA, AR LIREFIMAR, T CI WERXIKW, 19T entrypoint.sh Jf
K 42 BEOMHAME (B, 7).
DB — A, PERIHERR, SRR I8 — i EE K -

$ git switch -c fail-ci-build

$ git commit -m "Fail CI build"

$ git push -u origin fail-ci-build
$ gh pr create --fill

IR SRR R, I HER RN (WE 3.5):

v 2 Em entrypoint.sh ﬂ;

@@ -1,7 +1,7 @@
1 #!/bin/sh -1

3 echo "Hello $@"
— echo "answer=42" >> $GITHUB_OUTPUT
4 4+ echo "answer=7" >> $GITHUB_QUTPUT

W N R e

X Check failure on line 4 in entrypoint.sh
GitHub Actions / ci
Error in container

The answer was not expected

K 3.5 — iAUmHHES, CI At s R RN

THER GUtHub QMflbRic T, TEREMVIRIAT,

3.3.3 How it works:---

LEFRANT 7 AR a0 el TAER,

IR
R E L1820 G o AR MR B “BRR-1E" WETEE BB SR LB — R
$GITHUB_OUTPUT:

echo "{name}={value}" >> "$GITHUB_OUTPUT"

>> BERPEAPR- B INBI S AERIR R, SUHEBR IR A FR7E7E $GITHUB_OUTPUT 34
B R, nfPUEE ST R (steps context) HB3RHY outputs JEMHKiIZHiH

"${{ steps.<step-id>.outputs.<name> }}"

fithi2 Unicode F4FH, K/AREEE 1 MB, —IRLAERIBITHAARIMENEKRD, +
AEEE 50 MB,



ISR 55— A BRS80S BRI BN  R . AN R SR EAR A I 1
$GITHUB_ENV 1, Rk —4> “BR-EH" XBMEERE, WHFR:

echo "{environment_variable_name}={value}" >> "$GITHUB_ENV"

BER, BXS KNG U2 — 5B R, R TaE— i EINNE S R, HE
e B env B RSGEFTIN

steps:
- name: Set the value
id: step_one
run: |

echo "action_state=yellow" >> "$GITHUB_ENV"

- run: |

echo "${{ env.action_state }}" # This will output 'yellow'

FeNLHEE

A PO TAER P AR E HE X Markdown, TSR Markdown I$7E TIERifRIZ
IR T LSRR, AR Al BonE (Bl SRR S S REER ), DMEAS TIE
NRIBTTEERN, RN HESINBRSE, FAAMESH GitHub MUSH Markdown, {HET
Markdown J2 HTML, RRIHEtBRIBARE HTML b BI0ELRZ S rirb, X ARpld, A9 GitHub
M4 @wulfland 22— PMEERBIRAN ABRDRFABENEEE, JFHAE GltHub RIEMS
IS TE N

R Markdown JEHNZICARSCAFE, FIRARED BREESRAM AL i 2 -

echo "{markdown contentl}" >> $GITHUB_STEP_SUMMARY

AL BRI, JFHRGY 1 MiB(1.04858 MB), DAMEMAASEMIEGE Markdown
ARG EP TR Markdown {83, HA 20 MMPEATLAE ARE, ZERPERGE AT
A,

1 =B, BATIRHE A TR RS N EE RN,

A RINFESAEREN TR E 525 % ) 1E2 0] https://docs.github.com/en/actions/usi

ng-workflows/workflow-commands-for-githubactions?tool=bash#environment-files,
RIBANGFAIIT

e 1 =M 2 =rh, R rRIE (${{ ... D) METSCIgdiiE, ARpl
t, TAER T AP ERN U BIERRIEAORA SR AT

- name: Test the container

if: ${{ steps.my-action.outputs.answer != 42 }}

WS BAEL B L Reh, FEA ID 9 my-action SMEREIHERAET 42 AR
T,


 https://docs.github.com/en/actions/using-workflows/workflow-commands-for-githubactions?tool=bash#environment-files
 https://docs.github.com/en/actions/using-workflows/workflow-commands-for-githubactions?tool=bash#environment-files

if BRI, DI AP TIX SR,

e UF BPEPRERRIAAN, aTeAAERE ${{ }} FRIAAIEEL, GitHub Actions =H
s it RPN RIEA,

MFHEIIT, FAXBHUEM true B false, WG FRIXAI K L NG HRSEEITH
B, AIDMERR 3.1 PREANIZRTT:

BEA (3%

() Uz |

[ ] 5l

. JE RS

! E[3
<, <= INF, NTFERET
>, >= KT, RTa&ET
== HFT

= RET

&& 5

| £

* 3.1 - FAIsHAT

GitHub #2fft ¥ —dHNERE, TPMEFIRPER], IR TR, U s B
H, HSME 3.2 DERIATHI R ERISIER

51 3%
W search & item, WHRMFE true,

fan -

contains(’Hello world’, ’'llo’) J&H true
contains(github.event. issue.labels.*.name, ’'bug’
MRS HMRBGEAETRE bug, WHE[E true,
startsWith(search,| X4 search PA item JF3ki, iRl true,

contains(search,
item)

iten)
endsWith(search, 4 search DA item £EEN, iR true,
item)

B I,

format(string, vO, | f54n:

vi, ...) format(’'Hello {0} {1} {2}', 'Mona’, ’'the’,
"Octocat’) returns ’'Hello Mona the Octocat’.




join(array, optS) | BAHPHIFEHERFIERR—NFRF R, QR T AR 7 PR R
optS, HASHAZNERIMEZ M, WIRBAREEZRER, WEA
EHIES 5 R,

t0JSON(value) REMERRE ML JSON Foom,

fromJSON(value) 1 value JBEI—A JSON XFRsK ISON EEkA,
hashFiles(path) 9 VEBEE& AR — 2 SR ] M — R IS 7 (B

# 3.2 — GitHub XXM EFEE

3.3.4 There’ s more:-:

A LR BUN TRAE SRR, FEEREIh, &fa—2 A EELRSERT 3R
RIBINA 2HFT—38 B — N EZFE:

steps:
- run: exit 1
- name: The job has failed
if: ${{ failure() }}

ARMTRAEIRSR T HERSIR, H2% 3.3:

51 fiiid
success( ) GNAE Z BT AP SRR R R IE G, WHRME] true,
always() B > B SEAS D BEBGH, WiRE true, FFPRIZS B EIIT,
cancelled() Y TAERBUERRE] true,
failure() MR RT— AP R, WHRE] true,

XL RO I] AT B AP AT R LSS BOFIT (BN TEPERRAE ). B T IRE B R T4 AF
PITHIRIER, S0 https://docs.github.com/en/actions/learn-github-actions/expr
essionsandhttps://ocs.github.com/en/actions/using-jobs/using-conditions-to-contr

oljob-execution,

3.4. fIE TypeScript ¥4k
AR, FENEIHERIEE —ANEATY TypeScript Bk, MEERILA, JHE THER PRI,

3.4.1 Getting ready

PR Z2E T HINBEHThR AR Node. js(https://nodejs.org/en/download), HIZHELA R
PRIRLE:


 https://docs.github.com/en/actions/learn-github-actions/expressions and https:// ocs.github.com/en/actions/using-jobs/using-conditions-to-controljob-execution
 https://docs.github.com/en/actions/learn-github-actions/expressions and https:// ocs.github.com/en/actions/using-jobs/using-conditions-to-controljob-execution
 https://docs.github.com/en/actions/learn-github-actions/expressions and https:// ocs.github.com/en/actions/using-jobs/using-conditions-to-controljob-execution
https://nodejs.org/en/download

1. HifE https://github.com/actions/typescript-action, RJFMdifi LMAM Use this
template | Create a new repository(fEItEBItR | BIEHE) (R 3.6 Fins):

» [+ 0n e 8 P

1.6k - {>» Code ~ Use this template

Create a new repository

Open in a codespace

About

Create a TypeScript Action with tests,
linting, workflow, publishing, and
versioning

Kl 3.6 — il typescript-action FitrflaHE

2. JEFHIER) GltHub WKPYENFREH, K48 TypeScriptActionRecipe, HHRA[I
LR Public()F), Af5Hidi Create repository(fildfE),
3. AHiREIZPE, FHAE VS Code "¥THFZLHY,

3.4.2 How to do it--
1. $TIPERUE HEEBIFENARE . 2RI BB :

$ npm install

BEAE - ERTR, BITeflbaE VIR EIEY:

$ npm test

2. 1 action.yml XXff, HHH name(4FR). description(fifiid) M1 author(fF#&)
PEERE R .

name: 'TypeScript Action Recipe'
description: 'Waites for some milliseconds, writes an awesome job summary to the workflow
— output and returns the current date and time.'

author: 'Michael Kaufmann'

TR ZAMMAER  (branding) - HEEER, ZBREEEEXWWMASE
(milliseconds) FIfFHHZSE (time):


https://github.com/actions/typescript-action

# Define your inputs here.
inputs:
milliseconds:
description: 'Your input description here'
required: true

default: '1000'

# Define your outputs here.
outputs:
time:

description: 'Your output description here'

3. #IHF src/main.ts XHEIFERE] run BEEL:

export async function run(): Promise<void> {

XHMEH T THBE (@actions/core; 22U https://github.com/actions/toolkit) K
BHUmMASEL:

const ms: string = core.getInput('milliseconds')

N T HBRT ARKAEE XRMT ERMNESR 2 ol AR
echo "::debug::{debug message}" LAEMim<:

core.debug("Waiting ${ms} milliseconds ...~)

TR AR SRR, XTS5 A GITHUB_OUTPUT HBEsft:

echo "answer=42" >> $GITHUB_OUTPUT

i TR RSN

core.setOutput('time', new Date().toTimeString())

4, F—HR1E run HEPR core.setOutput RS IEHE, M core.summary JF
G, IR CAER Bah5eRYI6E, R T ATE AT HDIRERNIETE, m—1 <h2> FRdi:

// Write an advanced job summary
core.summary
.addHeading('Advanced Job Summary', 'h2')

core.summary MREARHNED (fluent interface), FArbAn] DLEREG BT L5
FRi—AT7 AR, TR, —iKE R IFRHRNEE T 64x64:


https://github.com/actions/toolkit

.addImage (
'https://octodex.github.com/images/droidtocat.png’,

'Droidtocat’',

{
width: '64',
height: '64'
}

AN — L IR A

.addTable([
[
{ data: ’'File’, header: true },
{ data: ’Result’, header: true }
]’
['foo.js’, '"Pass 9’1,
['bar.js’, 'Fail X'1,
['test.js’, ’Pass ']
1

PR B R BERE «

.addLink('My custom link', 'https://writeabout.net'

TEMEM write HEORSERIHE, DARFRIMXE AAEIIF:

.write()

Al AEAEE B : https://github.com/wulfland/TypeScriptActionRecipe,
. 1fL TypeScript BPAM#ESA, iXR— N EEDE, SRIBK.ts SXHFNESHHIIT!

$ npm run bundle

C RRER, XK Sk TAERRE—ATIN, T DA R IX LN SR & BATE M 4.
.github/workflows/linter.yml fEXf main MJFIE HEZEMPIEGE R Eigfr, Hoax
TEE AR R TR A

- name: Lint Code Base

id: super-linter

uses: super-linter/super-linter/slim@v5

env:
DEFAULT_BRANCH: main
GITHUB_TOKEN: ${{ secrets.GITHUB_TOKEN }}
TYPESCRIPT_DEFAULT_STYLE: prettier
VALIDATE_JSCPD: false




MRIXKRW T, HERICEIRR E R ZATIZIT npm run bundle, &0 ATEAHIIZTT
prettier DABIPREIESE TR A R

$ npx prettier . --check

$ npx prettier . --write

.github/workflows/codeql-analysis.yml TAERIEFEFRIEEFXN main Kh:
IR LigiT—AHMSE RIS X, SEIHE &R 2,

Check dist(.github/workflows/check-dist.yml) 22—/ TIER, %87
npm run bundle IR SN dist SUAERMATELE:, QnRTCEE /N il Ak
TR TypeScript, BI¥F5M:

- name: Compare Expected and Actual Directories
id: diff
run: |
if [ "$(git diff --ignore-space-at-eol --text dist/ | wc -1)" -gt "O0" ]; then
echo "Detected uncommitted changes after build. See status below:"
git diff --ignore-space-at-eol --text dist/
exit 1

fi

Ja—/RME CI M (.github/workflows/ci.yml), BEEMMEN: —ANZEEFTEHK
W2 T TR, %S — M PATERIREIHE L, SRS 2 S aagaeee

- name: Test Local Action
id: test-action
uses: ./
with:
milliseconds: 1000

- name: Print Output
id: output

run: echo "${{ steps.test-action.outputs.time }}"

test-typescript fEMRRM, FEOBEAPAE T, HE ZMEWSIZRY), TN,
A DR A TAENEE, HMIZBERGE 3.6 AR



GitHub Actions Test summary

Advanced Job Summary

File Result
foo.js  Pass
bar.js Fail X

testjs Pass

My custom link

Job summary generated at run-time

B 3.7 — (EH T AR MR
RN, 7ELAERfEHSPRERSENE (WE 3.8):

v @ Test Local Action

YRun ./
with:
milliseconds: 1000

v @ Print Output

»Run echo "16:31:21 GMT+0000 (Coordinated Universal Time)"
16:31:21 GMT+000@ (Coordinated Universal Time)

K 3.8 — TAERAEHEDR TypeScript #RIEMHH

B2 BTl

FEATERXA TP ST ATTIAR RG], XAHRZRXT GitHub Actions Mk
TypeScript, {HAHEBEEMIA, IPAEH: https://github. com/wulfland/TypeSc

riptActionRecipe/blob/main/__tests__/main.test.ts,

. \E main.ts BRE, WHIERIEIR, BERSKEM, H@EdMH core.setFailed |
AR B HEZAE RSP -

} catch (error) {
// Fail the workflow run if an error occurs

if (error instanceof Error) core.setFailed(error.message)


https://github.com/wulfland/TypeScriptActionRecipe/blob/main/__tests__/main.test.ts
https://github.com/wulfland/TypeScriptActionRecipe/blob/main/__tests__/main.test.ts

8. BlE—14%N fail-ci-build MBI

$ git switch -c fail-ci-build

EfE core.setFailed WTZHI, M catch HHpEmPA M.

core.error ('Something bad happened', {
title: 'Bad Error',
file: '.github/workflows/ci.yml',
startLine: 59,
startColumn: 11,
endColumn: 23
b

f£.github/workflows/ci.yml H, BX milliseconds SECHICIEEEW N EEEUTIE:

- name: Test Local Action
id: test-action
uses: ./
with:

milliseconds: xxx

T TypeScript, #RREK, FHAIE—NHEGEK:

$ npm run bundle

$ git add .

$ git commit -m "Fail CI build"

$ git push -set-upstream origin fail-ci-build

$ gh pr create —-fill

9. WRAEQIENPIEGER, HEEHEDRE core.setFailed Ml core.error MHIH (W
K 3.9):

Test Local Action

»Run ./

Error: Something bad happened

Error: milliseconds not a number

3.9 — LA H AP RIS

R, EERERAELERE PR (WE 3.10):



v 32 EE .github/workflows/ci.yml L]

o 28 @@ -56,7 +56,7 @@
56 56 id: test-action
57 57 uses: ./
58 58 with:
59 - milliseconds: 1000
59 + milliseconds: Xxx

X Check failure on line 59 in .github/workflows/ci.yml
GitHub Actions / GitHub Actions Test

Bad Error
Something bad happened

68 6@
61 61 - name: Print Output
62 62 id: output

K 3.10 — RKE THABENER

Flg¢ TypeScript MTHBEMTHAMETER GitHub Actions S EhfE;H, FHHAE
n'E E R EERR L T ERIHEBY

3.4.3 How it works:---

TypeScript #ESHEMPERARKRXIG — BNMIHRRE Node.js HEEHiafr, mik
Docker &#iH, TypeScript HJRETE JavaScript Z EM—2, t%iZ2417 npm run bundle,
SR JavaScript(#EA /dist X#Fk), WRIRZE TypeScript #HF, MAXETH
A RER RS NAHIFTHE —(HIX s T BB AR/ HY A S, VS Code W HBhFEHA
IntelliSense. Hak&EMERIL, HABIRTIA—ARZ TEAYTHE R,

3.4.4 There’ s more:-:

BT 2R Y THA (https://github.com/actions/toolkit ), 3 T ## ¥ H—LEIjRE, B
KERTDAfEMEH GltHub REST 3K GraphQL API, 0ICD A R<5IhREmIZEFIRATHEBY, aniAasE
£ GitHub Actions WHEZHE, T —r TypeScript RELE, MmGEHIFE T E
(ZLSpaE


https://github.com/actions/toolkit

3.5. QIR SHME

BT Docker ZE#HE{EF JavaScript/TypeScript RIEZAN, B=RERAINEERE
BRE, EERERHMPENEEES. XNRAh, HaE—RRNE S8R JHE TIERE
AT —— R H bash BIA, —XEEF GitHub FHIA,

3.5.1 Getting ready

i #—14 48 CompositeActionRecipe MIHiE, KHIENAI, FHH README (4]
ik, TEAMDYEREIZ)E, JHfE VS Code "W¥IJHF, sfE GitHub Codespaces {7,

3.5.2 How to do it--
1. EMRERE TR %N action.yml MIFCLE, FI—GFRAIHR:

name: 'Composite Action Recipe'

description: 'Greets the user and returns 42.'

2. B™—1%7 who-to-greet WHIARI—140 answer WHitH, IR, HTESE ID
Kyimit, TAELE TP

inputs:
who-to-greet:
description: 'Who to greet'
required: true
default: 'World'
outputs:
answer:
description: "Answer to life, the universe, and everything"

value: ${{ steps.deep-thought.outputs.answer }}

3. #ERK, W0 runs 8%, ¥ using ZEMN composite, FHFEM—AHIT bash A
W5, 8 &ED, BHFEE shell, HAREMEITERIAN shell:

runs:
using: "composite"
steps:
- name: Awesome bash script action
id: deep-thought
shell: bash
run: |
echo "Hello '${{ inputs.who-to-greet }}'."
echo "answer=42" >> $GITHUB_OUTPUT

echo "So long, and thanks for all the fish."




AN LTRSS ARRHER, 3 HASERSREPHEEIR 7 LS8R E N
42, ME—WIXHE, B TEREETEHE ERITHA, mAEsdET.

4. FIM—AP TAERAE X4 M . github/workflows/ci.yml, FHAECEETE push Al
pull_request Ei&f7:

name: CI Workflow

on: [push, pull_request]

WN—MEL, ERBEIHFEMASETESEE, S58B4 ID DUEVMaHE, 4
IXFE:

jobs:
ci-job:
runs-on: ubuntu-latest
steps:
- uses: actions/checkout@v4.1.1
- name: Run my own composite action
id: my-action
uses: ./

with:

who-to-greet: 'Q@wulfland'

KA, TS AR

- name: Output the answer

run: echo "The answer is ${{ steps.my-action.outputs.answer }}"

XM IZELER R T,
5. TRAIFHEEIRIER, XF %k TR, nTDRE TR HE, BRREORHRIT,

3.5.3 How it works:---

H AR TR HAABRE RS, TRUEAEMPRINE 2 N aiTm S siRi—Iit A
X, 3R A —IF Hoal DUV P 3R AR R R BMEL

HAHMEE action.yml XM runs 0 A P B—URIER LR 2GR,
AJDMER inputs b RSORVIMEAS . MithZS 8] RSB E PR outputs B
Kil,

3.5.4 There’ s more:-:

S EREERE TERBTH LT, BNBITalL3ET Node. js, FrDIBn] ATER S
{EhizfT JavaScript 1 TypeScript, TATEMHH 414K github-script MJER/ERF]
AT AAEE SRR R, thn] AERAE TR A IR,



3.6. EEEE/EPMA github-script N issue TS

TER AR, TG glthub-script BETEM AHRFRR TE I ATIRE,

3.6.1 How to do it---

1. M action.yml XfEHBRH A bash BIAR run P38, FHE#HN github-script
Pl

- name: Awesome github script action
uses: actions/github-script@v6
with:

script: |

2. (EHCHUBEBEASE, mHESAMRE, HiRERHEDSH:

var whoToGreet = core.getInput('who-to-greet')
core.notice("Hello ${whoToGreet}")

core.setOutput ('answer', 42)

3. BiAE, FAVEZRM—LEE, MR TAERZH—1 issue HMAR, WAEZAE
% 1issue WII—APFIE, fEMEZ TERERHEALR LE  issue, JFHEHT
github.rest.issues ROIE—AIFid:

if (context.eventName === ’issues’) {
github.rest.issues.createComment({
issue_number: context.issue.number,
owner: context.repo.owner,
repo: context.repo.repo,
body: ’'& Thanks for reporting!’
1)
)

4. f£ CI TAEfH, BI—Alds, ST —SHig T AR

on:

issues:

types: [opened]

5. $RAFHHEEENR,

6. 7E/5M) Issues | New issue([l | #il@)(issues/new) ROIE—/H issue,
HE—MRE, RERfEe. LIRS, HEZ issue BEIM—NIFE, WE 3.11
FiR:



@ github-actions bot commented now

Thanks for reporting!

®

B 3.11 — i/l github-script HAEXH issue HWINIEL

github-script #ERMEHTABRIEPGEFEARETISEYR A, mhHA 2 A
L (N

3.6.2 How it works:---

github-script RIEMESLE T/ERESRE SREPPUERE M GitHub API AITfER
2T E XA TEES . BR8N script WA, HA S50 s E0E 310k,
ZBRER R DL IS4

o github: —AMFIAER octokit/rest.js &/, A7 Widl:

e context: —MEETAERIZIT LT XHINER

e core: X @actions/core HM5IH,

e glob: X @actions/glob HM5IH,

e i0: X @actions/io HMI5IH,

« exec: X @actions/exec HM5IH,

e fetch: X node-fetch HM5IH,

e require: —AEZIER Node.js require [MCBRGuZLES, DUSHADN T Yai T/EH

SRR ERER, JFER npm A2t Y0 TEE

HT AR — P REUE, XEERCEE X, HEATRESA, I H el LEZGRBIPEH
core, context fl github HARFEMEH,
BHTREZXT github-script BMEE, Vil https://github.com/actions/github-

scripto

3.6.3 There’ s more:-:
16 YAML SCFPEg R IR R, 1T UG RELE PR P PRI A S

with:
script: |
const script = require('./path/to/script.js')

await script({github, context, corel})



https://github.com/actions/github-script
https://github.com/actions/github-script

XA, ATPAYE github-script ¥EMIRIAMES B4R JavaScript WE KRS SR
ﬂ%o

github-script #fERPURZIAFELEEHY), HOIBERMSEIENEF 7k, ik E SHE,
Al AR N S T2k ddoh, t2TEnl SR YRR AT, BEE RRTT RNK R,
AJRETREE R HFE)F] TypeScript ok Docker ZesigfErh, DUEHEIFHIAED",

3.7. KEHZERTN

GitHub Actions MBERZMETHX —n2lREXE, X2 N2 GltHub Wit
WRRERL THEIX AR P A E AR, ERXARBI, KON A SRR RSN ShE A HoAth e
B, JHENHI

3.7.1 Getting ready

B ZATOIER Docker AavfRfE, REEMIX e —WnIBAEM TypeScript #
ERE GHME, RXICREE, HEREMT A A %D, Erinl AT,

3.7.2 How to do it--

1. EMESSHSFHEERRE >R, GltHub FRMEEMEZ 1 action.yml Xff, HH=R
e ERIEr PR BCRAT — AR (WE 3.12):

= O wulfland / DockerActionRecipe Q Type (/) to search
<> Code ( Issues {7 Pullrequests 1 ® Actions fJ Projects [ wiki @ Sec
a DockerActionRecipe  Public ®Unwatch 1 ~ % Fork
You can publish this Action to the GitHub Marketplace Draft a release X

3 wulfland Add output parameter and job su... 518ef97 - 2 weeks ago  {Y) 6 Commits

B 3.12 — EE—MRARLRRIER A 2T

X5R¥% %] Releases(kfi) Jfmiili Draft a new release(i ¥k
A)(/releases/new) I,

2. fEMIEHESF, GitHub Rrim—2d, DARBSGHTIASIR (WA 3.13):



Release Action

Publish this Action to the GitHub Marketplace

Your Action will be discoverable in the Marketplace and available in GitHub search
&Y action.yml 4
/A Improve your Action by adding labels for icon and color.

~ MName Docker Action Recipe

+ Description Greet someone

A lcon See list of available icons.

/A Color See list of available colors.

B 3.13 — RAgfERINmHiES

R FHERRAB R R, g1, BIERRE (bell) fiZfr (purple),
3. fE VS Code WITIHRMY action.yml X, FHHEMSAMMESEER:

branding:
icon: bell

color: purple

name: 'Docker Action Recipe'

description: 'Greet someone'

author: 'Michael Kaufmann'

4. XFASIFK,

— 4R README.md CAFREZE, #—MHTHA, AR

BRI 5y. PJPAZ# https://github.com/wulfland/DockerActionRecipe FREUEIL,

5. TRRIFHER KL,

6. IRIBIRAHNE B FERIFORARA T 1, ERE RN IZ BRI A S S, HFEEERGE 3.14 fi

REFET-:

Release Action

Publish this Action to the GitHub Marketplace

You

ir Action will be discoverable in the Marketplace and available in GitHub search.

&) actionyml Va

v

v

v

v

v

us]

v

Everything looks good! You have all the required information.

Name Docker Action Recipe

Description Greet someone

Icon bell

Color purple

README 7
A README exists.

K 3.14 — Ke&RKY), AWK, W, fidf—1 README Xff


https://github.com/wulfland/DockerActionRecipe

7. miii Choose a tag(iEHFr%), WA v1.0, Af5rsidi Create new tag(flaEHiR
%) (WE 3.15):

> Chooseatag ~ ¥ Target: main ~

1 publish this release.
Choose a tag X P

[ v1.0 ]

4+ Create new tag: v1.0 on publish

¥
B 3.15 — QUEBRER—MREREIE— MR

8. 1 vi.0 WHCOMRASNE, THER, Al DOMRA HEERE A, A ETERIEUE KRIN,
SR =ARELr, el AFEhidit,

9. miii Publish release(kfiljitA), ¥ EZIHY (Marketplace) FiE#i (Latest)
W% (WE 3.16):

Releases / v1.0

V1,0 Marketplace

@ wulfland released thisnow  © v1.0 -0 b213871 &

Full Changelog: https://github.com/wulfland/DockerActionRecipe/commits/v1.0

vAssets 2

[E)source code (zip)

R Source code (tar.gz)

(©)

3.16 — JFEPMAGEE

10. sdilighas, XREEITTIRSIR,

11. EBAEREANSTE, 0B, BERE action.yml SRR HEER, &
9 README.md SCPFRFRaa SRR KA. AN, A —DHHla] DURTHAIH %R (W
WPBER), —DiAIESRES, DUSEERR, B DR EIRNE (LB 3.17
HIRIX IR ) :



Marketplace / Actions / Docker Action Recipe

GitHub Action

Docker Action Recipe

© v1.0 (Latest vers

ion)

Use latest version 2

Inputs

Outputs

answer

who-to-greet

DockerActionRecipe

A Docker container actions that handles input and output writes a job summary.

Required The name of the person to greet. Default "World" .

The answer to the ultimate question of life, the universe, and everything.

Link

11 Pull requests 1

B 3.17 — Wi«

(3 Report abuse

12. RMEEFEE HEARIRPEREIE — 40 vl 1 B, IXOOHEER —MRicliEh
BoRThRA (W 3.18), MAREILIX—5, GltHub KASIRILIZIRA NieHi—ICiLiks:

HIbRFERR A S 24

() Set as a pre-release

This release will be labeled as non-production ready

Set as the latest release

This release will be labeled as the latest for this repository.

Publish release Save draft

K 3.18 — fERIEBRGRIRARS, BATIEE A B

13. A, (ENYEas el — N TR S g B B 1 AR A0, fEiiaE b
NRERIATR, BRVENIZAZ RS, TR GltHub MARA BRI 2Bl (WA

3.19):



Cancel changes L J

Marketplace Documentation

Marketplace [ Search results [ Docker Action Recipe

Docker Action Recipe
Ovi1 o

Greet someone

View full Marketplace listing

Installation

Copy and paste the following snippet into your . ymLl file.

Version: v1.1 ~ Lf;'

- name: Docker Action Recipe
# You may pin to the exact commit or the version.
# uses: wulfland/DockerActionRecipe@b21387113da@9a73
uses: wulfland/DockerActionRecipe@vl.1l
with:
# Who to greet
who-to-greet: # default is World

3.17 — TAERgmiRaHIIzIR
14. GiRARELETPRE, THBHAIHERE, W 3.17 For,

3.7.3 How it works:---

GitHub WY REVAE GitHub iRAZ I (https://docs.github.com/en/repositories/
releasing-projects-on-github), 1M GitHub WRASEHNTE git tndEz B, FR%En] B2
AT AR ——AH S 5 T8 SR RRAS IR M A 37 75 X

W SRR R R R HEE A SHERLE, HAARRE KRR 48, iR
AERRHIE 1.0.0 3% 1.5.99-beta, fRUITF:

<major>.<minor>.<patch>-<pre>

KAFMEE:

o FERAS: —NRERRE, QSRR REREIF AR RS, WZbRRrr <, 2
SR N BT ERRARRE T A S WBFROIEI R,

o WA S —AEeERRIRRE, WURESIN Hr iR A S JeRiiA MRS, I HUURIRT
ZOHNRE, T DASE R SBIMEMTARPY, W2 259,

o BITRASS : —DEEAPRIREE, WRIREA 17 HJGHRAN bug BE, WZPRIREF RN, B
IZIRLELAHIIAN T


https://docs.github.com/en/repositories/releasing-projects-on-github
https://docs.github.com/en/repositories/releasing-projects-on-github

o PUAAIRA : SERDEFARTHMBSOAPRIRTT, PRRRF R ER ASCIT R A IE
FIF ([0-9A-Za-z-1), XABK, FUEARA BN (FEIKE -alpha < -beta < -rc),
PURATRA LT IERRA (1.0.0-alpha < 1.0.0),

f& GitHub &firh, fESBR eiE SULRRAHETZM E v(fln, v1.0, v1.0.1 %),
ARG SHLRRA 2RI, TES W https://semver.org/,

3.7.4 There’ s more:-:

{56 P s 26 3R AT A 2 0l & 3 R — L2 MUK, B B A 5 BRI AR ol DB bR %, 1E
J3 GitHub  FRIERGHEDHE, SUNAE D SR Z SME R PR &R (1 https:
//docs.github.com/en/repositories/managing-your-repositorys-settings-and-featu
res/managing-repository-settings/configuring-tag-protection-rules), WJQH, RS AVA: ]
PRACRIFRIN, ReBis 135 RS R AR B A v I SkIRRAE,

GRSRABE A A A A B E SUERRAHN B 3h 813 RAFRR AT PRI R, o] DUER 295 W52
(Conventional Commits)(https://www.conventionalcommits.org), ZIERIERIEFFNIE
ZHIAMN— RIS, R ERNEERIBE, DUREREBIAMER, TS GltVersion(it
WL https://gitversion.net/docs/) GG, JkAn HaNIEE SALIRA,


https://semver.org/
https://docs.github.com/en/repositories/managing-your-repositorys-settings-and-features/managing-repository-settings/configuring-tag-protection-rules
https://docs.github.com/en/repositories/managing-your-repositorys-settings-and-features/managing-repository-settings/configuring-tag-protection-rules
https://docs.github.com/en/repositories/managing-your-repositorys-settings-and-features/managing-repository-settings/configuring-tag-protection-rules
https://www.conventionalcommits.org
https://gitversion.net/docs/

B 4 B LERNIBTH

fEARER JRKE T GltHub Actions HIARFENSITINGEI VRIES: ST EE AR ER) GltHub
FEENBTRMMMIE B HEENBTEH.
FHEANEA:
- WHEBALEBITES
Hahy R AILE BT
ffill Actions Runner Controller (ARC) f£ Kubernetes L¥ JEHILEIZIT8S
o JBfTAIB TR
« GitHub ¥EEMIZfTHE
o WEKMBITHR
o BREIA AP RGN BT
* GitHub LEMBLEBITRINE 2

4.1. IFEER

MFAT, % Docker fl Visual Studio Code, WRIPAffifl GitHub Codespaces
e TR ARC 78 Kubernetes L¥ g HEEBITHRIIRHI, FHE—1 Kubernetes
B, SREMHA Azure CLI WY Azure ITHRBRIRE—DMER, N T X TIBTHRAARTRE, &
FANMFEREY GltHub HERI AR LRI,

4.2. BEBAERBITH

FHACIE, REHT ubuntu-latest FRZERIZATHRMNIIENL, WE GltHub FEENER
# Ubuntu Bifg B8 TAER. (HIH mac0S Ml Windows EHIETTES, PARCARINIACE, v
DAEAEME S LIS H ARSI £ — il ¥4 Linux Docker A#yHiiE—
NEEEIBITR. XM, ETERIBITZE, WREASY RITEHEEIR,

4.2.1 Getting ready

TERNIXNHIZEE Docker, IEFHFEAEHSSIZN, WEAHE, HFEiafT docker
info H&EFK"Architecture” Rin]:

$ docker info | grep Architecture

4.2.2 How to do it--

1. AIPANAAE E— A Bl E R R EE, sRn] AR — N, tnfDUEFLESE 1 Srpalgtn
GitHubActionsCookbook JE, ¥%l Settings | Actions | Runners(i%® | ##



8 | i8178%)(/settings/actions/runners) Jfxidi New self-hosted(HHILE
airds ) (WK 4.1):

r -
= O wulfland | GitHubActionsCookbook Q + = OB |8 3
<> Code (2 Issues [ Pullrequests (=) Actions [[ Projects [ Wiki (@ Security |~ Insights | & Settings
&1 General Runners New self-hasted runner
Access Host your own runners and customize the environment u run jobs in your GitHub Actions
workflows. Learn more about self-hosted runners.

A Collaborators
) Moderation options
Code and autamation There are no runners configured
¥ Branches Learn more about using runners to run actions on your own servers.

© Tags

3 Rules v

(© Actions ~

General

[

&5 Webhooks

B2 Environments

& Codespaces

5 Pages

B 4.1 — nfDUBEEANER Settings (E) XEORIFMAEE BT

X EERRE /settings/actions/runners/new, MiBfTesE4i%ERE Linux, 3
#% Docker MBEEZNEM:,

TR, BN EEMAHESEEMNARIEA, 7T LS HIBEAASRIE BRI &3, KT
Docker Z&#vt, FATRZNM—LPR%; el DAEHIRIT (WE 4.2):

Runner image

O @& macos @® O Linux O &8 Windows

Architecture

ARM64 -

Download

# Create a folder

$ mkdir actions-runner & cd actions-runner
# Download the latest runner package

$ curl -o actions-runner-linux-arm64-2.311.0.tar.gz -L

https://github.com/actions/runner/releases/download/v2.311.0/actions-runner-linux-arm64—
2.311.0.tar.gz

# Optional: Validate the hash

$ echo "5d13b77e0aa5306b6c03e234adldadd9c6aa7831d26fd7e37a3656e77153611e actions-runner-linux—
arm64-2.311.0.tar.gz" | shasum —a 256 —c

# Extract the installer

$ tar xzf ./actions-runner-linux-armé4-2.311.0.tar.gz

B 4.2 — FRFE EZEEEIBTRIENA
2. EoFthRAR) Ubuntu A&Es— IS

$ docker run -it ubuntu:latest /bin/bash

3. IBITIAARRIE 17, XRAIE—MafTas X FRIF TS H 5%

$ mkdir actions-runner && cd actions-runner

4. NT NEIBITa RIS, BAHERESPEEE curl:



10.

11.

$ apt-get -y update; apt-get -y install curl

- BUE, ST S 8 nia T as BB —1T, R I ST s LRI PRSI 2450 7 B el :

$ curl -o actions-runner-{version}.tar.gz -L https://{URL}.tar.gz

. AR tar M2RELD:

tar xzf ./actions-runner-{version}.tar.gz

AT DA IIIASR 3381 T a8 R T AR50

$ ./bin/installdependencies.sh

. FERCEIBITaRZ AT, BHARWELL root M Briafr, HFa&BKAREL root HIF Biria

1T. FAiTAILAmiE ¥ RUNNER_ALLOW _RUNASROOT MEas&if s M— A IEZ{ESR Sz :

$ export RUNNER_ALLOW_RUNASROOT="1"

. BUE, BATTUSATRCEMIA, QR PIT HAD BRAE SR 7R KN B, w] BETR AL S asrh il

Hoim, LHSEREN RN, EHDF TR SRR —1T:

./config.sh --url https://github.com/{0OWNER}/{REPO} --token {TOKEN}

T2 R RIS A BRMEL
PATHIA S, WPASHil Settings | Actions | Runners(i%®E | 1 | 8178%)
DEBFENMIZTE. SBICMAREL, ZXRFNICEAENSITHRER (WE 4.3):

Runners

Host your own runners and customize the environment used to run jobs in your GitHub
Actions workflows. Learn more about self-hosted runners.

Runners Status

bf45faa8f391 self-hosted  Linux  ARM64 ..
Kl 4.3 — BCEFIERIBITNIZITER, SERRESNEL

>

FEF LA IAIASR R8s 1T ds -

$ ./run.sh

BITEHE N B IRIRE, WIEKRE EESRAPUT TR,
Al —/MEH BFEERE H’Jf“ﬁﬁI{’F?ﬁh bash MIZfEFREFEH _LERTH, FrbAn] LA
1 Linux #INFRZ, B PUAELIZ1T [self-hosted, Linux] JMEf7scif:



12.

13.

14.

15.
16.

name: Self-Hosted

on: [workflow_dispatchl]

jobs:
main:
runs-on: self-hosted
steps:
- name: Output environment
shell: bash
run: |-
echo "Runner Name: '${{ runner.name }}'"
echo "Runner 0S: '${{ runner.os }}'"

echo "Runner ARCH: '${{ runner.arch }}'"

PAT TAERBDIF IS Docker 4%, DABEFRTUMMHIT TIERA, nf DURIEFRZEEE D
B, NERRIERBTT, MESPITia A VLEChR 3R TR,

WMRPEL LS, B8 REE GltHub LEZRIRES, MR, % SAi Settings
| Actions | Runners(iZE | #MF | ia1788), HMNBITEAMESE R ERE Remove
runner (FRi2174%) (WE 4.4):

Runners

Host your own runners and customize the environment used to run jobs in your GitHub Actions
workflows. Learn more about self-hosted runners.

Runners Status

bf45faa8f391  seli-hosted  Linux  ARMBG4 e Offline [-]

B 4.4 — M\ GitHub HiEERIZ1THE

BATA I HESR LRI IAASR B R I2 1T 8% -

$ ./config.sh remove --token {TOKEN}

PItE, 217884 GitHub FHIER,
W] DAL E BT TEY, HEAUSTT—MEWRE BT, XESNPIESERE S i, s
ARG, ERCEEPEM --ephemeral HK:

./config.sh --url {URL} --token {TOKEN} --ephemeral

BHRIBIT LR, KBEINSTRERITER B ShMER

Tk, AR TS WA —A Dockerfile H (WJLAfH: https://github
.com/wulfland/GitHubActionsCookbook/blob/main/SelfHostedRunner/DockerfiledEfik
MISCHE ). XA, RICABIE—ARIEHIY Docker %, ERXIZITR BaEM. FReE
e, AT, ARGk,


https://github.com/wulfland/GitHubActionsCookbook/blob/main/SelfHostedRunner/Dockerfile
https://github.com/wulfland/GitHubActionsCookbook/blob/main/SelfHostedRunner/Dockerfile

FATH 7RISR, M ubuntu:latest kK, A DURRAHIG B oS ERE TR
IR B -

FROM ubuntu:latest

WREBHTERNZ R, ¥ TOKEN fil RUNNER_NAME B%%, iXUC{E¥ifezs os/asiHRit,
MA RSSO N, HIEIEFR URL, FEEMRA:

ENV TOKEN=

ENV RUNNER_NAME=

ENV RUNNER_URL="https://github.com/{owner}/{repo}"
ENV GH_RUNNER_PLATFORM="linux-arm64"

ENV GH_RUNNER_VERSION="2.311.0"

ENV LABELS="self-hosted,ARM64,Linux"

ENV RUNNER_GROUP="Default"

LRI 2 A, &0F% DEBIAN_FRONTEND i%¥ N noninteractive, DAHH{E
1t Docker TGS RPIRMERGA TP

ARG DEBIAN_FRONTEND=noninteractive

N THE Docker BEfGHIR/VEE, BRIFKHENMAAGIHN—1 RUN i, A E
BHSENLHA R, RIE KRB, RINE SR AH RI21TH docker HF (FAWHE

HaLL root HFIATT), DEMMACIFRIE, HIAEEESCN docker HFIFHIT
installdependencies.sh JiIA:

RUN apt-get -y update && \

apt-get upgrade -y && \

useradd -m docker && \

apt-get install -y --no-install-recommends curl ca-certificates && \

mkdir -p /opt/hostedtoolcache /home/docker/actions-runner && \

curl -L https://github.com/actions/runner/releases/download/v${GH_RUNNER_VERSION}/

actions-runner-${GH_RUNNER_PLATFORM}-${GH_RUNNER_VERSION}.tar.gz -o

< /home/docker/actions-runner/actionsrunner.tar.gz && tar xzf
/home/docker/actions-runner/actions-runner.tar.gz -C /home/docker/actions-runner &&

chown -R docker /home/docker &&

vy

/home/docker/actions-runner/bin/installdependencies.sh

LA docker HF G4riafrads, W T/EHFKIRE NZHP EH* T actions-runner:

USER docker
WORKDIR /home/docker/actions-runner

MRAWG BT, DHRBREIRMAET TOKEN il RUNNER_NAME, )5, MRS
(flFE --ephemeral) BfTECEMA, 2AMEIZ1T run.sh JHIA:



CMD if [ -z "$TOKEN" ]; then echo 'TOKEN is not set'; exit 1; fi
&& \

if [ -z "$RUNNER_NAME" ]; then echo 'RUNNER_NAME is not set';
exit 1; fi && \

./config.sh --url "${RUNNER_URL}" --token "${TOKEN}"
--name "${RUNNER_NAME}" --work "_work" --labels "${LABELS}"
—-runnergroup "${RUNNER_GROUP}" --unattended --ephemeral && \

./run.sh

17. HAEE Dockerfile HIXMFE, FRIEIZ IO —1 Docker Hifg:

$ docker build -t simple-ubuntu-runner .

18. BfE, fiFH docker run BITHREGMMEEZANILM, -d (--detached) EIAEE & DA
FEERIBITAR, XASHERSS, HASELmREE AR R R, --rm &
BHEARBHAMERE, HH -e JEWi{ZE RUNNER_NAME fil TOKEN IS8, #EFEE
BN, IXEERFRX KNG |

$ docker run -d --rm -e RUNNER_NAME=Runnerl -e TOKEN={TOKEN} simple-ubuntu-runner

RETEIF Settings(iRE) XIRFEZZ(TA, WHE 4.5 Fon:

Runners

Host your own runners and customize the environment used to run jobs in your
GitHub Actions workflows. Learn more about self-hosted runners.

Runners Status
Runner1  self-hosted ' Linux  ARMG4 R
Runner2  self-hosted = Linux = ARM64 ® Idle -+
Runner3 self-hosted = Linux = ARMG&4 e idle ‘-
B 4.5 — @ ZXIZITHEIR Docker BHGRIKIFIGINIBITES, TTa R FEREEA
WSS

RIEQIRAAREGR, SRR TIERE, HEMTRIEEALR,

4.2.3 How it works:--

KT R MR AR B,

BIEERBITENAET
HItEBITa 2l ARSI MR  (https://github. com/actions/runner)
g, IR, ZNMHBRFET NET Core i&1TH, wDUMEVF ZHERGMEHIEAN LB


https://github.com/actions/runner

7. ER[EME mac0S 11(Big Sur) SEGEMA. Windows(7 #| 10 F1 Server 2012
R2 7 20222). PAKHF% Linux %Kf7HR (Red Hat Enterprise 7 BEERRA. Fedora
29 B ERA. Ubuntu 16.04 BNHEGERA, F5%) Liafr. BIELAE x64. ARM64
fl ARM32 Liaf7, [N, EEA[DATE x64. ARM64 1 ARM32 LigfT. A KRSCFRIIHRIE
RHEMNBHHFR, WHZSh https://docs.github.com/en/actions/hosting-your-own-runner
s/managing-self-hosted-runners/about-self-hosted-runners#supported-architectures
-and-operating-systems-for-self-hosted-runners, Al DASE FH 3847 88 B R 3 SO R i
bin/installdependencies.sh [HANRZ3E NET Core BT ATTRIIFTA FE,

AIREIZITHET Docker MI#RME, & Linux Bif%, Windows il mac0S A4z
13T Docker M#{E!

GitHub RISHHIE

i @ g GitHub UI A R AC B R OK O 1 s AT A% 3 GltHub, %
2 HALA K 1 AN, FFH HBERE A XS MR L3 is 1T 4% A DL i )
https://api.github.com/repos/OWNER/REPO/actions/runners/registration-token(sk
N FHRER 2788, https: //api.github.com/orgs/0RG/actions/runners/registration-tc
&3k POST K, 14#i@id REST API Q23R

PATRBERI AN Ail 218 (PAT, personal access token) fEICRIKZRAI:

curl -L \

-X POST \

-H "Accept: application/vnd.github+json" \

-H "Authorization: Bearer <YOUR-PAT>" \

-H "X-GitHub-Api-Version: 2022-11-28" \
https://api.github.com/repos/{0WNER}/{REP0}/actions/runners/registration-token

V V V V V &

SORCEFRB AW, R R R, ATDIREIREIBILES jaq:

$ TOKEN=$(<curl command> | jq .token --raw-output)

MRS repo VEER PAT VilnlSMCREEH NG, GltHub Apps BLHEAFENE
PRALBRAIEHSUY) organization_self_hosted_runners tX[R, £t B0y 5 kR P 2645 B
AN ERA PR E B RBR, |k manage_runners:enterprise G, ZSHOUHT

I AHE AR, MRS A& —4 IWT (0Auth 23#ef) JSON Web 4 ), RARR T
BAB, 24 TAEmARSI TGN, Kot a4 a1 5 — A P iy A RRVER (B TAERREE
X)) 2R, %A ICTEE S G A S AT SRR ARSI R - BB @ BRI S5 ViR, OAuth
ARz BREEAIAR S A Z W) RSA FATHIGERETE— 148 . credentials_rsaparams [
X, RS aFTE 2. 50 Zr#h, IRSSEFFRBRE - HAHMEBERH 2, 0Auth
Bl EFHELE . credentials X


https://docs.github.com/en/actions/hosting-your-own-runners/managing-self-hosted-runners/about-self-hosted-runners#supported-architectures-and-operating-systems-for-self-hosted-runners
https://docs.github.com/en/actions/hosting-your-own-runners/managing-self-hosted-runners/about-self-hosted-runners#supported-architectures-and-operating-systems-for-self-hosted-runners
https://docs.github.com/en/actions/hosting-your-own-runners/managing-self-hosted-runners/about-self-hosted-runners#supported-architectures-and-operating-systems-for-self-hosted-runners

"scheme": "OAuth",

"data": {
"clientId": "{CLIENT_ID}",
"authorizationUrl":

< "https://pipelinesghubeus4.actions.githubusercontent.com/{TOKEN}/_apis/oauth2/token",
"requireFipsCryptography": "True"
3

BT RIS
f£ Windows L, BlEMAHRIRESEIERNRSPITIZ T, AMEESHE—ER. F
Linux F, 8 svc.sh WABHCHE BIRSS:

sudo ./svc.sh install

sudo ./svc.sh start

PILEIE S

B TaRN R Y HTTPS ERGE MO 443 5 GltHub @15, fEHASA 50 #
BRI, DN GltHub 2 EA LIEHEAFIHa TR, RIGEERKH
ZHEiRERE 50 FYRIMARL, JERORHG, SRS — %R, T GltHub HIAMNEREERFTITH)
K, AN 443 EfER SSL B4 thubiss,

HH BREERTE

BItE BT AR A A THIGHRABI TSN AT, JHFERE. GltHub R
BT AY - PLENHEHRRS hE B,
Vi~

HSEERRZ, GltHub BITSMHARFAETE workflow BITETHHRE, XMIThS
GltHub CEMIZITEAR, ENMNEA workflow BfFHEALIGI TR, AR FEEFR
ki, P SRR AR EIR R, R N2 A workflow BT B TR IR, WA
HOEMAENS, X8, BRA DTS,

A PU#E workflow iB%, 7EER workflow BT/ TiERE - thn] DA Al TAEsRG
TAEIASRTEIZ T 88 AT PRAE, ZERCE AT TAESUE TEMA, T2 — DA SRR BT
Rl AVIRIAIACE, ARG ER PA R AFR 2 —FIIA B e BB AR E B L B — D AR A

* ACTIONS_RUNNER_HOOK_JOB_STARTED
e ACTIONS_RUNNER_HOOK_JOB_COMPLETED

o, VRl DU BHEDN 17 BB Tas SRR H SR . env SXEFHRG

4.2.4 There’ s more:--

£ mac0S EFZHEBITIEE Linux LZ2EME, Windows ERMAREZAEET, AR —
A~ PowerShell MIAR, mifz2 bash WA, Hla, fH Invoke-WebRequest Tifsg curl,



HRA 2 BRI, T ECER S aa  TaARY R0 . cmd, A2, sh:

$ ./config.cmd --url <URL> --token <TOKEN>

$ ./run.cmd

MRELTE Linux BRI TiaiTa, WE Windows EZZEASA W,

4.3. HEW BEEEBTH

XA RAIR, BAMEE E— e stat EE e, DUEE —MRIUTER, SR 1
TERAREN, B BB HIGN Docker &#§Ifl, Xk, F{HH GitHub Webhook it
FT5EEE,

4.3.1 Getting ready

WA PLAsEk GitHub Codespaces ARG E—1 nrEIAIER simple-ubuntu-runner
Docker %%,

4.3.2 How to do it--

1. HifE: https://github.com/settings/apps. riidi New GitHub App(#id GitHub
WH ) o

2. ¥ GitHub App Name %®} auto-scale-runners, 3% Homepage URL &N
IETEERER URL(SWE 4.6):

Register new GitHub App

GitHub App name *

auto-scale-runners

T ame of your GitHub App.

This is displayed to users of your GitHub App

Homepage URL *

https://github.com/wulfland/GitHubActionsCookbook/

The full URL to your GitHub App's website.

B 4.6 — REHMNMHARFRIAIRN URL

3. kit Identifying and authorizing users(iHBIFIITHHI') BIK Post
installation(%3)5) #5r, HiZiEA Webhook FALHE.

4. FIFH—ANEIHFRZTL, il https://smee.io, AJGmidi Start new channel()33))
PiAiE ), HEFIERK Webhook Proxy URL 1A,

5. REFEIE GitHub MHMRZE I, HEHIK) Webhook Proxy URL f4MfiZ| Webhook
URL 7B, fE Webhook secret FEHIRE—IREILENTRIE (ZWHE 4.7),


https://smee.io

Webhook

Active
We will deliver event details when this hook is triggered.

Webhook URL *

https://smee.iof7|bxeSKWNGEGOIl

Events will POST to this URL. Read our webhook documentation for more information.
Webhook secret (optional)

ADD_A_NEW_SECRET

Read our webhook secret documentation for more information

SSL verification

Ej By default, we verify SSL certificates when delivering payloads.

® Enable SSL verification O Disable (not recommended)

K 4.7 — BLE Webhook

6. 1£ Permissions(#{fR) R Repository permissions(FERR) #, % Actions(
fE) &N Read-only(Hi), ¥ Administration(i&E#) % EN Read and
write(i5 ) (=UWHE 4.8),

Permissions

User permissions are granted on an individual user basis as part of the User authorization flow.
Read our permissions documenratmn_mr infermation about specific permissions.

Repository permissions 3 Selected

Repository permissions permit access to repositories and related resources

Actions (3)

Workflows, workflow runs and artifacts

Administration ()
Repository creation, deletion, settings, teams, and collaborators

Access: Read and write ~ I

B 4.8 — JNFHFRFHCEFEAR
7. 17& Subscribe to events(iTp%EMF) #45r, 4k Workflow job( TfEHfEI) (=W

K 4.9),

Subscribe to events

Based on the permissions you've selected, what events would you like to subscribe to?

[] Installation target (O
A GitHub App installation target is renamed.

[ Security advisory O

Security advisory published, updated, or withdrawn.

[] Branch protection rule
Branch protection rule created, deleted or edited

[ Member (3
Collaborator added to, removed from, or has changed
permissions for a repository.

[] Repository ruleset (i)

Repaository ruleset created, deleted or edited.

[] Star @

A star is created or deleted from a repositary.

Workflow job (D
Workflow job queued, waiting, in pregress, or completed
on a repository.

) Meta ©

When this App is deleted and the associated hook is
removed.

Branch protection configuration (0
All branch protections disabled or enabled for a
repository.

Label (&

Label created, edited or deleted.

Public (i)

Repository changes from private to public.

Repository (0
Repository created, deleted, archived, unarchived,
publicized, privatized, edited, renamed, or transferred.

Security and analysis (3
Code security and analysis features enabled or disabled
for a repository.

Watch (@

User stars a repositary.

Workflow run (3

Waorkflow run requested or completed on a repository.



B 4.9 — TR TAERMEN webhook

8. 1 Where can this GitHub App be installed(ltt GitHub M JHR]PAZZEELENRH)
T, i%&#% Only on this account(fNfEMIKF ), RSG5l Create GitHub App( €
@ GitHub MH).

9. TEHAIEMMN R, Mili Generate a private key(ZAAiH), FAAPHB S BT,
HHBEHFNED,

10. MMH General(JEf) tZmiHEH| App ID fH (ZWHE 4.10),

About

Owned by: @wulfland

App ID: 653496

Client ID: Iv1.b3511b603¢1056¢

Revoke all user tokens

GitHub Apps can use OAuth credentials to identify users. Learn more about identifying users by reading our integration
developer documentation.

K 4.10 — FREV RS ID H

11. fEfEh, GI#E— N2 N . env BFCE, FHEMEAHEMNMIER APP_ID, WEBHOOK_SECRET
fl PRIVATE_KEY PATH Z5&:

APP_ID="653496"
WEBHOOK_SECRET="YOUR_SECRET"
PRIVATE_KEY_PATH="auto-scale-runners.2023-11-26.private-key.pem"

Ja BRI N R, SERIXSEIRRE RN GLtHub M TS5k,
12. ¥ .env XHHINE] . gitignore XfFrh, DUBEGREAMESS:

$ echo ".env" >> .gitignore

13. 1E github MIRIHITD, & “ZBENN”, RGdids (HSWE 4.11):

Settings / Developer settings / GitHub Apps / auto-scale-runners

General Install auto-scale-runners

Permissions & events
Install App
Advanced 3 wulfland

Optional features.

Choose an account to install auto-scale-runners on:

Public page (]

4.11 — ENHBERF

14. 1EHPIRDSIEHERIESRE, AR5l Install(&%) (52 WA 4.12):



Install auto-scale-runners

Install on your personal account Michael Kaufmann 3

for these repositories:

O All repositories
This applies to all current and future repositories owned by the resource
owner,
Also includes public repositories (read-only).

@ Only select repositories
Select at least one repository.
Also includes public repositories (read-only).

[ Select repositories ~

Selected 1 repository.

[ wulfland/GitHubActionsCookbook X

with these permissions:

+~ Read access to actions and metadata

+~ Read and write access to administration

B 4.12 — fEERZEENARR

IOk, KOS, HEM webhook HEREIHRABIN, %R EKIBTT, 3
JEIFRI4A T :

$ npm init -yes

AIMAHS P (8 P AR -

$ npm install octokit
$ npm install dotenv

$ npm install smee-client --save-dev

# node_modules ZfkiEmnzl. gitignore:

$ echo "node_modules" >> .gitignore

15. flE—1N%N app.js Wil aTRAMNIXBEERINS thttps://github. com/wulfland/
GitHubActionsCookbook/blob/main/SelfHostedRunner/auto-scale/app. jso
16. BRHNRAZEARAGIR


https://github.com/wulfland/GitHubActionsCookbook/blob/main/SelfHostedRunner/auto-scale/app.js
https://github.com/wulfland/GitHubActionsCookbook/blob/main/SelfHostedRunner/auto-scale/app.js

import dotenv from "dotenv";

import {App} from "octokit";

import {createNodeMiddleware} from "@octokit/webhooks";
import fs from "fs";

import http from "http";

import { exec } from 'child_process';

17. ¥Rk, [ dotenv BMNZHTEIEN . env X BBUOMRAS & :

dotenv.config();

const appld = process.env.APP_ID;

const webhookSecret = process.env.WEBHOOK_SECRET;
const privateKeyPath = process.env.PRIVATE_KEY_PATH;

18. FE TR, MHRESARMERAT :

const privateKey = fs.readFileSync(privateKeyPath, "utf8");

19. il octokit MY app FKMY—AHrsHl:

const app = new App({
appld: appld,
privateKey: privateKey,
webhooks: {
secret: webhookSecret
b
b

G, N workflow_job.queued ZFHAFFM—ANHHAPRER:

app . webhooks . on ("workflow_job.queued", handleNewQueuedJobsRequestOpened) ;

20. M GitHub APT BAFZM—A~RILAEMNSITasHH M, BANFZXANM, DUERT LR
HAGIBRA, BHEH workflow_job.id NiZfTaGIEA4FR:

const response = await octokit.request('POST
— /repos/{owner}/{repo}/actions/runners/registration-token', { owner:
< payload.repository.owner.login,

repo: payload.repository.name,

headers: {

'X-GitHub-Api-Version': '2022-11-28'

}

B

const token = response.data.token;

const runner_name = ~Runner_${payload.workflow_job.id}";




21.

22.

23.

24.

ARG, QIE—NH Docker AL, FHEALMRIATR:

exec(“docker run -d --rm -e RUNNER_NAME=${runner_name} -e
TOKEN=${token} simple-ubuntu-runner, (error, stdout, stderr) =>
{
if (error) {
console.error (“exec error: ${error}’);
return;
}
console.log( stdout: ${stdoutl}’);
console.error( stderr: ${stderr});

B;

BB 1 RACEER Sy, ROV ESIIEK,
SRR G — ko, AR —MERE 3000 EEWTRITRIRS 4 :

const port = 3000;

const host = 'localhost';

const path = "/api/webhook";

const localWebhookUrl = “http://${host}:${port}${path}";

const middleware = createNodeMiddleware (app.webhooks, {path});
http.createServer (middleware) .listen(port, (0 => {

console.log( Server is listening for events at: ${localWebhookUrl});
console.log('Press Ctrl + C to quit.')

b;

1t package.json X, HIM—14H8 type MIESRH, HKHHIZEN module, 2
JG, W—1%N server [KIANRIZITN T

"type": "module",
"scripts": {
"server": '"node app.js"

1,

BATERL 7! FTH— D%, JFERRSNE URL(SE 4 26) Bahi—1 smee %
Vi «

$ npx smee -u https://smee.io/{ID} -t http://localhost:3000/api/webhook

FEERIE S, BT R

$ npm run server

N BFEE TAERREh— AW TR :

$ gh workflow run Self-Hosted




EE smee ZFFURAMAHEIIM GltHub #:%KH) webhook, PANRSSEsaNMIALRlE, IF
JEE— A SR T LA

4.3.3 How it works:---

GitHub WAL T — AR 77 =0k GltHub TS M KM webhook, £
XAERIR, BATEM T workflow_job webhook, FHiZE T queued FHESM, DPUEEFIR
BB TAEARHERARS, BRATTER ] LUREh— AN FiIa T 8%, WIERA BRI BG R 2 o K Rk N £,
Rl DA —HIA 1T, FFEMEHEBAR SR INER— N Ha 7 8%,

JAENEIG BT 8 A —E R BUT VRN BT T 8%,

HFRMNFZE D GiltHub wLAViRIMSA, FICAMER T smee.io 1ERNH, JHEH
PR AN R AT, IXAIER TA B, FURERME T — A7 (B 7 SORTEAR IS GltHub
Codespace WL, WRFAIF RPN, NFAEZHIE, MIiZEMNHRFPEEE Web
k5548 ko

4.3.4 There’ s more:-:

XA BRI B E BTy BT B A @B Y, HIGEE17 85
webhook, RZAES HAMLIXN ISR, HURTE-NEP R, HRANBRTER, MiZEBEHEH
Kubernetes sz,

4.4. i ARC @)X Kubernetes SLHIHFEEIETRING R
Kubernetes dEFSRA, (HWHIYSE 2%, ARk, B REFTFILIRITMEMH Kubernetes
VR BEE BT,
ARC 22— Kubernetes J&ER, RegmEfy g BILEBITHMNTIERE, X2— 1HK
WiH, EMECHES] GitHub ML E:,

4.4.1 Getting ready

MR ELE 1 Kubernetes R, nf AR E, WREA, v DUETIZITL R@MATE Azure
HhAIEE— TR

$ az group create --name AKSCluster -1 westeurope
$ az aks create --resource-group AKSCluster \

> --name AKSCluster \

> —-node-count 3 \

> --enable-addons monitoring \

> --generate-ssh-keys

$ az aks get-credentials --resource-group AKSCluster --name AKSCluster




WPREEREPZEE T cert-manager(https://cert-manager.io/docs/installation/), AJ
Pl ia1T PA R a2 R e IR, BER B4 :

$ kubectl apply -f

— https://github.com/cert-manager/cert-manager/releases/download/vl.13.2/cert-manager.yaml

AIBAR A ARC HYPERANT TBORP e R F RS AL chttps: //github. com/actions/act

ions-runner-controller/blob/master/docs/quickstart.md,

4.4.2 How to do it--
1. ¥ ARC HEBEIGRED, WORARA A AR A

$ kubectl apply -f

— https://github.com/actions/actions-runnercontroller/releases/download/v0.23.7/

actions-runner-controller.yaml

2. 1t GitHub W elE—1HA repo TEFIH PAT, %% https://github.com/settings/
tokens/new, ¥ repo, WEMIHW, MREmGARSH, FEHIZSM,
3. B, ¥R N Kubernetes HE—/NFBtA:

$ kubectl create secret generic controller-manager \
> -n actions-runner-system \

> -—from-literal=github_token=<YOUR_TOKEN>

4. fEFEPRIE—NEN runnerdeployment.yml B2, HEZPATRHNE. BEMEEM
AR I -

apiVersion: actions.summerwind.dev/vialphal
kind: RunnerDeployment
metadata:

name: example-runnerdeploy
spec:

replicas: 1

template:

spec:

repository: wulfland/GitHubActionsCookbook

5. ¥ RunnerDeployment [ fZI&ERE:

$ kubectl apply -f runnerdeployment.yml

BULE, MOZA M TaMMMEEIZTTH pod:


https://cert-manager.io/docs/installation/
https://github.com/actions/actions-runner-controller/blob/master/docs/quickstart.md
https://github.com/actions/actions-runner-controller/blob/master/docs/quickstart.md
https://github.com/settings/tokens/new
https://github.com/settings/tokens/new

$ kubectl get runners

$ kubectl get pods

BKUES W PAAE GitHub HhEFBITEE (settings/actions/runners), ETE, X
TAERfEIZTE, AFiaEs (WK 4.13):

Runners

Host your own runners and customize the environment used to run jobs in your GitHub Actions workflows.
Learn more about self-hosted runners.

Runners Status

example-runnerdeploy-192x self-hosted ' Linux = X64 e Idle
Kl 4.13 — GitHub iy ARC izfres

MZ HIEC /7 Hi81T . github/workflows/self-hosted.yml TAERIFKGE KL, 1£
AKS HREHIT (WE 4.14):

~ @ Setuprunner

A job started hook has been configured by the self-hosted runner administrator
»Run '/etc/arc/hooks/job-started.sh’

2023-11-29 ©8:33:00.118 DEBUG —- Running ARC Job Started Hooks

2023-11-29 ©8:33:00.153 DEBUG —- Running hook: /etc/arc/hooks/job-
started.d/update-status

v Q Output environment

»Run echo "Kernel: $(uname -s) - $(uname -r)"
i Kernel: 5.15.0-1851-az
Machine: - GNU/Linux
@ Runner N; xample-runnerdeploy-j92xb-q8mwb '
Runner 0S: Linux
!  Runner ARCH: X&64

B 4.14 — BEE TIERAE Kubernetes #BFHH ARC HUT

4.4.3 How it works-

ARC iZfTEERINIE B MIGNIZTT, H Kubernetes EIA%E, FHTEHUTIE HENEEI—1H
I8, ARC it —Fhy fikmi:

o SERT: ARIETHRHATY REAISE )R

o JETHIE: BATTEL BB T8 E 7 bt

o ¥&T: M LAERAREHERA I S 2 Sz

ARC ZHEfERNL, HERIELRFICIEIZITa. PTPAEH GltHub MHAIFERER PAT fEZHEUfI
FEFAT Y RAE, ERLER, 2FUER PAT, BN R ARRERR & £ EE N,

A] BUAAS ] ) T ABC B B A B A 2 RN R, WAarriRBen]z mrmesibin,

4.4.4 There’ s more:-:

XN R S R B R T — AN EORIE . BOZARR /D, FElEX T HitER
fia%. RIEABEARFIRERAIEPRER, JEREBISHEAHIEST 8 LA, BARE



B N AT T AT #84E :
« BESEE RIS
o WREA /PRI LR Z MRS
o JERIHBIRGEAF (RA7FHEE) RBAFARMI
o SYHCEBURENLE, FHRBIRAIEBIFEHIRSS 8%

Al DUE TAE R EH StepSecurity B Harden-Runner #E (https://github.com
/stepsecurity/harden-runner ), (FHRHEIRNE (QNHBSMILEIIT) W% TR :

steps:
- uses: step-security/harden-runner@v2.6.1

with:

egress-policy: audit

WA CARE I EORFH L i, SR AR VFARe e IR U i 1 -

egress—policy: block

allowed-endpoints: >
api.nuget.org:443
github.com:443

T ARC, A 6% Harden-Runner fR{EZMMEIFA TAERFEEWH, AILAE Kubernetes
ERE 2% ARC Harden-Runner DaemonSet, % DaemonSet ¥AWiiz&EA TIERFEN
1217, MHFHRIRERMEEA TR,

A DATEACRAR BT TIN 22 A3 15 R TR 5 ) 22 4% DL FIIE A T IRl

HEE, XPRREHRM, T nttps://github.com ERIATERE, 1RALG I X VFRIE;
B FRAG B GitHub Enterprise Server (GHES), TaEMLYFA[iE (https://www.st

epsecurity.io/pricing),

4.5. Bfra5iairad

FEHGRBNGN, wiaiTadHRViMa Ta. LIRS 81T asiRBOBE RS 2R -
{Hia 17 Az il TAEm AT PAYI I RLEI21T 45

4.5.1 Getting ready

IR, ERRAgrh, JA M40 “BON” 1B Tasdl, W DUEREREm B EE 181788,
RAEZ MBI T GltHub FEEIZ1THS, T BRRIEIBA SR TR,


https://github.com/stepsecurity/harden-runner
https://github.com/stepsecurity/harden-runner
https://github.com
https://www.stepsecurity.io/pricing
https://www.stepsecurity.io/pricing

4.5.2 How to do it--

1. fEWEMAFRRINAS S, SHiF Settings | Actions | Runner groups(i%E |

1 | B178%4l) (/settings/actions/runner-groups), Friidi New group(#Hr
),
HiZH @£ Repository access (FEVMNR) T, #%EHFM ALl repositories (i
fFE) WYk Selected repositories(iEEME), J itk ERbRIEFE 2
DAV RIZAE (SWE 4.15), HER, AIDERA RV AL, (HitimERi\ss
H:

Runner groups [ New Runner Group

Group name

My Group

Repository access

Selected repositories v 1 selected repository

@Allow public repositories

Runners can be used by public repositories. Allowing self-hosted runners on public repositories and
allowing workflows on public forks introduces a significant security risk. Learn more about self-hosted

runners.

B 4.15 — BERENHN AR

2. 1t Workflow access( LYEWiViMIMFR) T, i%#¥ Selected workflows (iZEHT.
E) I editiieEbs (Z20E 4.16):

Workflow access

Control how these runners are used by restricting them to specific workflows. Learn more about managing runner
groups.

Selected workflows v |0 selected workflows

I 4.16 — BRI TAERI I
3. WHIERE, fEHIRIOHIERES, ATDURIEABE TR (R 4.17):

Workflow access x

Enter the workflow files allowed to use this runner group:

Imonalisa/octocat/.github/workflows/cd.yaml@main,
monalisa/octocat/.github/workflows/build.yaml@v2

References are mandatory: branches, tags, and SHAs are allowed.

Learn more about managing access to runner groups D
4.17 — BRI TAERRRA T R 5T

TAERE R TR AR R —ANER0Y git sIHREEE, Zs5IHTRLRS 2. b
%y SHA 1H,




4., JRHOIEHE, 1 EBE I AL workflows (FT LIERRE ), ARG it Create group(fillg
), BEN] PARIZH I BEEIB1T89M GltHub FE%i2178%, sidi New self-hosted
runner (¥HrEtBEEIB1T)(WE 4.18)

Workflow access

Control how these runners are used by restricting them to specific workflows. Learn more about managing runner
groups.

All workflows ~

Q Search runners New runner |~

) New GitHub-hosted runner
Pay-as-you-go, customizable, secure, scaled &
There are no runn anaged by GitHub

Learn more about using runners to

New self-hosted runner

Bring your own infrastructure

4.18 — MiafTaIINHILEIBITH

5. WIER, WIaiTasiNiEiES 8 E BB B Tasic /7 h BN TEREAH R, nf DU 78 55
RUNNER_URL A FH 2 aaattA ik :

docker run -d --rm -e RUNNER_NAME=Runner_Group \
-e TOKEN={TOKEN} \
-e RUNNER_URL=https://github.com/{org} \

simple-ubuntu-runner

vV V V &

RERAERNA P OIRIaITa ! FTaT8 PR s fReTErHd (WK 4.19):

Runners / Runner_18824052687 Remove

Configuration:  Linux arm64

Runner group: Default ~

Labels

Labels are values used with the runs—on: key in your workflow's YAML to send jobs to specific runners. To copy a
label, click on it. Learn more about labels.

self-hosted Linux ARM64 | §3

B 4.19 - Rafrasricaniafiasdd

THIER, BT HBE R, N T EREI P EEREBITRI S 1, B
SRULBHRIEMNA, XAERHRE:

$ ./config.sh --url $org_or_enterprise_url --token $token --runnergroup rg-runnergroup

XFAHGREEFIATT AT B RR B, i2fTasdle — D EZENYIRE, XA RETR A,
PTRERZWR, £ T —mbilh, TATRERISTTERACREINE R GitHub EEIa1T4.



4.6. GitHub FEBNI21TES

EAR BTG — AP, BATHSEIZITadlh A — A B PR AN AT GitHub 6%
BI85,
4.6.1 Getting ready

FTEALRT— NPT PP QU8 AL F B BRI i R U |

4.6.2 How to do it---

1. fEREIERIETTEsdH, i New runner | New GitHub-hosted runner(Hidizaf7y
| Wi GitHub FE%IZ178%) (WK 4.20):

Workflow access

Control how these runners are used by restricting them to specific workflows. Learn more about ing runner groups.

All workflows ~

Q Search runners New runner ~

) New GitHub-hosted runner
Pay-as-you-go, customizable, secure, scaled &
Runner_18824052687  self-hosted | | Linux | ARM64 managed by GitHub

New self-hosted runner
Bring your own infrastructure

B 4.20 — QI@HN GltHub fEEIBITH

2. @B iR B, HIRBHE 1 ?'J 100 Pffizib, FHRBEESKRT YR (A-Z) M
NP (a-z). BT (0-9), R VTS (=) MIRXIZR (2). 1&5‘%4/\ af7an
BB (Ubuntu B Windows) &ﬁﬁﬁ‘ﬁ@ﬁﬁﬂi (WE 4.21):

Runners [ Create GitHub-hosted runner

Name

My-large-runner v
Runner image

® @ Ubuntu @] =- Windows Server

Ubuntu version
GitHub images are kept up to date and secure, containing all the tools you need to get started building and testing
your applications. Learn more about images.

“"Latest" tag matches with standard GitHub-hosted runners latest tag for the images. Learn more about latest tags.

Latest (22.04)

B 4.21 — ECEISTTHRIIBHRMEER

3. EFATERIN (WE 4.22), BRRIIBITHRIHES:



Runner size

8-cores - 32 GB RAM - 300 GB SSD v

4-cores
16 GB RAM - 150 GB SSD

+ 8-cores
32 GB RAM - 300 GB SSD

16-cores
64 GB RAM - 600 GB SSD

32-cores
128 GB RAM - 1200 GB SSD

64-cores
256 GB RAM - 2040 GB SSD

B 4.22 — JyiiafTasidae s

. ATDARRMIERRIFE AL, SRR 500, FFHORBABKIME 50, JRHMEERIRE
GRS Tad (WE 4.23):

Auto-scaling

Limits the number of jobs that can run at the same time.

Maximum Job Concurrency

50

Runner groups
The runner group will determine which organizations and repositories can use the runner. Learn more about runner
groups.

My Group ~

Kl 4.23 — BEEMIF LMz THA

. A PiE i Kﬁ%ﬁﬁj\ﬁﬂﬂ/\ﬂ’ﬁﬂﬂﬁﬁ, SIS IP HMEYEREDRIS MR E (WE 4.24),
AT AR PASE RIS 1 -

Networking

Assign unique & static public IP address ranges for this runner
All instances of this GitHub-hosted runner will be assigned a static IP from ranges unique to this runner. Learn
more about networking for runners.

You have used 0 out of 10 runners available for static public IP assignment on your account.

4.24 — NizfTéeia Mg kE 2

CHER, SONVHRELENE, HiafTaaliaiids, sinl UGS S ERI IP JEE, NX
BIDRBESIBITERI AR (WE 4.25), BIE, RIPAUFHRTEE RIIa1T 88 LT TR
g



Runners | O My-large-runner Remove runner  Edit

Runner group: My Group Image: Ubuntu Latest (22.04)
Size: 8-cores - 32 GB RAM - 300 GB SSD I Public IP ranges: 4.255.72.16/29 and 20.109.137.24/29 |

All jobs usage 0/50 Labels

Labels are values used with the runs-on: key
in your workflow's YAML to send jobs to
specific runners. To copy a label, click on it.
Learn more about labels.

B 4.25 — HAMZSREENREIZTH

@ linux-x64 @ unavailable

4.6.3 How it works:---

GitHub FHRBtERIIaTTHR, WA —IESKNAt IP JGH, WER, BN %2
178%; WERAMEM, GltHub fE—BNRIG KM, LR AR VFIZT A i ARG, Tof ALy
I8



% 5 = {BifH GitHub Actions 7 GitHub
W B 355

fEARTE R, FAVGES TRUER GitHub Issues j@id GitHub Actions H#hk
GitHub wH WATSS, IXEHEFRN Issuelps, Az, KAIE—-NMERNIRIA R, TS
B, XNT AP RGEEE R, HIZRRTTRENZRE BIENANIAEE, HAH S ERG
(e smALEMBIR) 2 EENEE,

FENEA:

o I issue Hikg

o f#if] GitHub CLI M GITHUB_TOKEN ifi]¥sik

o fEFH RS T A LIS 25

o [EHN TIERAE SH5E

5.1. FPEER

AR T IRFTA NS, FHE—A GiltHub 44, A[DIfE GitHub ERAZRAIE—4, #
FERIEAAN IR —HTAEREPEMEE, HAKFEES R, ITBME Visual Studio Code
BRI AR an s LA

5.2. A issue Bk

AR, REAIE AR EARIER, DUGRICAY e LI IssueOps TAEFHHIHFHIA

5.2.1 Getting ready

BATKER 1ssue Etr@FMEIET LA MEHENES, nfAAREIFE Visual Studio
Code T, thnl PAZENIVERFPSERILER 7. T DAFRIBERE IR (https://github.com/w
ulfland/GitHubActionsCookbook) HEfT#E{E,

5.2.2 How to do it--

1. TEEDAI#E—A4%N.github/ISSUE_TEMPLATE/repo_request.yml Mzffh, HESZ
/& YAML B¢ Markdown Xff, GitHub ¥i=HZWIE.github/ISSUE_TEMPLATE S(ff
TSR issue BibR,

2. NEARESINAA PRI -

name: ’'[E Repository Request’
description: 'Request a new repository.’



https://github.com/wulfland/GitHubActionsCookbook
https://github.com/wulfland/GitHubActionsCookbook

3. (E A ERIME PR ]S bt -

[ title: ’'[E Repository Request: ’

4. R AR BRE R 5 A

labels:
- 'repo-request'

- 'issue-ops'

TR, RERSEBPAET R, RAAH, HEEEN (f#H gh label list 7T

K ) :

$ gh label create repo-request

$ gh label create issue-ops

& A] DASR IR IR AR 1T S

$ gh label create repo-request \
> -c=#D541D0 \

> -d="Request a new repository"

5. FFRESRG M REA PRI, NHME GitHub P AHIAT:

assignees:
- wulfland

6. FJDAHZERRIES RS —A GitHub WiH, &M {owner}/{project id},

projects: 'wulfland/19

HHEE, QRIS TR %00 HBA S AR,
WERBAIH, HAEHH, SaiG EAR + B, R)51%EEE New project(Hid
i) (WE 5.1),

. |+l n & 8 P

© sponsc ] New repository

£+ Import repository

<> New gist

Sort ~
New organization

[ New project &




7.

8.

K 5.1 — Qe

EBE—ADIEHBRBM LI E, ST — AN RARNEBEERNE, &0 DLEEN—/ MR8
i Board(HMr) His (WHE 5.2),

Create project

Project templates

l Featured

Start from scratch

Table
Board &
Roadmap
B 5.2 — EEEEMREM LIS
J3 Wi H @ 44 — 5 W, Repository Requests, A J5 s ifi Create
project(fll & Wi H), M Wi H B URL ok B I H ID:

https://github.com/users/{owner}/projects/{id}
TERMIEH, A BUE AR B, B, MiERIEZIRGIN— A B SO AKE, A
DA B b, FFEIME AR, BRIAMAEER S AT :

body:
- type: input
id: name
attributes:
label: 'Name'
description: 'Name of the repository in lower-case and
kebab casing.'
placeholder: 'your-name-kebab'
validations:

required: true

HH, AR XIS, F TR A LE, BRI— MR SR, iz
BT BIERT

- type: dropdown

id: department



attributes:
label: 'Department'
description: 'Pick your department. It will be used as a prefix for the repository
— name.'
multiple: false
options:
- depl
- dep2
default: O

validations:

required: true

9. RerHHRZEEIE,
10. 7£ Issues | New issue T, RJPUEFEBIUIFT; Get started( W& 5.3),

— wulfland / °
= GitHubActionsCookbook Qe)e 9

<> Code () Issues 2 11 Pullrequests () Actions

. Repository Request
P y q, Get started
Request a new repository -
Don't see your issue here? Open a blank issue.

Edit templates

Kl 5.3 — {HHBEHRAIE issue
b, WHMZ2EON R E B8 E, BANBETE, FHE TIEFNEIME (WE 5.4),

Issue: ", Repository Request

Assignees e
S = 3 5 9 wulfland
Request a new repository. If this doesn't look right, choose a different type.
a Add a title Labels e
. icsue-ops Y repo-request
|~ Repository Request:
Projects e
.
N Repository Requests
Name of the repository in lower-case and kebab casing
your-name-kebab Milestone @&

No milestone
Department *
Pick your department. It will be used as a prefix for the repository name.
Development

swls Shows branches and pull requests linked

to this issue.

Fields marked with an asterisk (*) are required. q ~ Helpful resources

GitHub Community Guidelines
® Remember, contributions to this repository should follow our GitHub Community Guidelines.

Kl 5.4 — fERNESEROIED {ssue
HERBIFREH issue,

5.2.3 How it works:---

@ (Issue) MIHIHUAR (Pull Request) ik, 2515 M QIR M & IR KRINAG 1)
T H n] DI S A AR, (i H 5 5 T &K (https://docs.github.com/en/communities/usi


https://docs.github.com/en/communities/using-templates-to-encourage-useful-issuesand-pull-requests/syntax-for-issue-forms

ng-templates-to-encourage-useful-issuesand-pull-requests/syntax-for-issue-forms),
Bt AT EURAE Markdown, {HGEIE B8 A EHT B SOBIAR, AT PAEIEE & 2 AR TR
(40 Markdown, SCARIXIK, FAME, FHERHREENE), ol DIESINKUEI R EBIME, X
GitHub BN RIETL, S0 https://docs.github.com/en/communities/using-tem
plates-toencourage-useful-issues-and-pull-requests/syntax-for-githubs-formschema,
HERAE, BIRRPL Markdown A8sXAVINE] AR AHUE R IIE S, BARAER 7 B[]
AN A RIS, ZJm, g2 Markdown T,

5.2.4 There’ s more:-:

GitHub & 7E @l & ) J I 5 7R . github/ISSUE_TEMPLATE X IATE A RN
Markdown B YAML ZFRHfit, (HEER] CARCE AN ERERISME RS, I ] DANC B2 & T
23 E ()@ e Pk EE iR (IE2HE 5.5),

3 & Bug report
g1ep Get started
Create a report to help us improve
Custom Issue Form
g . Get started
A custom form with different fields
2 Feature request
. oq Get started
Suggest an idea for this project
Report a security vulnerabili
P > v 3 ity Report a vulnerability
Report a security vulnerability.
Discussions
= o 7 Open
Please use discussions for issues that are not a bug, enhancement or feature request
Don't see your issue here? Open a blank issue. Edit templates

K 5.5 — BCERHuUERERRRR

FERCEBNRGEREE, WE% config.yml CHFEHMEI. github/ISSUE_TEMPLATE (f#
R, ¥ blank_issues_enabled ¥EN true 3 false, FFIGHASMIHER A INF
contact_links ¥4i+:

blank_issues_enabled: false
contact_l1inks:
- name: $#8 Discussions
url: https://github.com/wulfland/AccelerateDevOps/discussions/new
about: Please use discussions for issues that are not a bug, enhancement or feature
request.

HEZHAMEE, HSEE XY https://docs.github.com/en/communities/usingtempla
tes-to-encourage-useful-issues-and-pull-requests/configuringissue-templates-for-

your-repository

5.3. il GitHub CLI A1 GITHUB_TOKEN ¥iim3%iR
TEAREIH, AT R E—F i miE, e TAERP MR GitHub CLI S T2 H,


https://docs.github.com/en/communities/using-templates-to-encourage-useful-issuesand-pull-requests/syntax-for-issue-forms
https://docs.github.com/en/communities/using-templates-toencourage-useful-issues-and-pull-requests/syntax-for-githubs-formschema
https://docs.github.com/en/communities/using-templates-toencourage-useful-issues-and-pull-requests/syntax-for-githubs-formschema
https://docs.github.com/en/communities/usingtemplates-to-encourage-useful-issues-and-pull-requests/configuringissue-templates-for-your-repository
https://docs.github.com/en/communities/usingtemplates-to-encourage-useful-issues-and-pull-requests/configuringissue-templates-for-your-repository
https://docs.github.com/en/communities/usingtemplates-to-encourage-useful-issues-and-pull-requests/configuringissue-templates-for-your-repository

5.3.1 Getting ready

T SRR, wTPAE Visual Studio Code wheilE TfER, thn] AEFELE
GitHub aiE,

5.3.2 How to do it---

1. B & — A8 B T8 RS2 . github/workflows/issue-ops.yml, FH ¥ Ha &N
issue-ops:

# Issue ops

name: issue-ops

2. NIAERMEH issues fillkas. WHER, BIEAMH created 3k edited HHfF, i
AT labeled Hfh, X ARFH P LEMBSGHE RIS EHFRIC RS-

on:
issues:

types: [labeled]

3. #—A issue-ops fRlk:

jobs:

issue-ops:

BAVRBERFE RS AR B IT R L, FRrfELEs g R4

if: ${{ github.event.label.name == 'repo-request' }}

AN IMERGHTY Ubuntu #if% BigfT:

runs-on: ubuntu-latest

4. BHFBHETRE, TAERTENMEEAT AR, 260 GitHub CLI, BEHREXMNMNAE
HARBUR :

permissions:

issues: write

contents: read

5. ik aE — AN BRAIEATDLE B /E N RSO E N EER R
zentered/issue-forms-body-parser HHAE—A id @M, PUEMG R
H:



steps:
- name: Issue Forms Body Parser
id: parse

uses: zentered/issue-forms-body-parser@v2.0.0

6. IR, BMEWA, %E 1d UEELESViHE, % GH_TOKEN ML RILEN
GITHUB_TOKEN, AR H CLI HT5SREHITAH.:

- name: Repository Request Validation
id: repo-request
env:
GH_TOKEN: ${{ github.token }}

run: |

7. ENSE—4%, #H jq MBS parse ID WP ERHLhiEE name Ml department
HME, FSenEiEEZ Ry, /£ JavaScript #, [PLEBIRINS, B bash A
b, AEER jq:

repo_name=$(echo '${{ steps.parse.outputs.data }}' | jgq -r '.name.text')

repo_dept=$(echo '${{ steps.parse.outputs.data }}' | jg -r '.department.text')

RN RS REAIR (BB, ARI2AESE) HEkkK:

repo_full_name=$repo_dept-$repo_name

TR E M, PAELE DU RS SR Bl -

echo "REPO_NAME=$repo_full_name" >> "$GITHUB_OUTPUT"

8. I M B0 UE B I LR VR NP A, DL R A P e B AR
https://github.com/wulfland/GitHubActionsCookbook/blob/main/.github/workfl
ows/issue-ops.yml,

B, RERAHEMBHAM, KAHSEMERER: E, BERLAENMENR,
SR JE R SR UE A HH S AR

mention="@${{ github.event.issue.user.login }}: "
message="Requested repository '$repo_full_name' will be sent for approval."

exitcode=0

&K, B— g, BIAFRAGE A

# shall not be empty
if [ -z $repo_full_name ]; then
message="Repository name is empty.";

exitcode=1;


https://github.com/wulfland/GitHubActionsCookbook/blob/main/.github/workflows/issue-ops.yml
https://github.com/wulfland/GitHubActionsCookbook/blob/main/.github/workflows/issue-ops.yml

10.

11.

12.

fi;

SR, BM—ANRIERN], BB AR RRNE R (WRERREMER kebab
casing(kitiizk) mfik):

# shall be alphanumeric and minus only

if [[ "$repo_full_name" =~ ["\-a-zA-Z0-9] ]]; then
message="Repository name shall be alphanumeric and minus only.";
exitcode=1;

fi;

- QSREGUERI, TR BRARSS, I i AP B A D R AR -

if [ $exitcode -ne 0 ]; then
gh issue edit ${{ github.event.issue.number }} \
--remove-label repo-request
message=$message" Please fix the issue and try again by applying the label
— 'repo-request' again to the issue.";
fi;

BJa, FEME MFRTHE, FAERUERBIE/EAL R :

gh issue comment ${{ github.event.issue.number }} \
-b ,$mention $message"

exit $exitcode

¢ REPO_NAME #ith i E NS B B, BATRAE T — Rl rP e R a4

outputs:

REPO_NAME: ${{ steps.repo-request.outputs.REPO_NAME }}

BUTE, (ERIFRBABR O — N, B — A EAFR (BI4n my_repo), BERE
goferr AR (HSRE 5.6).

[ github-actions bot removed the label 1 minute ago

@ github-actions ' bot commented 1 minute ago

@waulfland: Repository name shall be alphanumeric and minus only.
Please fix the issue and try again by applying the label 'repo-request'
again to the issue.

®)

B 5.6 — TAERS PSRN H

1B AF (BIANE my-repo), SIGHUCE repo-request FR¥RLMEINIE L,



5.3.3 How it works:---

KT R FH T AR,
TAEFABRA GITHUB_TOKEN

A TAERELIFER, GltHub £ AZNAIE—/NHE—/) GITHUB_TOKEN, JDIfE e+
ek S GltHub MATZRHE, tn] DA MM TArER VLI T B E,

AR NIKFY,  DARZH R PR C B ER AR —BRIA 2 H AR, A SR PR SR,
FHAE TAER B2 7 B 2R

GITHUB_TOKEN HYAXRRA]DARCE NTRZERE, PAN AT TAEmHRIrA Rk, el AR el
WP ELE, MR T permissions R, Bk H GITHUB_TOKEN MIFiA #fE
MigfTa%, 2RISR,

PN HPTEE, e PUELA PR Z —: read(#2), write(%E) X none(Jt),

SOOI LU PP — M T VIR, WA RIEERTEER B30 EN none!

AT PA— IR E TR, PAR B BRI A AR 152 B sk

permissions: read-all

DA R T AR e S A Vi AR :

permissions: write-all

R —MRETEEREN none:

permissions: {}

FEBATHRBI, BATHRZXN PREETE AR, JFH CLI TR AR R AR -

permissions:

issues: write

contents: read

i HAABRRE B 312 B none,
£X GITHUB_TOKEN FLAEHAMRRAIEZ(EE, W2 M https://docs.github.com/en/a

ctions/using-jobs/assigning-permissionsto-jobs,

BB
£ 3 B, N8 THRESUFRTATR, BITHEARBPERENPRIRE, ek
HEERIRHE, I8 S EEREAT RV IR A AT SRR,
REFENT AR A TTAIRME, AIRBIERATV R issue BUREIER issue 1EX
M d SRyjAIfH


https://docs.github.com/en/actions/using-jobs/assigning-permissionsto-jobs
https://docs.github.com/en/actions/using-jobs/assigning-permissionsto-jobs

steps:
- name: Issue Forms Body Parser
id: parse

uses: zentered/issue-forms-body-parser@v2.0.0

f£ JavaScript (Bl GitHub Script #{E) W, RILAE#EVIM JSON Xf%:

console.log(data.name.text);

console.log(data.department.text) ;

f£ bash W, FEEGLE JavaScript HWRHEELfZViM JSON @it HEMEH— a7
JSON AbBEids: (BN jq), KfEHT JSON A5 HIFih il Hm i

repo_name=$(echo '${{ steps.parse.outputs.data }}' | jq -r '.name.text')

f#f GitHub CLI X issue BETIFIL

1e58 3 s ffif octokit M1 REST API XfRIEEMHAT 7T, 7EARMBIH, FRAUEH
GitHub CLI SRS2RUX /MR,

ATk CLI TAE, RAEERHRAE, EAHE T/ERPEPR GH_TOKEN B &k
BN TAERA R

env:
GH_TOKEN: ${{ github.token }}

M CLI REF—un] DHEPFEP R @ M ER 2R

mention="@${{ github.event.issue.user.login }}: "

message="Requested repository '$repo_full_name' will be sent for approval."

gh issue comment ${{ github.event.issue.number }} \

-b "$mention $message"

5.4. fERSSETHHARE

FEARBI,  BRATTRE 8 R RS AT R AE BURR A Z RiRE AL, R 68— GitHub App
AT B OYISIE, RO  GEhE R AL S WEEP, JF HABEREM GITHUB_TOKEN, FiflA
RDHEM—4 GitHub App BREAIEMTEEIK N AVIMIZM (PAT),

5.4.1 Getting ready
RS TSR RRATTR R, FEARSELE Rl — AN TR



5.4.2 How to do it--

1. fE/EH, # AN Settings(i%®) - Environments(¥f3%), AJ5di New
environment (HiAE),

2. BHBiami& N repo-creation, #AJGriidi Configure environment (Mt EIEE ),

3. B¥ECHNMN Required reviewer(XFHHE ), HHARFEHRSOIIAN (i5S
BB 5.7),

Environments [/ Configure repo-creation

Deployment protection rules
Configure reviewers, timers, and custom rules that must pass before deployments to this

environment can proceed

Required reviewers

Specify people or teams that may approve workflow runs when they access this environment.
Add up to 5 more reviewers
Search for people or teams...
3 wulfland x
[J Prevent self-review

Reguire a different approver than the user who triggered the workflow run

[] Wait timer
Set an amount of time to wait before allowing deployments to proceed

Enable custom rules with GitHub Apps ( Beta )
Learn about existing apps or create your own protection rules so you can deploy with confidence

D Allow administrators to bypass configured protection rules

B 5.7 — BCEREET RN

4. #iidi Save protection rules({RFFFHN] ),

5. TR0 —NNH (App) R TEHMHEIE, RENEHAL (organization) XK
ARG, Ha] AEEHZERAN ANIKF, §ifE https://github.com/settings/apps, A5
riidi New GitHub App(#rd GitHub WH ).

6. MHIEE 1% (Hla, {your username}-repo-creation), 3% Homepage
URL(F0T URL) BENARAER URL,

7. 1€ Repository permissions(ERFR) &7y, RHEREDL R :

o Administration(%®&#l): Read and write(iF)
e Contents(N%): Read and write(iz%)
e Issues(i@i): Read and write(i5H)
1 Organization permissions(ZHZUR) #Bsr, HEFE:
e Administration(®&®M): Read and write(i#%H)
8. miii Save(f#fF) MH. fEHOIEMMAHTHES, i Generate a private key(’:

A ), RAPIS S H IS |,
9. MMM General(HH) EW-RHEH App ID.


https://github.com/settings/apps

10.

11.

12.

13.

14.

15.

£ GitHub LRI, % Install App(ZEEMH) FHmidi Install(%%), &
BAHAM Y, mili Install(Z23), &% ALl repositories(fFiaRARE) #HkH,
SRIG T Install( %),

IR BIRRAS ERREREE, BRIN— A% PRIVATE_KEY, F¥ 2l FENEHXHENE
W2, BAh, dim—4 APP_ID ZF R, HEMNMA ID(EZME 5.8),

Environment secrets
Secrets are encrypted environment variables. They are accessible only by GitHub Actions in the context of this
environment.

& PRIVATE_KEY Updated now VAR

@® Add secret

Environment variables
Variables are used for non-sensitive configuration data. They are accessible only by GitHub Actions in the context of
this environment. They are accessible using the vars context.

APP_ID
716623

Updated 1 minute ago Va

ch

® Add variable
5.8 — [AIPABEESINAE &AIE T

Gafl TAER L, IFRIN—A create-repo 1Rk, Z/EMARE T ZaiM/EN (needs:
issue-ops), FIHRHHIEIAZ RGNS (environment: repo-creation):

create-repo:
needs: issue-ops
runs-on: ubuntu-latest

environment: repo-creation

LM GltHub 25 MBI TR H, THIRE TARRAIRR :

permissions:
issues: write

contents: read

A DME R EA R, XS B DEA P, 1§ REPO_OWNER WENZEET
RIS, ] DR AR MR A &, % REPO_NAME BN E—/MEN
F%itH, USER F1 ISSUE_NUMBER i&B N b RXHME, PAMET5W:

env:
REPO_OWNER: ${{ vars.ORGANIZATION }}
REPO_NAME: ${{ needs.issue-ops.outputs.REPO_NAME }}
USER: ${{ github.event.issue.user.login }}
ISSUE_NUMBER: ${{ github.event.issue.number }}

BE N T B30, RIPAMER actions/create-github-app-token #fE, HE
—A~ ID DMEES5IH:



steps:
- name: Create app token

uses: actions/create-github-app-tokenQvl.6.2

id: get-workflow-token

with:
app-id: ${{ vars.APP_ID }}
private-key: ${{ secrets.PRIVATE_KEY }}
owner: ${{ vars.ORGANIZATION }}

16. GIEMRAE, IR URL RENHEHSE:

- name: Create repository

id: create-repo

env:
GH_TOKEN: ${{ steps.get-workflow-token.outputs.token }}

run: |
REPO_URL=$(gh repo create $REPO_OWNER/$REPO_NAME --private --clone)
echo "repo_url=$REPO_URL" >> "$GITHUB_OUTPUT"
echo "Repositeory '$REPO_NAME' has been successully created: $REPO_URL"

17. GRS, E(E issue BERITIR, BRIHF A ECOIE:

- name: Notify User
if: ${{ success() }}
env:
GH_TOKEN: ${{ github.token }}
REPO_URL: ${{ steps.create-repo.outputs.repo_url }}
run: |
gh issue comment $ISSUE_NUMBER \
-b "Q@$USER: Repository '$REPO_OWNER/$REPO_NAME' has been created successfully:
< $REPO_URL" \
--repo ${{ github.event.repository.full_name }}

18. WSRAAEER, s e RS R P

- name: Handle Exception
if: ${{ failure() }}
env:
GH_TOKEN: ${{ github.token }}
run: |
gh issue comment $ISSUE_NUMBER \
-b "Q$USER: Repository '$REPO_OWNER/$REPO_NAME' creation failed. Please contact the

< administrator."\

—--repo ${{ github.event.repository.full_name }}

19. $EAIFEHERTAER, 81 —4Hi Repository Request issue, nJPURPEIEAIE
WeEliEA, PAHE TR, ZTERWE 5.9 R,




Triggered via issue 1 minute ago Status Total duration Artifacts

@ wulfland labeled #5 - b3c7f63 Waiting - -
<7 wulfland requested your review to deploy to repo-creation Review deployments

issue-ops.yml|

on: issues

@ issue-ops 6s (© create-repo

repo-creation waiting for review

Deployment protection rules
Reviewers, timers, and other rules protecting deployments in this run

Event Environments Comment

wulfland

3 repo-creation
° requested review

B 5.9 — fEAMEET R LRt

20. riili Review deployments (H#%EE ), IEEIAEE, SRJ5 =i Approve and deploy (it
HEFEEE ) (IEZHE 5.10),

Review pending deployments X
requested by wulfland in issue-ops #65

repo-creation 3
Review needed from wulfland

Leave a comment:

5.10 — HEHEERERIALL

B LARRUR IR A %, JFEE I ISP P EEIE R ISR (E260E 5.11),

@ github-actions bot commented 1 minute ago

@wulfland: Requested repository 'dep2-demo-repo’ will be sent for approval.

®

@ github-actions bot commented 1 minute ago

@wulfland: Repository 'accelerate-devops/dep2-demo-repo' has been created successfully:
https://github.com/accelerate-devops/dep2-demo-repo

®

B 5.11 — AR TR RN 5 TRRA e QI R )

RAERRRGHN, PSRAER S IR,



5.4.3 How it works:---

A DR LA AR SR P, AT ORISR IR RN, DARCREAE S A

28
IS P T SR ER APT TERRAS B -

curl -L \
-X PUT \
-H "Accept: application/vnd.github+json" \
-H "Authorization: Bearer <YOUR-TOKEN>" \
-H "X-GitHub-Api-Version: 2022-11-28" \
https://api.github.com/repos/0OWNER/REPO/environments/<NAME> \
-d '{"wait_timer":30,"prevent_self review":false,"reviewers": [{"-type":"User","id":1},
— {"type":"Team","id":1}], "deployment_branch_policy":{"protected_branches":false,

< "custom_branch_policies":truel}}'

RZENGOUE, Al CMBASREIIRRERE P o St ik A, £8 TR, B A RRS I .

jobs:
deployment:

runs-on: ubuntu-latest

environment: production

A DA —/ URL, % URL 7 LAERA ER:

environment:
name: production

url: https://writeabout.net

A DAME TR QUSSP I M ERE, n] DU RIOE SR8 21— RR B A A A T
i
] DUSE IS [R] R PP BRI SR PR AP A5 -

o RHRHFE: DA R Z AN P S BME e T i B, DAL S | A TR AR
Wb, H B AR DA AR FER B ER, R — A B 5 v L BT RT 4k 452,

o SEFRFULHNER: R DAEME IR pIfR S B85 AR — BN ], IR (ARl sl ) i —
AT 0 Fl 43,200(30 K) ZRIEEEL, WIDAMGER APT £ [MINEGHE T/EH,

o WRE S XAARES: 1 FH RS 53 X ARG RR IR LE 53 S FbR % v] DAGE B 2%, FRBEEH X
B SRR IR TR JERR, A2 PRI 53 S BRI E 1 53 SRIRRA%
TEIGE B ET, A AT IMAA PR DA AT A B — 40 55 S Bn SEE THRE—lan : main 3K
release/*, HIEERES 57 ORI RINAEE SRR, v DI LERIMIE2 L 58 2 i R Rn ) —
filgn: SEFIHTTIRRDFTE & B8 2R E IR B

IMEIARE R ERNZ R, RVFER D TR AR E,
A H A SGRB RIS, IEIREAEM S A B T 2R Be. B CHRE AL



AR L2 GitHub Apps, oiFgwE H K, X115 Datadog. Honeycomb #ll ServiceNow
AR S5 RENS M kB FR AL E Bl 4t
BT RAXRHENEZEE, S0 https://docs.github.com/en/actions/deployment/

targeting-different-environments/using-environments-fordeployment,

NIE
AIDMER GitHub SRR TAERARIR Z H 15, B7E B LA RIGIRERIERS, PIREFRZ
ERANAViIRA M (PAT) 30 GitHub App. GitHub App EH#FEEMGR, RHEHSHPIXK,
TMNELE L—Eh 7T GltHub App. ZAELAERHER GitHub App HATHHIKILE,
A[PAf#H actions/create-github-app-token #ff:

steps:
- name: Create app token
uses: actions/create-github-app-token@vl.6.2
id: get-workflow-token
with:
app-id: ${{ vars.APP_ID }}
private-key: ${{ secrets.PRIVATE_KEY }}

TN ID MR, "R BT BAE Y, UG, I T ORISR BRAC R 5 1%
2N

- name: Create repository
env:

GH_TOKEN: ${{ steps.get-workflow-token.outputs.token }}

S IR E, £ TARRPEER GitHub App dEHTIH,

5.4.4 There’ s more:-:

issue B5HMHPREME )T E—TREE A B B ALIIRS A G H At /7, W DA B
YAML 8% Markdown Xff, sRiAFIMEBRG,

WA GitHub Projects Rn[#ifk issue, Xff issue FURFE T HIMLW LA M
R IR S

GitHub Projects HEH R, W LA E A REAIBIEGE KK B A RBARAE, Frbletd
WMEZ, TWEMHNE ID RIIHTE.

VAR TR Z A, 1217 PA R an k50 A T ERER B mi H 2B (FAplrh, ID =2
19, ¥ 2 wulfland):

$ gh project field-list <ID> --owner <OWNER> --format json | jq

RPN EZWEPAEFREN JSON MR, &ERXLE ID, W TIRE (Status) #
B, MEHEED ID:


https://docs.github.com/en/actions/ deployment/targeting-different-environments/using-environments-fordeployment
https://docs.github.com/en/actions/ deployment/targeting-different-environments/using-environments-fordeployment

"id": "PVTSSF_1AHOAFCCsc4AZoDtzgQZkEg",
"name": "Status",
"type": "ProjectV2SingleSelectField",

"options": [

{
"id": "f75ad846",
"name": "Request"
1,
"id": "e0baala3",
"name": "Repository Created"
1,
{
"id": "98236657",
"name": "Deleted"
}

},

KeER ID fEn R EESErh, WE 5.12 For.

Environment variables
Variables are used for non-sensitive configuration data. They are accessible only by GitHub Actions in the context of
this environment. They are accessible using the vars context.

APP_ID

Updated 2 week ]
SR pdated 2 weeks ago AR
ORGANIZATION Updated 2 weeks ago Y aliv]
accelerate-devops

PROJECT_CREATED_FIELD_ID Updstad 2 wasks ag 2 &
PVTF_IAHOAFCCsc4AZoDtzgQf-1g

:’:OJ ECT_ID Updated 2 weeks ago Z G
PROJECT JOWMER Updated 2 weeks ago Vallv]
wulfland

PROJECT_OWNER_FIELD_ID Updated 2 wasks g0 2 &
PVTF_IAHOAFCCsc4AZoDtzgQf-4E

PROJECT_REPO_CREATED_OPTION_ID Upidated 2 woeks 466 I
e05aa0a3

PROJECT_URL_FIELD_ID Uipdiatad 2 Waake age 2 &
PVTF_IAHOAFCCsc4AZoDtzgQgBa8

RPOJECT_STATUS_FIELD_ID s ated 2 wooky sdo i

PVTSSF_IAHOAFCCsc4AZoDtzgQZkEg

@ Add variable

B 5.12 — EAMAERBIH ID K5 H 5B
fELAERS, WN— NS EoFREREE R

- name: Update Project

if: ${{ success() }}




env:
GH_TOKEN: ${{ secrets.PROJECT_TOKEN }}
REPO_URL: ${{ steps.create-repo.outputs.repo_url }}
PROJECTNUMBER: ${{ vars.PROJECT_ID }}
PROJECTOWNER: ${{ vars.PROJECT_OWNER}}

B, BHERNERE ID, WAESMLTRE, WENBFWE ID HAGEENE M
i :

run: |
project_id=$(gh project list --owner "$PROJECTOWNER" --format json | jq -r '.projects[] |
— select(.number=='$PROJECTNUMBER') | .id')

BRK, IREAEE issue ID:

issue_id=$(gh project item-list $PROJECTNUMBER \
—-owner "$PROJECTOWNER" \
—-—format json \
| jg -r '.items[] \
| select(.content.number=='$ISSUE_NUMBER') | .id')

BHE, n] DMER TAER P EER E B, RIHIIRESEEN created i%EIR:

gh project item-edit \
--id $issue_id \
--field-id ${{ vars.RPOJECT_STATUS_FIELD_ID }} \
—-single-select-option-id ${{ vars.PROJECT_REPO_CREATED_OPTION_ID }} \

--project-id $project_id

KRR RRAER URL BN URL FE:

gh project item-edit \
--id $issue_id \
--field-id ${{ vars.PROJECT_URL_FIELD_ID }} \
--text $REPO_URL \
--project-id $project_id

Bem, R HIY B E D i H

gh project item-edit --id $issue_id \
—-field-id ${{ vars.PROJECT_CREATED_FIELD_ID }} \
--date $(date +%AY-%m-%d) \
--project-id $project_id

BUfE, RIBAME Projects(WiH) HHERERARAEERIIRZE (B 5.13),



® Repository Requests
(@ Repositories  ~ + New view

= Filter by keyword or by field

O Request © O Repository Created 4 O Deleted s ax
Repository requested Repository successfully created Repository deleted
@ GittubActionsCookbook #8 E © GitHubActionsCookbook #17 9 © GitHubActionsCookbook #3 2
; Repository Request: with-project-repo " Repository Request: demo-repo . Repository Request: test-repo
(© GitHubActionsCookbook #9 9 it = o) # 9
" Repository Request: another-one . Repository Request: Invalid test
Liccuo-ons Y repo-roauest © StiutactionsCookbook 119 ! o
~ Repository Request: demo-repo
© GitHubActionsCookbook #10 ? Dec 22,2023 wulfiand  ((ZERTSD © GitHubActionsCookbook #5 2
~ Roposiory Request: next ~ Repository Request: my-repository
@m https://github.com/accelerate-devops/dep2-de... @
© GitHubActionsCookbook #11 9 © GitHubActionsCookbook #20 2 © GitHubActionsCookbook #6 9
"~ Repository Request: next2  Repository Request: new-repo ~ Repository Request: second-repo
=D CEETD Deczz 2023 wutrs GERTDD =D =D
https://github.com/accelerate-devops/depl-ne...
(© GitHubActionsCookbook #12 ? peilfo Vi pefdept © GithubActionsCookbook #7 2
- Repository Request: next ° 2 - Repository Request: my-repo-test
D D AT ! cm=»
7 Repository Request: lala
Sl
~ Repository Request: next2
https://github.com/accelerate-devops/dep2-lala
© GithubActionsCookbook #14 2
. Repository Request: api
Liccue-on: ]
+ Add item + Additem + Add item

B 5.13 — f£ GitHub Projects WEE IssueOps HIIRE

JeE R T DR RN R g R A BB R (E2ME 5.14),

2 wulfland commented 2 minutes ago -

cdited = Owner = *** Assignees ]
& wulfland

Name

new-repo Labels &
Liosve-o:

Department

dep1 Projects @

@ E Repository Requests ~

Status: Repository Created ~  +3 more

CreatedOn

© 9 wulfand soded QTSN @D oo'5 | puczs, 2026

2 minutes ago
Owner

wulfland
R @ wulfland self-assigned this 2 minutes ago

URL

https://github.com/accelerate-
A @ wulfland added this to Repository Requests

2 minutes ago

devops/dep1-new-repo

Kl 5.14 — GitHub Projects KH7E GitHub Issues

GitHub Projects AEWIEAMREIMIBIRE, HEH GraphQL API X CLI HIMLEIT

5.5. AfEAT/ERNE SEE

WMEIFUEMER IssueOps HATHZNME, TAEMSMIRBH[IEEELR, RESTEELAGE L
ERRRM Uf B, 7 RERX LRI RE T gedr i, nf DUEHA S Ean] EH TIER, 7
{XR] A HIIRE, &) PAKRE S 2R A S0 g o sE/NER 0

BINEKEZFNETHAA THERE, ERXAN G, K H— A vTEH TEREN
IssueOps fRIIT EIMMIBRIIRE,



5.5.1 Getting ready
TR TS A RT3 1

5.5.2 How to do it--

1. BIE—AHH delete-repo.yml TAEH L,
2. TEMflERs, BAMER workflow_call filikds. XRAZ TR 2T HA TR, X
TAERFTTRIIEIA

on:
workflow_call:
inputs:
REPO_NAME:
description: 'Repository name'
required: true
type: string
ISSUE_USER:
description: 'User who created the issue'
required: true
type: string
ISSUE_NUMBER:
description: 'Issue number'
required: true

type: number

3. AJEMH TERBE — NS RN TER, ATAAE— DN MEN, XE/ELR S — DR
Bk

jobs:
delete:
runs-on: ubuntu-latest

environment: repo-cleanup

steps:

A PARIEE—ANH I EREE T IHIBRARAS %, FHE PRIVATE_KEY. APP_ID, ORGANIZATION.
PROJECT_OWNER #1 REPO_OWNER, 5k, AT ik, nJDAEH repo-creation ¥
=8

4. MBS AT B ek, SRIGTRNIAE issue-ops LAERHATIIHREE :

- name: Create app token
uses: actions/create-github-app-token@vl.6.2
id: get-workflow-token
with:
app-id: ${{ vars.APP_ID }}




private-key: ${{ secrets.PRIVATE_KEY }}
owner: ${{ vars.ORGANIZATION }}

5. K, MERTRALH LR ERRR A E :

- name: Delete repository

id: delete-repo

env:
GH_TOKEN: ${{ steps.get-workflow-token.outputs.token }}
REPO_NAME: ${{ inputs.REPO_NAME }}
REPO_OWNER: ${{ vars.REPO_OWNER }}

run: |
gh repo delete $REPO_OWNER/$REPO_NAME --yes
echo "Repository '$REPO_NAME' has been successfully deleted."

6. JEHIHFFLHE issue:

- name: Notify User
if: ${{ success() }}
env:
GH_TOKEN: ${{ github.token }}
ISSUE_NUMBER: ${{ inputs.ISSUE_NUMBER }}
ISSUE_USER: ${{ inputs.ISSUE_USER }}
REPO_NAME: ${{ inputs.REPO_NAME }}
REPO_OWNER: ${{ vars.REPO_OWNER }}
run: |
gh issue comment $ISSUE_NUMBER \
-b "@$ISSUE_USER: Repository '$REPO_OWNER/$REPO_NAME' has been deleted
— successfully." \
—--repo ${{ github.event.repository.full_name }}
gh issue close $ISSUE_NUMBER \

—--repo ${{ github.event.repository.full_name 1}}

7. WERRM, WA

- name: Handle Exception
if: ${{ failure() }}
env:
GH_TOKEN: ${{ github.token }}
ISSUE_NUMBER: ${{ inputs.ISSUE_NUMBER }}
ISSUE_USER: ${{ inputs.ISSUE_USER }}
run: |
gh issue comment $ISSUE_NUMBER \
-b "@$ISSUE_USER: Repository '$REPO_OWNER/$REPO_NAME' deletion failed. Please
— contact the administrator." \

—--repo ${{ github.event.repository.full_name }}

8. EHANXALIER, GId—1 %M handle-issue.yml Wi LAER XM, FATIEEIBITIE



PR YRS L, I e RS S AR -

name: Handle Issue
on:
issues:
types: [labeled]
permissions:
contents: read

issues: write

9. NTfEHE, BATEM— AL, ZEWEHEANE (ssue-ops TAERHEERIAIH

10.

W2 (£ EmELR AT ERERIR)

jobs:
parse-issue:
runs-on: ubuntu-latest
outputs:
REPO_NAME: ${{ steps.repo-request.outputs.REPO_NAME }}
steps:
- name: Issue Forms Body Parser
id: parse
uses: zentered/issue-forms-body-parser@v2.0.0
- name: Repository Request Validation

id: repo-request

env:
GH_TOKEN: ${{ github.token }}
run: |
repo_name=$(echo '${{ steps.parse.outputs.data }}' | jg -r '.name.text')

repo_dept=$(echo '${{ steps.parse.outputs.data }}' | jgq -r '.department.text')
repo_full_name=$repo_dept-$repo_name

echo "REPO_NAME=$repo_full_name" >> "$GITHUB_OUTPUT"

RIa, BI— AR —A TR SRR, SRS delete-repo B, H5%
P pAT IS, fEH with o EEAPRIEA S

repo-deletion:

name: "Delete a repository"

if: github.event.label.name == 'delete-repo'

uses: ./.github/workflows/delete-repo.yml

with:
REPO_NAME: ${{ needs.parse-issue.outputs.REPO_NAME }}
ISSUE_USER: ${{ github.event.issue.user.login }}
ISSUE_NUMBER: ${{ github.event.issue.number }}
needs: parse-issue

with:
REPO_NAME: ${{ needs.parse-issue.outputs.REPO_NAME }}
ISSUE_USER: ${{ github.event.issue.user.login }}




ISSUE_NUMBER: ${{ github.event.issue.number }}

secrets: inherit

i/l secrets: inherit, RIDAARVFIRIRTAERPRIAEET, mixHRelemise
NEHS,

11. HRBFFHERIERISE, F71% delete-issue FR¥EN TR RN R QIR I, HEifls
&, PERER,
TEER, ATEA TR PR AT iR AR TR LR, DU ENER 8
i (EZMHE 5.15),

¢ Handle Issue

@ . Repository Request: e2e-test #9

| (@) Summar y
e aiss eago  Status  Totalduration  Artifacts
ok 2 wulfland labeled #21 -o- 29fasbb Success a7s
@ parse-issue
@ Delete arepository  ~ z
handle-issue.yml|

© delete on: issues
Run details
@ Usage @ parse-issue 2s @ Delete a repository [ delete 105

< Workflow file

K 5.15 — RIEATAERPRRE L

Bear, EMBRERIIPFEZ G, =K issue,

5.5.3 How it works:---

nJE ARSI E A TR, A AR LRI R S R sEatE s X, H
7 A — L2 R :

o EZAILAERE 4 BRERN TR,
o BATARR P2l DU 20 AalEH TR, SRMUREHE THERATEiIRE L
TR

o EAME TR T env BRSO XA RA AL SE I TR,

o [FRERD, fEROMA CAERPE XN env PR RWICIEIE M E TR VIT.,

FE2AN TR EAZR, EEHR FEsMESGIRE e, JF#EH vars EMGIE
il

B WA X EH TERNEZEE, ES6H: https://docs.github.com/en/actions/usi
ng-workflows/reusing-workflows,

TR, WAEMBRIRA G E#H0H 7B, GltHub Projects WSZRFnlHIF1ERIEILHA]
o B 7 B R

RBRSHBWHEDE Workflows(fEdk), i Item closed(BiHKIA), HIIRETZE
HEBRENIRE (E2HE 5.16).


https://docs.github.com/en/actions/using-workflows/reusing-workflows
https://docs.github.com/en/actions/using-workflows/reusing-workflows

< Workflows [+ E

Workfl
Item closed

Default warkflows = Archived items

® Item added to project @ Settings

& Viewing mode. Click edit to make ch
¢ (& Make a copy
® [tem reopened

GitHub Projects

@ (tem closed (@ When an item is closed

%7 What's new

O Code changes requested (3 Give feedback
issue, pull request ~

O Code review approved 3 [ GitHub Docs
@ Pull request merged

O Auto-archive items Z Setvalue

O Auto-add to project

Bl 5.16 — f£ GitHub Projects Wit E/EL

LR AIN, XK REIRSERNNRGIFAsIZEN Deleted(TMER),

5.5.4 There’ s more:-:

SR, BRAZ—MER. BELRRPRATR, RERERIRTTSEY RSNy :

i NN R |

o T HIBMER

o MRRASJE B B AL A B

o NARRIRGTFRBR A FRIR R

{ELRE (S8 P B R DA B DR AR T

MHREEM SRR R, RO ER e & — el A LA, PR HaSE
handle-issue LA, FAFEHRHIIT FORE, DUISAIRERMRS D RNE 2, FINHE
P ELBREIRRTT 5



# 6 ¥ WEHRIENN

fEARESD HABaEH GltHub Actions RAEMIGIEH. RUEREGERKHIHEK,
DARPRFF OB H7, IR e an 2 it fanttt, DU A7 R OLAL TAERIETT,
FERAESA:

o RIS

o fEREFER A RIS

o AP A SAEAINAS R TEIE R
* il CodeQL #ERZ 2N

B A I A A L

WAL

A RAE TR PFPIRHE B (SBOM)
TAE AP E R

6.1. IPEER

NFARE, BEREFRAK NodelS fl Visual Studio Code, tHu[PAfEH GitHub
Codespaces,

6.2. HWEMMRAREG

TERBlh, O — MRS (CT) RoK, ZRKEEMEIEAR, JFEREh
BOERBUE, BRSO A — X R — N EH A 8 JavaScript ©
AL

6.2.1 Getting ready

BIN N WTF R —SF0ER npm 42, BMEARZAZE JavaScript, WgftamE,
Al AEFEE %)% https://github.com/wulfland/package-recipes

1. AEE—A%N package-recipe HIHiE, i .gitignore X##f1 README (#F#ith
fk, Fi%FE Node fEM.gitignore SZFRIRIAR,

2. B RERIANM, sfEH Codespaces fIFFE.

3. iBfTPA a2

$ npm init

TR A FROPORRME, W% FRN @<github-user-name>/packagerecipe, FHMi#Ay
VIR DL ARG :


https://github.com/wulfland/package-recipe

jest && make-coverage-badge

Jest RIATE RIS R BINIAHESE, M make-coverage-badge KA THiERI
B—AMEE, JHHEEmME] README SefFHh,

A] DR H AR R PR OR B D BRI,

. SEE, BITRA a2

$ npm install

o AR

$ npm install --save-dev jest

$ npm install --save-dev make-coverage-badge

CAEIOR, RO, QI#E I src/index. js XFFFEIMEL FT:

module.exports = function greet () {
return 'Hello world!'

}

HANEERE— R, H2RR Hello world!,
. BWI—ANHE __tests__/index.test.js XfF (TEEMNFRIZ). GIMELRMERA

describe('index.js', () => {

U
Vv
~

it('greet function returns Hello world!', ()
const greet = require('../src/index')
expect (greet()) .toBe('Hello world!')
B
1))

XHRE-AMRBEIER, HTHRE index.js REEFWIIKXAT ANZHE,
. ¥19F package.json X, FHHMPAT Jest MIACHE:

"jest": {
"verbose": true,
"coverageReporters": [

" json-summary",

L
"text" s
{
"file": "coverage.txt",
"path": "./coverage"
}
] 2
Illcovll




"collectCoverage": true,
"collectCoverageFrom": [
"./src/**"
1
1,

IXAFEIN 2 AR A 2 5 4
9. PATIIA:

$ npm run test

MR —VNEEIER, XEPT—DMIKIFE coverage XK EH AR, EXTE
coverage/badge.svg AR —MEE,

10. $#23f, el %z GitHub,

11. fefErh, #3) Settings(%HE) I MESF Pull Requests(HiHLIARK ), fi#& Allow
auto-merge( R HZFIEFH) 1 Automatically delete head branches( EHzhfiER
L5 )o

6.2.2 How to do it---

BE, E8lST T —1MEE, BIMSHT R —Mmb, FEEm CI TIER:

1. BIE—H_github/workflows/ci.yml Xf,
B TR AN CI, FHAERRPIEUE RN fif % ARHEE L, RN, 7ERRHEIEE] main 77
XAz, DAREE—ANR] DUR AR TR A «

name: CI

on:
pull_request:
push:
branches:

- main

2. WIM— Mgk, ZEWALE ubuntu-latest _LHigfTHFAGHZIE:

jobs:
build:

runs-on: ubuntu-latest

steps:

- uses: actions/checkout@v4

3. BCE TAERMB TR AR X RIER) NodedS hiuAR, FATIAT DUMIREERRAGE FHI@ACTY, ikl
{56 PR BT ) R A



- uses: actions/setup-node@v4
with:
node-version: "21.x"

check-latest: true

4. FEFFIAA:

- name: Install dependencies

run: npm install

- name: Run tests

run: npm test

5. $ERIHERTAHAE main 703, MTHEAMAk S, XMIxCSMAk v LIEA, JFHAEN
TN 2o
6. ATIARAE, GIE— T :

$ git switch -c fail-pr

7. BX index.js PABATEMEMNALMAIER (HIN, console.log('Hello Mars!); ). ¥
IR ek, REAIE— N HEE R

$ git add index.js

$ git commit

$ git push -u origin fail-pr
$ gh pr create —--fill

PIBGH KRBl TAEM, IFHHET npm run test @R E—NEZME, TAERIGFIE

6.2.3 How it works:--:
R 7 fRAMAl A T 3R E T AR

533

CI M —H 2l checkout ##fE (nhttps://github.com/actions/checkout) KitHZI
JE, GEMEPAZZSE B, nJPAREZENIENaTHRN Glt Id%iXE, MIMEN 1, XRZ
T# HEAD 733, fEM Git AHRASHIRBIT, FATRIZEN 0 DUNEIH 5 SRR

steps:
- uses: actions/checkout@v4
with:
fetch-depth:0 # Default: 1

HiEmass 1fs, AT#eREMN I’ it KeEFiE (LFS) X (BN N false),
8% submodules:


https://github.com/actions/checkout

steps:
- uses: actions/checkout@v4
with:
1fs: true # Default: false

submodules: true # Default: false

MFREUpE Ea]ABITRGK H, FEOGRBUER € XIS E, Bk . github,
src Ml __tests k.

steps:
- uses: actions/checkout@v4
with:
sparse-checkout: |
.github
src

__tests__

X n] AR s> TAR A 7 R TR A7 i 23 TR

Placeds

AONAFTE ST ERE, B

* Node

* Python

* Java

* Go

 .NET

* Ruby

* Elixir

* Haskell

XH, FAMEH setup-node (https://github.com/actions/setup-node), MifRIZERR
VEfER S R, WA 7 IR RS &, A X SR R R 2 MBI R A S B

- uses: actions/setup-node@v4
with:

node-version: 21

BB A4 A2 S RS 21.x.21.5.0,>=21.5.0,1ts/Hydrogen.21-nightly,
latest, WURZEEHEARF, WAPAZE check-latest: true PIERHABHTA,

KRZE8  checkout BIEFIEXFEAFEMEMRULTEMRBIL., X T node, S22
registry-url, ¥R URL FMIZRH env.NODE_AUTH_TOKEN M4 hER:ZIREE T
.

Checkout #EEEEIBAMBIA, EFZHEOT, EHMEMAEERELLE CSMER
3o


https://github.com/actions/setup-node

6.2.4 There’ s more---

ok TAR AR AE 5 70 ORI IR SR 45 & 58 FH — 38 ] DA — MG A T AR — 2 2w i
ﬁo
BRAMRETR

e 2 B, JAMEA T — M E TESRBUEM I RAIEOE R TR, FIRE, taTbA
TR, F—1408 superlinter(https://github.com/super-linter/super-linter) MY
GitHub #fE, EEA LA HNKAE CREFE— DD, n] DUXFHE e R AR

permissions:
contents: read
packages: read
# To report GitHub Actions status checks

statuses: write

steps:
- name: Checkout code
uses: actions/checkout@v4
with:
# super-linter needs the full git history to get the
# list of files that changed across commits

fetch-depth: O

- name: Super-linter
uses: super-linter/super-linter@v5.7.2
env:
DEFAULT_BRANCH: main
# To report GitHub Actions status checks
GITHUB_TOKEN: ${{ secrets.GITHUB_TOKEN }}

super-linter WBHGAHYK, WRESEIN TIERIMERE, MRAFENAIES, BT DAHE
FHARS T ROAS -

super-linter/super-linter/s1im@[VERSION]

HEBR Y rust. dotenv, armttk, pwsh Ml C# By linter, JFHBG KK/ NENGZ, 1
v5 i, iXBfE R/ 7.35 GB JE0F] slim-v5 ) 4.88 GB, I HIG FEEHGINE MK
2y 2 e bEIRY) 1 b,

g2 sl

fE58 2 B, WA TR/, FTDMER BRI P — DA 3, FFomii 2R
TR REE PIGE R G FF, HHIRRER BRI, bR 7 Faliizsh, Enl DRIk A R Y)
(WK 6.1):


https://github.com/super-linter/super-linter

Q, Search for status checks in the last week for this repository

Status checks that are required.

build (21.x) GitHub Actions = X
--> Linted: JAVASCRIPT_ES GitHub Actions  » X
SonarCloud Code Analysis £} SonarCloud - X

6.1 — £ GitHub Action TAEHMEMAMIANSZORY 73 SRR A

IR Al DU — A TARR AP B — & RIS APT REIRERISR K. ATDCy
TARBIEET N matin JEHIRNGE, FRRARSR ARG BN TAERNIEL, AR3ZR9 70>
M Z(5)R, 2B https://docs.github.com/en/repositories/configuring-branches-and

-merges-in-your-repository/managing-protected-branches/about-protected-branches,

o LIE
R ERSR 70 SCORP R SR RIVAREE, HA 5320897 0 STHFIRITIRE, 3ER] DUBRLESZ PR 73 L
Hh—peE SURSRAE (W 6.2)
Require status checks to pass

Choose which status checks must pass before the ref is updated. When enabled, commits must first be pushed to another ref
where the checks pass

Additional settings o

Require branches to be up to date before merging
Whether pull requests targeting a matching branch must be tested with the latest code. This setting will not take

effect unless at least one status check is enabled

Status checks that are required + Add checks ~
SonarCloud Code Analysis % SonarCloud O
--> Linted: JAVASCRIPT_ES @ GitHub Actions ]
build (21.x) @ GitHub Actions

6.2 — TERINIEEPERIT GitHub Action TAEWmA/EUAENIRERE

PR T CASSE R XK 2 ORI 55 5 S R BRIARAEL, - 5 HLnJ DAZH & i PR T S 765 S8 B AR
PR EEOR PRI B a2, B PAT S

RIS AT DAEA RGO L, I Hon] DR 24N

n] DU [R] L 224 BRI SR 73 JZ R

MU BAIRE, FLVFFEAIBRAGTE O 724 b 30 sl fs FH R 2R
NEEER R RN AT &R A TSRS, Al 55 siik 4 al DASETS R M 1 F3E FH AR L
NIJO

A LULECR RN BT, Blan: PR 52 R s E 5 P F sk R


https://docs.github.com/en/repositories/configuring-branches-and-merges-in-your-repository/managing-protected-branches/about-protected-branches
https://docs.github.com/en/repositories/configuring-branches-and-merges-in-your-repository/managing-protected-branches/about-protected-branches

A DATEIX L T 2 X I RIS 2. https://docs.github. com/en/repositories/conf

iguring-branches-and-merges-in-your-repository/managing-rulesets/about-rulesets,

6.3. fEREMHRTFRRA

FEATRBIF, RN FE AR, FERNERED, #HKZ NodelS i,

6.3.1 Getting ready

WERE M E—ARBlrb 5B 71, F I8 —ANHr SORIBR AR :

$ git switch -c build-matrix

1EgmiR ash¥TIF . github/workflows/ci.yml i,

6.3.2 How to do it---

1. RKFRUMRIEE NS LR R

strategy:

matrix:

node-version: ["21.x", "20.x"]

R T 2R R AR AR
2. f£ actions/setup-node #fEH, ¥4 node RRABEE MFERE FFSCHRIXTRAH:

- uses: actions/setup-node@v4
with:
node-version: ${{ matrix.node-version }}

check-latest: true

3. PRBGFHEAEK, FAIE—DHIER:

$ git add .
$ git commit

$ git push -u origin build-matrix

$ gh pr create —--fill

4. RETRGEL, HROVEFEBER RN FRBT P 8MEEL (WA 6.3):


https://docs.github.com/en/repositories/configuring-branches-and-merges-in-your-repository/managing-rulesets/about-rulesets
https://docs.github.com/en/repositories/configuring-branches-and-merges-in-your-repository/managing-rulesets/about-rulesets

I (M Summary

Jobs
@ build (21.x)

@ build (20.x)
K 6.3 — MFEAFNFHBITNREBEL

5. FRFLAERTER, BIFHHGRRIFEEE:

$ gh pr merge -m

6.3.3 How it works:---

FERER — MO R, AT A FEIRA SRR R AR, ] IR & —1 a4
B, XEBAA DR ETFRE, BIERIaTITABE TP ITAERTEHS, AT UREREUN IR E
W for fif¥h, —MREFHIBITFREAFIEG Lt TAIIA AR :

jobs:
example_matrix:
strategy:
matrix:
os: [ubuntu-22.04, ubuntu-20.04]
version: [10, 12, 14]
runs-on: ${{ matrix.os }}
steps:
- uses: actions/setup-node@v3

with:

node-version: ${{ matrix.version }}

iXpE, A LE AR TOEmIZ R, RN 2 A REA S,

6.3.4 There’ s more:--

FREA e, ATDURE fail-fast SRIGRUBFEFFHE—ELRK, 2ESEH T
PRI, BRE MRS, TDMER max-parallel &SOFTIEAEER, JFHATDUNEEE cRi e
FIHERRME, 3X 72— AN AR :



jobs:
test:
runs-on: ubuntu-latest
continue-on-error: ${{ matrix.experimental }}
strategy:
fail-fast: true
max-parallel: 2
matrix:
version: [5, 6, 7, 8]
experimental: [falsel
include:

- version: 9

xperimental: true

Eg]rﬁ@ﬂiggééﬂ:ﬂiﬁiﬁ%mﬁﬁgﬁgﬁi, W https://docs.github.com/en/actions/running

-jobs/using-a-matrix-for-your-jobs,

6.4. BAIHPAEXRAEAINIRERIELER

ARG, BRATTRE AL R A TR AIME BRI DU R A LA %, JE¥51% README
SCAFRIREE,  DARE R 0 SCBR A A A o

6.4.1 Getting ready
ONEE—ANHT R TIEL -

$ git switch -c add-badges

6.4.2 How to do it--
ABUERBIT URL N TAER R

https://github.com/0OWNER/REPO/actions/workflows/FILE.yml/badge.svg

] PUBE AR A S5 (Hl, ?branch=main Z?event=push) #%%ZokFEAHE1TIT
I8, BATHEZE—NEHT main XU, HRKCAT RGNS README ) Markdown
i

! [main] (https://github.com/0OWNER/package-recipe/actions/workflows/ i.yml/badge.svg?branch=main)

BERE R LA AR, JHEREHBEREE 6.4:

() CI ' passing

B 6.4 — CI TAEFRIE=E


https://docs.github.com/en/actions/running-jobs/using-a-matrix-for-your-jobs
https://docs.github.com/en/actions/running-jobs/using-a-matrix-for-your-jobs

(HBATAEEE—2, 1A README #iN— MRS SRR, AR s i ORI S
R, FHETIERAIRE L,

1. BESURBIIORE R, TAERTEG AR, BT EREMEEES R, BO0EFE—H TR
FOVEARA, R oA TR AM AR/l

jobs:
build:
permissions:
pull-requests: write
env:
MAIN_VERSION: "21.x"

2. ETAERSCHH, £ run: npm test ZJEEMEA RIS :

- name: Prepare coverage report in markdown
uses: fingerprintjs/action-coverage-report-md@vi.0.6
id: coverage
with:

textReportPath: coverage/coverage.txt"

ffifl fingerprintjs/action-coverage-report-md #fEfI#—4 Markdown f&zt
AR, RIS A ERRIEGE K,

3. B R¥E, i marocchino/sticky-pull-request-comment #{E¥ Markdown i
BE NPLHUE K

- name: Add coverage comment to the PR
uses: marocchino/sticky-pull-request-comment@v2.8.0
with:

message: ${{ steps.coverage.outputs.markdownReport }}

4. AN, Refth 5 A $GITHUB_STEP_SUMMARY, HIT7EREFEIZITIRNL, @I — kA
TERRA S :

- name: Add coverage report to the job summary
run: |
echo "## Code Coverage v${{ matrix.node-version }}" >> "$GITHUB_STEP_SUMMARY"
echo "${{ steps.coverage.outputs.markdownReport }}" >> "$GITHUB_STEP_SUMMARY"

5. TRETHERENER, 50 - DHIEK:

$ git add .

$ git commit

$ git push -u origin add-badges
$ gh pr create -fill




6.

8.

IX R FH AL A SR ik A ARk & TAEIR, nICATE TAEIRIZ TR E VR LGZE, MG R E
6.5:

build (21.x) summary

Code Coverage v21.x

St File %Stmts  %Branch  %Funcs %Lines  Uncovered Line #s
@ Allfiles 100 100 100 100
@ indexjs 100 100 100 100

Job summary generated at run-time

B 6.5 — TAEfifE b B sas
TEARAMADIIGE RIOTER (WK 6.6):

@ github-actions bot commented yesterday - edited ~

St File % Stmts % Branch % Funcs % Lines Uncovered Line #s
@ Alfiles 100 100 100 100
(] indexjs 100 100 100 100

©)

B 6.6 — FHRSRE SRE RIS DGR R R

RESHE SR HE RN B npm 2 BZhEIER, B8 THRMEE (BIENE] README ),
WEMEE R, NfEA GitHub Pages.

BT RBERmMEEEELM AR, OB T4 AR TER BEE, X2 %EN
actions/upload-artifact #ffE—2—1"HTF GitHub Pages MIRFTRIRIE:

- name: Upload page artifacts
if: ${{ matrix.node-version == env.MAIN_VERSION }}
uses: actions/upload-pages-artifact@v3
with:

path: coverage

HTHRATARE B — A T, FIRERMER node AR AR A BT,

. AR Z RTINS EERE L, ZMEAEHEXR] main WHE1T, FFHAE R Rk :

deploy:
if: ${{ github.ref == 'refs/heads/main' }}
needs: build

runs-on: ubuntu-latest

Gl — 40 pages HIFRA, PME—RARE—MRAARER] pages i, (HAZEIH
IEAEEATROTRE DR B AT A :



10.

11.

12.

13.

14.

concurrency:
group: '"pages"

cancel-in-progress: false

- AR LR :

permissions:
contents: read
pages: write

id-token: write

ZEWERE S github-pages 1, JH{#H actions/deploy-pages #fEH URL 7E
TAERPEARE, % URL SRR BER, BT HRA index.html SCHFFRTERT HTML
& fE Lcov-report Xk, THERKHGMF] URL H:

environment :
name: github-pages

url: "${{ steps.deployment.outputs.page_url }}lcov-report"

ZAENL R G WA R AR B——configure-pages fil deploy-pages:

steps:
- name: Setup Pages
uses: actions/configure-pages@vé
- name: Deploy to GitHub Pages
id: deployment

uses: actions/deploy-pages@v4

TRZFFHEIR L, 1E LAFRSERE B FHFHIEUE K :

$ git add .

$ git commit
$ git push

$ gh merge -m

WHEGER GG, DI TIERa T EEHEZXS main ik, ela, WTABRIE SRS
PG URL( MK 6.7):

ci.yml
on: push
Matrix: build
@ 2jobs completed ° e @ deploy 8s
Show all jobs mps:“wulfland.gg‘thub.io[package—reci...

K 6.7 — f# Pages uk

GitHub o 2 1 Mk fE H 3R E 3P S B &, URL A R K B IX K



https://{0WNER}.github.10/package-recipe/badge.svg, Markdown 1
B URL KB RRIGIXFE:

[t [Coverage] (https://wulfland.github.io/package-recipe/badge.svg)]

TAF A S EN T ERBIMESTE Lcov-report XXk, FENEGHRM— Nk,
BLLR Markdown #hn#| README (¥ wulfland E#WtHMI GitHub FHF4):

[t [Coverage] (https://wulfland.github.io/package-recipe/badge.svg)]

— (https://wulfland.github.io/package-recipe/lcov-report)

BERWE 6.8 R, YRdiEnt, KEEHEIE SRR

Coverage 100%

B 6.8 — UMM R

6.4.3 How it works---

KT E— PR A TR,

BN TR SRR
A DU R TARRAIRSREE, DR LAERAIRDL

https://github.com/0OWNER/REPOSITORY/actions/workflows/WORKFLOW-FILE/badge.svg

HE, WERRE S R FEFRIRGS, Al POEE R M S (Bl?branch=main
k?event=push) R, XHE, SEal DOVEIFRIARIRA 2R MEE, AREZER, HZS
4 https://docs.github.com/en/actions/monitoring-and-troubleshooting-workflows/ad

ding-aworkflow-status-badge,

GitHub Pages
GitHub Pages & GitHub fRELHI—AERESMISTEEMRSS, MEHIREES IR HK
MG, ZMVSHEETE GitHub 9 github.io 34 Lk, SERTDAEH E R HE € U4,
BRAREH B X84a, 0w H M al@Ed AR URL 15l :

e http(s)://<username>.github.io/<repository>
* http(s)://<organization>.github.io/<repository>

D] AE#E N 5, FHH T DUERMER Jekyll(https://github.com/jekyll/jeky
11) TR, JXFE, WIDARMAMNK Markdown SCHREZCM MM —FIaN, HFHEETHR,

AJPAfE https://wulfland.github.io/AccelerateDevOps/ KEN—A/nfil, HIERT https:
//github.com/wulfland/AccelerateDevOps/tree/main/docs NHINE,

B% 7 M7y CiRE S, 3En] PAEH B SR CAERDRRE i, X2 A EARGIrh i, 18
A, ZIREAE TINAR Bi—HAEIRE R, EC&n] e i 1



 https://docs.github.com/en/actions/monitoring-and-troubleshooting-workflows/adding-aworkflow-status-badge
 https://docs.github.com/en/actions/monitoring-and-troubleshooting-workflows/adding-aworkflow-status-badge
https://github.com/jekyll/jekyll
https://github.com/jekyll/jekyll
https://wulfland.github.io/AccelerateDevOps/
https://github.com/wulfland/AccelerateDevOps/tree/main/docs
https://github.com/wulfland/AccelerateDevOps/tree/main/docs

HTWHHEZXT GiltHub Pages MMERE, HVill: https://docs.github.com/en/pages/g
etting-started-with-github-pages/about-github-pages,

FHRA

BIANBL R, GltHub Actions AVFF—TAERHPIZANMEN, PLRF—FERRIZA TR
BT R T— 20 Bn] DURIIRNZA T,

GitHub Actions JER]DUSHI TAERISITIER Y, CAEMRERE L R oh— kR Higfi—
MNBFT. /MBS — NS, XES TR 2P B aes s, sEkELmiE 2
PRI RIS

HRAR DA —ANESARR, (AR UEH R RIRUG R E R (fln: 532) 5 E
—A e

concurrency:
group: ${{ github.workflow }}-${{ github.ref }}

cancel-in-progress: true

cancel-in-progress ZEAH T HFRARNBOSTEVIFIZITIZRA, BT HERE
Ti. IRRKHILE false, TAERIGFERMI—MRATR, RGIBITIFEFIHE F— MBI,
XFE, NFHERH, —RRPT—AMEIL,

A DEIX T A PR E 2{5 8 https://docs.github.com/en/actions/running- j

obs/using-concurrency,

6.4.4 There’ s more:-:

B A BDI P EAIE B BT R N A AR SRR, BR 7 InASs R, g %
R A 2, A PAERR SonarQube B8 SonarCloud ZEEU %R, BT GitHub #
AR, FEEHMFREBE %%, REMEH GltHub FEHEEs:, #inf DARCE —MHiUiH, 200 H nl AR
A, ATROKH RS README 1 (WK 6.9):

Code scanning

Automatically detect common vulnerabilities and coding errors.
Tools

CodeQL analysis
Last terd Setup ~ 33
Identify vulnerabilities and errors with CodeQL for eligible repositories. AT P

Default

Other tools ‘
| CodeQL will automatically find the best ows

Add any third-party code scanning tool
configuration for your repository.

Advanced
Protection rules Customize your CodeQL configuration via a YAML
file checked into the repository.
Pull request check failure
Define which code scanning alert severity should cause a pull request check to fail. This High or higher / Only errors ~
also applies to analysis results uploaded via the API

B 6.9 — f£ GitHub README {fiff SonarCloud &=

Sonar BERML 7 SHIBGERAVERR, F H AT DURPERIUER 73 S AR RN s IR SR 2
s HEDBOERPIRS (WA 6.10):


https://docs.github.com/en/pages/getting-started-with-github-pages/about-github-pages
https://docs.github.com/en/pages/getting-started-with-github-pages/about-github-pages
https://docs.github.com/en/actions/running-jobs/using-concurrency
https://docs.github.com/en/actions/running-jobs/using-concurrency

= O wulfland / package-recipe

<> Code

@ Overview

Reporting
&3 Policy

© Advisories

Vulnerability alerts
€3 Dependabot

| @ code scanning 7

© lIssues 11 Pullrequests 1

£ Secret scanning

on e P

Q Type (/) to search > + -

® Actions [ Projects [ wiki @ Security 7 |~ Insights i Settings

Code scanning

@ Alltools are working as expected

¢ Tool status 1 + Add tool

Q is:open branch:main
O © 70pen v 0 Closed

Language ~ Tool~ Branch~ Rule~ Severity~ Sort~

O © Useless assignment to local variable = A warning

[0 © Useless assignment to local variable = 4 Warning
#5 opened yesterday - Detected by CodeQL in coverage/lcov-report/prettify.js:2

O © semicolon insertion ' @ Note

#7 opened yesterday - Detected by CodeQL in coverage/icov-report/prettify.js:2

(J @ Unused variable, import, function or class & Note main
#4 opened yesterday - Detected by CodeQL in coverage/lcov-report/prettify.js:2

B 6.10 — SonarCloud JRE[ JIEPEERAPHIERR

ZTMAX SonarCloud #HK GitHub WIHEZ{EE, HZbhttps://docs.sonarsource
.com/sonarcloud/getting-started/github/,

6.5. il CodeQL ZEIRZLLHIN

XR—AMERERRG], BRI ERE CodeQl ZHTRMBIBAR CI #yEts, CodeQL
& GltHub KRB HT5I%, I X AILER T,

6.5.1 Getting ready

f£ package-recipe FEHOIE—INHIDZ:

$ git switch -c add-codeql

6.5.2 How to do it---

1. 41JF.github/workflows/ci.yml XfF, F#%F build 1EMkS AL EHFRIRR

build:
permissions:
pull-requests: write

security-events: write

2. ¥— init #fE (github/codeql-action/init) HIMBIWENLR, XA ER
B, XS 2ni, BT JavaScript ZEAIES, WTRUEETIMBIELR
K, ¥ESREN javascript-typescript, 3i%#¢ security-and-quality &

WEH:


https://docs.sonarsource.com/sonarcloud/getting-started/github/
https://docs.sonarsource.com/sonarcloud/getting-started/github/

- name: Initialize CodeQL
uses: github/codeql-action/init@v3
with:
languages: 'javascript-typescript'

queries: security-and-quality

3. PUTEPRIARAERIEZGHEATRY, R FR DU MRS EmEI LR E :

- name: Perform CodeQL Analysis
uses: github/codeql-action/analyze@v3
with:

category: "/language:javascript-typescript"

4. PR, QIR PHIBGEK, JHERTERERELE G EKL:

$ git add .
$ git commit
$ gh pr create —--fill

$ gh pr merge -m --auto

6.5.3 How it works:---

CodeQL 7 GitHub WMNIESHT51%, HT HIMLL 2RSS, fEAaLEPRdt, JFA
HWSEY GitHub Advanced Security VFRIUERIGNERI,

AL DA RGBS
e C/C++
e C#
* Go
* Java

* Kotlin({EEE A SN AL T IR ER )

* JavaScript/TypeScript

* Python

* Ruby

o Swift(7EEE A SR TR EL )

A =Rh75 ] Ao AR -

o Bi\: CodeQL HIBNINER BN TIIES, HIEREFHNIESHITHH. ERMH
IINE BRI LZ 8%, £ Settings | Code security and analysis(i%HE

| RIS ZeMath) T, MREPRIESZIZIREH, AlAERE Default(FKIN) (ULE
6.11):



Code scanning
Automatically detect common vulnerabilities and coding errors.

Tools

CodeQL analysis

Last yesterd: -
Identify vulnerabilities and errors with CodeQL for eligible repositories Astiacan:yesterday: [ESetilD

e  Explore woriiows
Add any third-party code scanning tool Explore workflows

Protection rules

Pull request check failure
Define which code scanning alert severity should cause a pull request check to fail. This High or higher / Only errors ~
also applies to analysis results uploaded via the API

B 6.11 — BB AN B RS

o mgc: R AR TAER, FHEARGIPAIARERM CodeQL 43H7, WIRIERE (B
6.11) W@, XA A AT H i S T AERUSR 8 R SR IS, 0K fail-fast
BEN false, PAorMiERIMBINIAIES,

o CLI: TEAN# CI RYihE#IZIT CodeQL CLI, JRKF&EH L4£E] GitHub,

Fifs TR e el IfE Security | Code scanning(Z4 | fRURS4HHE) Fifim
(WE 6.12):

Excellent! Thi Il b d from thy h blish this rel

1.00

Write Previe W

HB I mo@ =ZiEE @F & 2 I
Describe thi I

Attach files by dragging & dropping, selecting or pasting them, [+:]

\|/ Attach binaries by dropping them here or selecting them.

() Setas a pre-release
This release will be labeled as non-production ready

B 6.12 — (P E BRI TR

] DAV M S SR TR IRE, TR, ERNET, &0 7 IR,
BTWAX CodeQL WMHEZIE5E, 1EVillhttps://docs.github.com/en/code-security/code-

scanning/introduction-to-code-scanning/about-code-scanning-with-codeql,

6.5.4 There’ s more:-:

GitHub SZHpsRhHAfth T B—HrpfaHE Checkmarx, Snyk, Microsoft Defender for
DevOps Ml ESLint, XFFZrilTH, tSZRF2 RGN TH,

MY4E Settings | Code security and analysis(i%® | fREZEMOH) T
ii Explore workflows (& TIER ) (WE 6.13), KEEMB—AFN TR A, %


https://docs.github.com/en/code-security/code-scanning/introduction-to-code-scanning/about-code-scanning-with-codeql
https://docs.github.com/en/code-security/code-scanning/introduction-to-code-scanning/about-code-scanning-with-codeql

e RN AE I 4T 0%  (nttps://github.com/OWNER/REPO/actions/new?catego

ry=security&query=code+scanning):

Releases / v1.0.0

Ch

V1.0.0 /@) Compare ~ Va

9 wulfland released this now (} v1.0.0 o bdfff4l @

What's Changed

« feat: Intial Version by @wulfland in #1

« build: Add jest test and coverage badge by @wulfland in #2

« build: Generate test report by @wulfland in #3
« feat: Add badge to README.md by @wulfland in #5
« feat: Build node versions 20 and 21 by @wulfland in #4

6.13 — K =77 TR EH

Al AMER A CfETi Y AR TR S E K

MRIEHHM TR, HEe S thai R8s\ (SARIF; i§2M https://sarifuw
eb.azurewebsites.net/) TENHIHIE, PTCANHEHIEITHER, SARIF &ML ERTEIEEA
21 (0ASIS) HHERHRSAL bR,

ZEAHr, AIBAMER  Checkov, X2 —1X## Terraform, Terraform plan,
CloudFormation, AWS Serverless Application Model (SAM). Kubernetes. Helm
charts,Kustomize,Dockerfiles, Serverless,Bicep,OpenAPI 5 ARM Bt IaC(FE
REVEEEMCAS ) #ARS O TR, #/H bridgecrewio/checkov-action #fENIETToHT,
R &3] GitHub:

- name: Checkov GitHub Action
uses: bridgecrewio/checkov-action@vi12
with:

output_format: sarif

- name: Upload SARIF file
uses: github/codeql-action/upload-sarif@v3
with:

sarif_file: results.sarif

if: always()

IXPE—k, HEEISRF SARIF, sta] URgRRSE g B al IRORRS R TR 1

6.6. BIRRMHIHRMRAE

AR, BATPRFQUEE — A TR, DARELE B A A N AR AR


https://github.com/OWNER/REPO/actions/new?category=security&query=code+scanning
https://github.com/OWNER/REPO/actions/new?category=security&query=code+scanning
https://sarifweb.azurewebsites.net/
https://sarifweb.azurewebsites.net/

6.6.1 Getting ready
B — A5

$ git switch -c add-release-workflow

6.6.2 How to do it---

1. B —AH M. github/workflows/release.yml
Release, FH{EQIE GitHub RAGHIfili% :

TAEwSfF. K TARR a4 N

name: Release

on:

release:

types: [created]

2. #M—A publish fik, FFOMHEZ TR RSB R A S AR :

jobs:
publish:
runs-on: ubuntu-latest
permissions:
packages: write

contents: read

3. KHRE, JHEHIEFRRARE NodelS B, IHRAEMRIELEE NEH GiltHub:

steps:

- uses: actions/checkout@v4

- uses: actions/setup-node@v4
with:

node-version: 21.x

registry-url: https://npm.pkg.github.com/

4. FEFFIAR R, HEH GltHub R HLAMEMNR:

- name: Install dependencies

run: npm install

- name: Run tests

run: npm test

- run: npm publish

env:




NODE_AUTH_TOKEN: ${{secrets.GITHUB_TOKEN}}

5. fERHK, G MHEER, JHEREIEESIFEKL:

$ git add .
$ git commit
$ gh pr create --fill

$ gh pr merge -m --auto

6. PIEUERGIFG, #FER Code(fUhY) EWI-R T Releases(k&fi) #fsr, ARErdi
Draft a new Release(ELflHi ki),

7. mili Choose a tag(i&fhi%), #iA v1.0.0, #AGsili Create new tag(fl&EHR
%) o AELL Markdown EAEMAAMBHIE S, AR Miili Generate release notes(’k
JREATHH ) (WK 6.14):

Contributors
wulfland
vAssets 2

[Asource code (zip)
8 minutes ago

A source code (tar.gz)
8 minutes ago

(©)
B 6.14 — JobRSEEBUH & A AR RO AT

X RRIE R BOE R R LA TENE, midi Publish release RAIE%Ah, % &AM
6.15 FiR:

[0 package-recipe 1.0.0 ()
This is a package to demo releasing in GitHub.

Details
Install from the command line: Learn more about npm packages

2 wulfland

$ npm install @wulfland/package-recipe@l.0.® B packenareaips

&3 MIT License
<> Install via package.json:
& 7 dependencies

"@wulfland/package-recipe": "1.0.0" [0 Readme

Last published Issues

13 minutesago 1

Recent Versions
Total downloads

1.0.0 (Latest o
Published 13 minutes ago
Contributors 1

View and manage all versions
k § wulfiand wichael Kaufmann

Open an issue
README.md O op

@ Package settings

B 6.15 — GitHub RAAIIELIER
8. BUAMBHLT, NMEEMN. z1p f. tar FHHERES (WA 6.16):



last week
@ wulfland

© v1.01
© Bdelcie

Compare =

v1.0.1

What's Changed

= build: Add GitVersion to automatically set version by @wulfland in #20

Contributors

J

wulfla

nd

» Assets 2

@

B 6.16 — RAHB-EEEN. z1p . tar RIS

9. QIR AN Ml K TR, JF 8RB BURAR

package.json Xff, midEFRZE! ),
s RRNE 6.17 Fin:

= O wulfland / package-recipe

1.0.0 %A # )%

Q Type (7] to search S + v

A

(HIEE,

XA

on e P

<> Code (O Issues {71 Pullrequests 1  (® Actions [ Projects [OJ wiki @ Security | |+~ Insights | & Settings

Pulse

Contributors
Community
Community Standards
Traffic

Commits

Code frequency
Dependency graph
Network

Forks

Dependency graph

Dependencies Dependents Dependabot

Q search all dependencies

eslint ~ 8.56.0

Detected automatically on Jan 12, 2024 (npm) - package json

eslint-config-standard ~ 17.1.0
Detected automatically on Jan 12, 2024 (npm) - package.json

eslint-plugin-import ~ 2.29.1
[jetected automatically on Jan 12, 2024 (npm) - package.json

eslint-plugin-n ~ 16.6.2
Detected automatically on Jan 12, 2024 (npm) - package.json

eslint-plugin-promise ~ 6.1.1
Detected automatically on Jan 12, 2024 (npm) - package.json

6.17 — FErPREIFER

BEZEVH, GRIEBEMNER, PG AERER README,

6.6.3 How it works:---
e, TAVGEB S RUMA TN,

B SRR A
BT L3E B AE R AR A 5l

(Semantic Versioning)

& Export SBOM

O, X2 RO E

A S INERAE, ©HEA SRS XA REHR &R SHREAE 1.0.0 5

1.5.99-beta, HAg4T:

<major>.<minor>.<patch>-<pre>




« BRAS (Major): SHRASFHIEIRAFHF BRAMIAEESN, HBAPRRF IR, 52
B LA SR A B FRRA S A TR TR LB B

« WRAS (Minor): SEMFPIREMEIRA S SChiiRA FE R AR, B ARRF 8.
RATLHRE, WIn] DUE A S BOMETR A

« BITHRAS (Patch): ZEAARJGIRENHEIRBER, HEARRITSRM, FrrEiT S
RS

o RAIAST (Pre-release): (EAEFRFMIMNBISCAPRIRGT, ARARF R REMIH ASCII
TR PIHETRT ([0-9A-Za-z-1), XABK, WEARAGDN (B0 -alpha <
-beta < -rc), FURAIRABLDNTEMRA (Blan 1.0.0-alpha < 1.0.0).

BB, 1ES0 https://semver.org/,
TEBATR RGBT, ROERIE UERARTE package. json XFHIEEK, £ R—1 bl
o, FEERRARR, KADPERIRRRAR SR E N K AR

RA%

A ARG A RAT B, A BRI Bt 3R kRIS F,

GitHub %A rHRBRIRAEARA, n DL TR R ) V22 A RERMER], WP A
B R AT YA A ] B RIS

RAEET Glt PRi%, IXEERRBARIC T % H7 S R E

TE3% PRAGRBID, #H GitHub EAfiShRE—iE, BHalvKFIRERAS, I HZhER
h SBOM, FiX GitHub &AMIHEZ{EE, W26 https://docs.github.com/en/repositorie

s/releasing-projects-on-github,

6.6.4 There’ s more:-:

BRI RATRRRA R RE_ BT TR —RER i Git 0 Sdfbess. fEm
Bilrh,  Befsenl DUE BRI A ARG Eh A A i, 42, tn] DUE RS THER :

on:
push:
tags:

— vk, k%

ZLAERRF DL v JFSkRObREHEIA Az, BT DARE Bk B 3h B % A :

gh release create ${{ github.ref_name }} --generate-notes

o n] DATEHEIR B A AT 7 S IXAER -

on:
push:
branches:

- release/x*



https://semver.org/
https://docs.github.com/en/repositories/releasing-projects-on-github
https://docs.github.com/en/repositories/releasing-projects-on-github

6.7. KA-ERIRAIH

AURANER T — N &, TERERM, KAESERERERA 1.0.0 M2 AaFM
2, BHFIE package.json XHHIFEMRAS,
EARHIR, BATEEH GitVersion RESMLILITRL,

6.7.1 Getting ready
DI — AT 53

$ git switch -c add-gitversion

6.7.2 How to do it---

1. ATik GitVersion HafiE Git TIERAIMRA, T FEAASIH, mAIUU2 HEAD
DX, BAN@EISH fetch-depth SEIHEME] checkout ZNMME, FFRHHIEEN 0 RKitfT
SZIR

- uses: actions/checkout@v4
with:
fetch-depth: 0O

2. PIRPERRAILE GitVersion:

- name: Install GitVersion
uses: gittools/actions/gitversion/setup@v0.10.2

with:

versionSpec: '5.x'

3. P47 GitVersion PAHAERAS:

— name: Determine Version

uses: gittools/actions/gitversion/execute@v0.10.2'

4. EXR npm HRRA:

- name: 'Change NPM version'
uses: reedyuk/npm-version@1.2.2
with:

version: $GITVERSION_SEMVER

5. A, QE-REUER, HEMEREEEEET A



$ git add .

$ git commit -m '(build): Add GitVersion to automatically set
version'

$ gh pr create --fill

$ gh pr merge -m --auto

$ gh pr checks

6. FFTARAEE, FEEIERAN:

$ gh release create v1.0.1 --generate-notes

RE— B 6.18 FOREIH A —IXIREER CLI Al:

1 minute ago V1 0 5 e Z 0
@ wulfland

© v1.05

o 1293039 &) What's Changed

Compare 5 o
= feat: Do not override body of release by @wulfland in #24

Full Changelog: v1.8.4...v1.8.5

Contributors
wulfland

vAssets 3

PsBoM 211 KB now |

[})source code (zip) 3 minutes ago

[} Source code (tar.gz) 3 minutes ago

(@)

K 6.18 — M CLI GUE%AN, XA AR AT — 5 KA A R s -
ZRATRI A TOERL, R — DA 1.0.1 R AF .

6.7.3 How it works:---

GitVersion(nttps://gitversion.net/docs/) s2— 1 1LH, AIMRHEEER Git Pisids
HahE s X LiRA S, GitVersion ERIMEHYS GitHub flow(https://docs.github.com/
en/get-started/usinggithub/github-flow) Ml Git flow(https://nvie.com/posts/a-suc
cessfulgit-branching-model/) FANELEIBTT,

A PLiE1T  GitVersion 1init REH—A1MST, %S5 SEQIE—ECE X
(GitVersion.yml), TEFANIAIRBI, fHFFSRA BN —FF 2 5 AU AR 0= — MR
A, HIEAHAMBN, HIARSERERE (WRE D S MR AR RA ) BRELRIR,

gittools/actions/gitversion/execute ¥EEHPUT GitVersion FIGEsRIARFLE
$GITVERSION_SEMVER FRBEZtH, Jdn] DAE ikt Vi AR A 19 250 S A BL A -

- name: Determine Version
id: gitversion

uses: gittools/actions/gitversion/execute@v0


https://gitversion.net/docs/
https://docs.github.com/en/get-started/usinggithub/github-flow
https://docs.github.com/en/get-started/usinggithub/github-flow
https://nvie.com/posts/a-successfulgit-branching-model/
https://nvie.com/posts/a-successfulgit-branching-model/

- name: Display GitVersion outputs (step output)
run: |
echo "Major: ${{ steps.gitversion.outputs.major }}"
echo "Minor: ${{ steps.gitversion.outputs.minor }}"

echo "Patch: ${{ steps.gitversion.outputs.patch }}"

6.7.4 There’ s more:-:

KR DAEH#YEHE2E (Conventional Commits)(https://www.conventionalcommits.or
g) MIRZTHEH H & s ALhRAS , FIVEHR S 2 —RIRiTE, $ft 7 —4Rn, M@ ik 22
HEPRVRE, BRI SR AT A i s, a] PAE FH IR 5 28 K 1] 8t A A Bt I —
AP HYS GitVersion —EfEH, PAHINHEFRARH T, RECRE FERA, o] PAOEE
GitVersion.yml BElE XH5eR:

mode: Mainline

major-version-bump-message:

"~ (build|chore|cildocs|feat|fix|perf|refactor|revert|style|test) (\\([\\w\\s-I*\\))?
< (':]:.x\\n\\n((.+\\n)+\\n) 7BREAKING CHANGE:\\s.+)"minor-version-bump-message:
= "“(feat) A\ ([\\w\\s-1x\\))7:"

patch-version-bump-message:

"~ (build|chorel|cildocs|fix|perf|refactor|revert|styleltest) (\\([\\w\\s-J*\\))?:"

f£ CI #sdtrh, mIBAERIN—MENL, 2 ARG T B e oA, FF A — N %A :

publish:
if: ${{ github.ref == 'refs/heads/main' }}
needs: build
runs-on: ubuntu-latest
permissions:

contents: write

steps:
- uses: actions/checkout@v4
with:
fetch-depth: 0

- name: Install GitVersion
uses: gittools/actions/gitversion/setup@v0.10.2
with:

versionSpec: '5.x'

- name: Determine Version
uses: gittools/actions/gitversion/execute@v0.10.2

with:



https://www.conventionalcommits.org
https://www.conventionalcommits.org

useConfigFile: true

- name: Create a new release
env:
GH_TOKEN: ${{ github.token }}
run: |

gh release create ${{ env.GITVERSION_SEMVER }}

--generate-notes

XA TAERET G, FeeAadMERREIFE] main 7235 QIEHRA KSR,

6.8. ERRAIER SBOM(EREPIENE M )

SBOM( I RHE ) ( https://www.cisa.gov/sbom) 7B 7 RER IR iR B LTS
i, fRYE 2014 4R PIZ LR EE BIAIETZEINA RS, EEBURER Y HRWRATA ™ ik
B SBOM,

A[PAfE GitHub LAY Insights | Dependency graph | Export SBOM({{%% | f&
BOCRE | Sih SBOM) 4F3hSiH SBOM( W 6.19):

€ Back to pull request #29
@ build: Cache npm dependencies #79

build (21.x)

| © buid (21.0
@ build (20.x)
@ deploy
@ publish

@ setup job
@ Ru
© Ru
9 G

Run details

R
@ Usage v O R

&3 Workflow file

@ [Install dependencies

@ Runtests

Kl 6.19 — F3hSiH SBOM

SBOM J2—/MEfEE I EEscHe (SPDX) FrifER) JSON SZfFo
ARG, AR B SRS AT R SBOM [9Id R, FREEHA RTINS & A,

6.8.1 Getting ready

UGS — Ao

$ git switch -c upload-sbom




6.8.2 How to do it--

1. Ywfd.github/workflows/release.yml X, B publish 1EMLIIRURAARFE A
BURR :

jobs:
publish:
runs-on: ubuntu-latest
permissions:
packages: write

contents: write

2. £ “Publish package” ##2jG, MPATE, 2P 34K GitHub CLI JAH API
3 R~ SBOM:

- name: Generate SBoM
env:
GH_TOKEN: ${{ github.token }}
run: |
gh api \
-H "Accept: application/vnd.github+json" \
-H "X-GitHub-Api-Version: 2022-11-28" \

/repos/wulfland/package-recipe/dependency-graph/sbom > sbom.json

3. ¥ svenstaro/upload-release-action #EFHF SBOM A& REARMIM{::

- name: Upload SBoM to release
uses: svenstaro/upload-release-action@v2
with:
file: sbom.json
asset_name: SBoM
tag: ${{ github.ref }}

overwrite: true

4. PRRTARR, BIE—HBUEK, HEFAREEE GRS

$ git add .
$ git commit
$ gh pr create --fill

$ gh pr merge -m --auto

$ gh pr checks

5. HFfrARAER, QIE%Am:

$ gh release create v1.0.5 --generate-notes

6. LAFfCRAAIE—NEAIFE SBOM KEhB™ (WE 6.20):



.
= O wulfland / package-recipe Q Type [7)to search De +~- 10| 3

<> Code (O lIssues I Pullrequests 1 ﬂﬂ Projects [0 Wiki () Security 7 |~ Insights

Actions New workflow Caches Q Filter caches
Showing caches from all workflows. Learn more about managing caches.
All workflows
ol 2 caches Branch ~ Sort ~
Release g
Linux-node-
Super-Linter 7fb96f47 — Last used
c09f66adf0cdf30458fbe40211a953 22 minutes agol
Managaman 8.1 MB cached 22 minutes ago
| & caches .
Linux-node-
%7 Deployments 2 7fb96f47
2ebc09f66adf0cdf30458fbed0211a95 Fete/pilyonerge L2t ved V]
£ Runners = 28 minutes ago

8.1MB cached 1 hour ago

6.20 — HIEHHIEI LA SBOM ¥
AU AT RO JSON X,

6.8.3 How it works:---

TERATRAEN, G TEAA ML — AIE RS, AR SRt
Al DAfE A https://github.com/actions/ b A% T3 GitHub TAE i #2
upload-artifact #fF:

- uses: actions/upload-artifact@v4
with:
name: my-artifact

path: path/**/[abc]lrtifac?/*

i RN R3] GltHub Pages. Z)G, PIDAM TAERME A FETLE, B
HEREAENHER nttps://github.com/ctions/download-artifact #E FE:

- uses: actions/download-artifact@v4
with:

name: my-artifact

X T REHF, RKITA NS RAAhEA E, X6, nf PLRATA Mt 5 IS
WAVIRRA RIS E —e, #EPTPAfEH API https://docs.github.com/en/rest/releases/assets)
EREAYE™

gh api \
--method POST \
-H "Accept: application/vnd.github+json" \
-H "X-GitHub-Api-Version: 2022-11-28" \
—-hostname HOSTNAME \
/repos/OWNER/REPO/releases/ID/assets?name=example.zip \

-f 'Qexample.zip'

B4 2 vl FHIRERERT Se I T 55, BATM#ERH svenstaro/upload-releaseaction #
1k, W2 HhEm, Flan, GitTools ¥ GitReleaseManager(https://github.com/G


https://github.com/actions/
https://github.com/ctions/download-artifact
https://docs.github.com/en/rest/releases/assets
https://github.com/GitTools/actions/blob/main/docs/examples/github/gitreleasemanager/index.md

itTools/actions/blob/main/docs/examples/github/gitreleasemanager/index.md) H—%

EMT5RAZ BRI

6.8.4 There’ s more:-:

SBOM A A [FIHYH Wt

« SPDX:SPDX J2JfH Linux &S00 SBOM JFjithiifi, HEIR2YFaliEERE, SR
R 2aEs | IR H e EdE,
SPDX BRIty ISO/IEC ki (ISO/IEC 5962:2021), HHEMWRE v EEHEH
EREME (NTIA) 0 CXEPREE R/ CR) ER,

« CycloneDX (CDX):CDX s&— MR FrIass =, IR I 2Bk H Z 2 H (OWASP)
X, BT H SBOM ARk R B & i,

o HAFWHHI (SWID) FR%E: SWID 22— AHAMm xR &m# MK IS0/IEC 1T kbrik
(ISO/IEC 19770-2), XFFXMFEFFIAZNME, VIEs EERORIAPTPES, SO T A,
BC B RIS B bR, B e BRI T 144 50/ B 44 A DR Lt 22 = R L 51,

BAMEREA AL E A T EFARF, GitHub, FOSSology #1 yft f#f SPDX, wJPAf#if

Anchore SBOM ##{E ( https://github.com/marketplace/actions/anchore-sbom-action)
9 Docker BUFRAARITR (0CI) #AFdsERL SPDX SBOM:

- name: Anchore SBOM Action
uses: anchore/sbom-action@v0.6.0
with:
path: .
image: ${{ env.REGISTRY }}/${{ env.IMAGE_NAME }}
registry-username: ${{ github.actor }}
registry-password: ${{ secrets.GITHUB_TOKEN }}

SBOM IETE A% TR T4,

CDX(https://cyclonedx.org/) BEFTMHET A, fE0is LT NodelS. .NET,
Python. PHP F1 Go MJRA—H{EH CLI sRH/fhfuEPesZFrELIES (Java. Maven,
Conan %), T EMIRME M,

PARS2 . NET $/Erml:

- name: CycloneDX .NET Generate SBOM
uses: CycloneDX/gh-dotnet-generate-sbom@v1.0.1
with:
path: ./CycloneDX.sln
github-bearer-token: ${{ secrets.GITHUB_TOKEN }}

5 Anchore #{EA[F, SBOM A= HA#) EE—RBEFAIHIITIIR/E:


https://github.com/GitTools/actions/blob/main/docs/examples/github/gitreleasemanager/index.md
https://github.com/marketplace/actions/anchore-sbom-action
https://cyclonedx.org/

- name: Upload a Build Artifact
uses: actions/upload-artifact@v2.3.1
with:

path: bom.xml

CDX AT OWASP Dependency-Track(https://github.com/DependencyTrack/depen
dency-track) — XR—PNHHGHES, WRLEHEMENEHRE Kubernetes Wigf7, AIDAE
¥ SBOM L{%£%| Dependency-Track SEffir:

- uses: DependencyTrack/gh-upload-sbom@v1.0.0
with:
serverhostname: 'your-instance.org'
apikey: ${{ secrets.DEPENDENCYTRACK_APIKEY }}
projectname: 'Your Project Name'

projectversion: 'main'

SWID HR¥EZHAITAT B (SAM) MORTTZE, Bl Snow(https://www.sn
owsoftware.com/). Microsoft System Center #{ ServiceNow IT Operations

Management(ITOM), CDX F SPDX wnJDATEfZELENI{H SWID FR%%,
ARER T REZ T SBOM ISR, 1M https://www.ntia.gov/sbom,

6.9. TP ERZRE

FEATRBIF, BATVRAE AR A BRI

6.9.1 Getting ready
P — A5

$ git switch -c cache-npm-packages

6.9.2 How to do it--

1. %ifH.github/workflows/ci.yml Xff, 7€ setup-node #fEZJ5, USHPARIIA LA
PREUERT npm RRAM npm RFHZ, IHEHEM B D E:

- name: Get npm cache directory
id: npm-cache-dir
run: echo "dir=$(npm config get cache)" >> "${GITHUB_OUTPUT}"

2. RIEBMERNRAVE, RN, HEe—140K, JEM package-lock. json XM
mlEAE— A


https://github.com/DependencyTrack/dependency-track
https://github.com/DependencyTrack/dependency-track
https://www.snowsoftware.com/
https://www.snowsoftware.com/
https://www.ntia.gov/sbom

- uses: actions/cache@v3
id: npm-cache
with:
path: ${{ steps.npm-cache-dir.outputs.dir }}
key: ${{ runner.os }}-node-${{ hashFiles('**/package-lock.json') }}
restore-keys: |

${{ runner.os }}-node-

3. PRSI, FFHAMEIRA .

- name: List the state of node modules
if: ${{ steps.npm-cache.outputs.cache-hit != 'true' }}
continue-on-error: true

run: npm list

4. PEEHEBOFOIE—HIEGER:

$ git add.
$ git commit
$ gh pr create --fill

5. EPHGHERPITIF CI LAEIZTT, HRERMIPERNGEL, EinaamM ek, HEE
BRI N EAE IR E L, PR cache-hit QHAIRHIE F—2H4T (WE 6.21):

<« Back to pull request #29
@ build: Cache npm dependencies #79 v

(R Summary

build (21.x)

Jobs
| © buid (210
@ build (20.x)
@ deploy
@ publish

Run details
& Usage

< Workflow file

node-6b2d5aade59087 ThI6 1477e990d666c2ebcAIT66ad O cdf 304587 bedd211a953

K 6.21 — ARk E H cache-hit B true

6. AIFHIEUEK:

$ gh pr merge -s --auto

6.9.3 How it works:---

HAEERINEREN BN A B AE A7, QERMHIZ setup ZhfE, WREAXIBEIRFAIL
i AH TR TARBRRE R, IXREE TR I n] DA % TR



BAF1#ME (https://github.com/actions/cache) ¥[EEMZEMEE GltHub HBEM BTN
v, RS TR MNP R R,

BIEE— DMK IS TERE (Flan: HEBE), BRSSP ZHE N, (XEIRAE
H sleep RELIKNMEIZITHNESS):

- name: Generate Prime Numbers
run: |
sleep 60

echo "1 2 3..." > primes

- name: Use Prime Numbers

run: cat primes

BHE, n]DHERS TR BRI — 1RGSR, IR primes XfFK:

- name: Cache Primes
id: cache-primes
uses: actions/cache@v3
with:

path: primes

key: ${{ runner.os }}-primes

XENEEMERGFRACERTLHFERME—mH, RN RBAP, FHT
package-lock.json XFRIIRTE, X THEL, PIREFHATERER G A RS,

FERINENSTHIR ED, TDRERAR AR, HHIUE SRR A T

- name: Generate Prime Numbers
if: steps.cache-primes.outputs.cache-hit != 'true'
run: |

sleep 60

echo "1 2 3..." > primes

A TSRS — ORI T RINRERCER ST, IR BGERIR A b, AR —RiafT, %
MGEAFIMESIE, TR KRB TR R,

6.9.4 There’ s more:-:

— N ERZ DG 10 GB MIRAFEIE, ikFNxBRMAl, BRI SRHRIE e Xk yimr
I RIS BR, B I — 8 AR A R A th S T TR L
A[DAfE Actions | Caches FEEZTE (WHE 6.22):


https://github.com/actions/cache

.
= O wulfland | package-recipe Q Type 7 to search > +-oln e @
<> Code ( lIssues 17 Pullrequests 1 EB Projects [0 Wiki @ Security 7 |~ Insights

Actions New workflow Caches Q Filter caches
Showing caches from all workflows. Learn more about managing caches.

All workflows
) 2 caches Branch ~ Sort v
Release E
Linux-node-
Super-Linter 7fb96f47 —- Last used
c09f66adf0cdf30458fbe40211a953 22 minutes agms

8.1MB cached 22 minutes ago

Linux-node-
%7 Deployments Ed 7fb96f47

0cdf30 11295 refs/pull/29/merge

5 Runners 5 8 minutes ago

Last used =
5 v}

8.1MB cached 1 hour ago

Kl 6.22 — BH%AF

RAFIRME (https://github.com/actions/cache) T4 RUFMISCASFIERR K2 mBIE S I
B, RRESIRE FEREN, Al PASE M (https://docs.github.com/en/actions/using-w

orkflows/caching-dependencies-to-speed-up-workflows ),


https://github.com/actions/cache
https://docs.github.com/en/actions/using-workflows/caching-dependencies-to-speed-up-workflows
https://docs.github.com/en/actions/using-workflows/caching-dependencies-to-speed-up-workflows

9 7 = i GitHub Actions RH¥4E

EARTENRG, BIERAMEMERH GitHub Actions #f7Hi&il®E (CD), fAIE—/1H
DRIAME AR, MRS 6 FEhRFa, RSB RIRN Kubernetes i, i
Ji OpenID Connect(O0IDC) RER# Vi, EAIAEERIRIERE, FHEEHIIF RG24 T1E
WAL,

ArEh, WM  Microsoft Azure Kubernetes Service(AKS) fERZAE=IH
B, W@ HMb AR (W Google Cloud Platform(GCP) LI Google
Kubernetes Engine(GKE) 3k Amazon Web Services(AWS) EfJ Elastic Container
Services(ECS)) $ITHIRIRIRIE,

FHENEA:

o MR LA

o ffifl 0IDC(OpenID Connect) ZRHIEE T A

o INEHLHER A

o WAMMARFEME] Azure Kubernetes Service(AKS)
o EahE IR

7.1. FRBER

NFARRE, TEAAHMITEN L% Docker. Node.js I GitHub CLI, thn]PAfifH
GitHub Codespaces, XF Microsoft Azure %, TE 4 Azure WK/,

WRIEEA, BRI : https://azure.microsoft.com/en-us/free,
R DAEAME R Azure CLI, BREHEIRE Azure T1PHfEM Cloud Shell, EFZE—
HAX GitHub #fEfl (https://docs.github.com/en/authentication/keeping-your-acc

ount-and-data-secure/managing-your-personal-access-tokens#creating-a-personal-ac

cess-token-classic) BARGIIRA GitHub MAVIMSE (PAT),

7.2. WRIHRMEH

ARG, BAEESC— D RIRR Web MR, FHRHHEARIARENR,

7.2.1 Getting ready

FTH %  (https://github.com/wulfland/release-recipe), RJGmiili Use this
template (LB ) QIEHAYEIA ( EREPERE: https://github.com/new?template_name
=release-recipe&template_owner=wulfland ), TENNIK P Al — N A, BHEa40
release-recipe, I ribEZAE,

FI9F package.json FHiHEA/EERMZE URL,


https://azure.microsoft.com/en-us/free
https://docs.github.com/en/authentication/keeping-your-account-and-data-secure/managing-your-personal-access-tokens#creating-a-personal-access-token-classic
https://docs.github.com/en/authentication/keeping-your-account-and-data-secure/managing-your-personal-access-tokens#creating-a-personal-access-token-classic
https://docs.github.com/en/authentication/keeping-your-account-and-data-secure/managing-your-personal-access-tokens#creating-a-personal-access-token-classic
https://github.com/wulfland/release-recipe
https://github.com/new?template_name=release-recipe&template_owner=wulfland
https://github.com/new?template_name=release-recipe&template_owner=wulfland

fil:

1 dependencies F, ¥ package recipe WFTABNIRAEEKAS 6 =B

3

"dependencies": {
"@wulfland/package-recipe": "~2.0.5",

"express": "74.18.2"

X . npmrc HEMITEE

Qwulfland:registry=https://npm.pkg.github.com

ey, BITRA T a2

$ npm login --registry https://npm.pkg.github.com

MiA GltHub MIPAMBAVIMEIFEAERE PAT 2, BfTBAFa%:

$ npm install
$ npm start

> release-recipe@1.0.0 start

> node src/index.js

Server running at http://localhost:3000

http://localhost:3000, FHHKIEE

BiE, Mz —NEMO 3000 i1 Node.js MR, FTIHN%ER, SHiF
25 ER Hello World!, j@idiBH#EFE (CTRL+C)

F 1RSS5 45

7.2.2 How to do it--

1.

TEFER H A& — ¥, Dockerfile, M node BifgdkzK, IFi&#H 21-bullseye
A, CIEE—A SR, KENEERIZIHE D, HRRHIE N TR R:

FROM node:21-bullseye
RUN mkdir -p /app
COPY . /app

WORKDIR /app

. R, FELAEME Docker HRIBZENETT npm install, PUBGEIEASSPIEERIE, 1F

HeavhEE npm fl:

RUN npm rebuild

. B#% express WL 3000 4, IR npm start fENRZRIEINGIZLT:



EXPOSE 3000
CMD [ "npm", "start"]

. TR, ARHEA RGBT

$ npm install
$ docker build -t hello-world-recipe .
$ docker run -it -p 3000:3000 hello-world-recipe

. FREIEP SR G EAHLERRT 3000 ¥k _EBiBfT.

6. A% —H TR . github/workflows/publish.yml,

main 43>ZWafT:

FE 7 SR A HE 3% 3]

name: Publish Docker Image

on:
push:
branches: [ main ]
pull_request:

branches: [ main ]

. REMERA PRI SR A PRI BN A AL B

env:
REGISTRY: 'ghcr.io'
IMAGE_NAME: '${{ github.repository }}'

. WI—AMENE, B GITHUB_TOKEN % %5 N AISZE N A AR :

jobs:
build-and-push-image:

runs-on: ubuntu-latest

permissions:
packages: write

contents: read

. BB ER, K FEIFERE] Docker {FMER:

- name: Checkout repository

uses: actions/checkout@v4

- name: Log in to the Container registry
uses: docker/login-action@v3
with:
registry: ${{ env.REGISTRY }}




10.

11.

12.

username: ${{ github.actor }}
password: ${{ secrets.GITHUB_TOKEN }}

MEME PRI S A R TR, K SHA AR, NizbBEE—1 ID, PAE
FIE Vi

- name: Extract metadata (tags, labels) for Docker
id: meta
uses: docker/metadata-action@vb
with:
images: ${{ env.REGISTRY }}/${{ env.IMAGE_NAME }}
tags: |
type=sha,format=long

WHE Node.js DAMEHIEFPIBRARMEMER, ARG, HWEMANILRHE, S50%
NODE_AUTH_TOKEN ¥ &% N GITHUB_TOKEN, PARUERIRE-Eii:mrs, FHEME
6 FEAVREEEEL TP npm R

- uses: actions/setup-node@v4
with:
node-version: 21.x

registry-url: https://npm.pkg.github.com/

- name: Build and test
env:
NODE_AUTH_TOKEN: ${{ secrets.GITHUB_TOKEN }}
run: |
npm install

npm run test

BE, BATERAAREIFHEE Docker Bif%. fEH] meta DERAVHNHKRIZEARERNIFRE :

- name: Build and push Docker image
uses: docker/build-push-action@vb
with:
context: .
push: ${{ github.event_name != 'pull_request' }}
tags: ${{ steps.meta.outputs.tags }}
labels: ${{ steps.meta.outputs.labels }}

13. #EZIFHERER. TIERBTE, HEERN Code(fUnh) iEWIRAMEK Packages(#fF

1) F4F Docker i,



7.2.3 How it works:---

M Express(https://expressjs.com/) TENRIMM Web HEZLRIZFTINS, W%, 2
RPN BIERSORHIPRIHIX — mOR B R FHRBIGR R, R 5 P

const express = require('express');
const greet = require('@wulfland/package-recipe/src/index')
const app = express();

const port = 3000;

app.get('/', (req, res) => {
res.send(greet());

B;

app.listen(port, () => {
console.log( Server running at http://localhost:${port} );
b;

Xk, AW T HEMRBREENR, B85S 6 EhAgd 1T, HFEFERILY HERF
Bk, DMERS S S B 2,

PR R um, B AR RAEMR T, XHEMEA GitHub packages, {HfEH
FrE T AR 2, ME—XlE, FEMLE 1 PAT <, HREMH GITHUB_TOKEN,

7.2.4 There’ s more:-:

Docker meta-action(https://github.com/docker/metadata-action) AJPAM Git 5l
FAM GitHub HHAIEBUCEdE, %% 6 =iy GitVersion —Af, RDUHT HIMLER
BERARTE I, JESCHHIE SALRRA Pl -

- name: Docker meta
id: meta
uses: docker/metadata-action@vb
with:
images: |
${{ env.REGISTRY }}/${{ env.IMAGE_NAME }}
tags: |
type=ref,event=branch
type=ref,event=pr
type=semver ,pattern={{version}}

type=semver,pattern={{major}}.{{minor}}

BATERBI, UER Glt SHA DIERENSIREREAEZE, Hn] AR TARREARY R ARA
il


https://expressjs.com/
https://github.com/docker/metadata-action

7.3. il 0IDC ZEHHBII=N

ARBh, BAKEIEE Azure WY Kubernetes #E8f, J7E Azure WECE 0IDC, X
TEAEAE BB ARG O 58 BT,

7.3.1 Getting ready

WR 2D E — A BAN R AR PAT 2R,

WRHE Azure FHHAMZEET Azure CLI(https://docs.microsoft.com/cli/azure
/install-azure-cli?view=azure-cli-latest), A PAELIEMIREHMAERIE, WRE Azure i
FokHE A RS CLI, RFEMHH Azure Cloud Shell(https://shell.azure.com) HIA],

K PAT LRHBE NS

$ export GHCR_PAT=<YOUR_PAT_TOKEN>

MK H  Kubernetes FMIFM GitHub Package Registry 2HL, FTIFHIA
setup-azure.sh FFAEZAFTFK location ZER, PUEBRMER Azure Xi, wJPL
ff az account list-locations -o table FKEXXIHIK,

IR, RIGIBITIIA

$ git clone https://github.com/{0OWNER}/release-recipe.git
$ cd release-recipe

$ chmod +x setup-azure.sh

$ ./setup-azure.sh

XFOIEE— Azure Kubernetes Service , ¥ H5 GitHub Container registry
¥, TEABITIN, ATLABCE 0IDC PAM TAER I,

7.3.2 How to do it--
1. ffifl Cloud Shell sRASHWZH, FFOIEE—ANBIIR R M :

$ az ad app create --display-name release-recipe

2. 5, SMAEMGEPRIME ID G — MRS LA

$ az ad sp create --id <appld>

3. &G, FIIF Azure [, 1€ Microsoft Entra H, £ App registrations(M
FFHEM) T4k3 release-recipe, f£ Certificates & secrets | Federated
credentials | Add credentials(IEBFINLE | BAAMIE | HMEUE) TEM
0IDC fHfE, HE KM, BHALULEN GltHub A4, MIANESR, IHEIURIALER N
Environment (¥(5%) (& 7.1):


https://docs.microsoft.com/cli/azure/install-azure-cli?view=azure-cli-latest
https://docs.microsoft.com/cli/azure/install-azure-cli?view=azure-cli-latest
https://shell.azure.com

Connect your GitHub account
Please enter the details of your GitHub Actions workflow that you want to connect with Microsoft Entra ID. These values will be used by Microsoft
Entra ID to validate the connection and should match your GitHub OIDC configuration. Issuer has a limit of 600 characters. Subject Identifier is a

calculated field with a 600 character limit.

Issuer ©

Edit (optional)
Organization * ‘ waulfland 5 ‘
Repository * | release-recipe v]
Entity type * ‘ Environment v ‘
GitHub environment name * | Production v

Subject identifier O
This value is generated based on the GitHub account details provided. Edit (optional)

B 7.1 — £ Microsoft Entra Hy%#; GitHub M/

IIXEATIEm A st Add (1), IZ R release-recipe MAIFEFH) Application
(client) ID(WAHFF (%)F'ii)ID) #1 Directory (tenant) ID(Hx (#
F)ID)(WE 7.2), MESHFIXEER:

Home >

] release-recipe =

£ Search « [i] Delete €3 Endpoints [ Preview features

B Overview
 Essentials

Quickstart
Display name Client credentials
5" Integration assistant release_recipe Add a certificate or secret
Application (client) ID Redirect URIs
Manage 9d76dada-306c-48a9-9c12-4b3322639%acl Add a Redirect URI
B Branding & properties Object ID Application ID URL
4e436cf6-fa68-47a8-bbc2-9b3ec83c904f Add an Application ID URI
2 Authentication
Directory (tenant) ID Managed application in local directory
Certificates & secrets fbb3d25f-054f-4e53-a258-b3ded32d17cd release-recipe

Supported account types

il Token configuration
9 All Microsoft account users

2 API permissions

& Expose an API Get Started  Documentation

#5 Approles

7.2 — NTEMRE P uRfIFER 1D

4. RIG, TELT B ORARSS BB — A, FFEN TP T IFIT B 7 Access control (IAM)
| Role assignment | Add | Add role assignment(ifijml#%fhil (IAM) | fatas
BE | @ whfatasric) R, iR SRE, A G—AF, Contributor(25
#)—m sl Next( F—%), %8 “User, group, or service principal”, G
1R Z i A RIIRSS T4,

7.3.3 How it works:---

ADAMER] OIDC (A2 MM RISENE, RERBI IR, W Azure. AWS, GCP
ok HashiCorp). OIDC R AR I MEIT SOy iRiE, midEfEi. mfeftrmthd e
s sZRF 0IDC,

i/ 0IDC W, TFEAFEMAAGETE GltHub b, B DON AR AT PAY; R Y BE U5 A s 2
REEERTE, FF HINA SR, MO RBEI 2, XELMAE LI ek, B 7.3 R
T 0IDC MITAFERAEA:



Cloud Provider

@ OIDC Trust
1)

B 7.3 — 0IDC S5=uIRAERIAER

IR

o TERfRERA GitHub ZMEAIEE—4 0IDC FEXR. FHEEMRFIZI—NHEE, JFi
— PRI, 53 SCaRhEE R I T
* GitHub 0IDC R TAERIBITIHINE, HhER—4 ISON Web Token, %<l
BEAFEW, AT NRE LR LN 2 4 Bl Sk B
o RMERUESE A, TR AOUELE LA o A TP SR TS R 4 R
o SRV )4 RS T 12 B 3 A LG IR SRR
A DMERZ S EREVIRRE, REEHENL2E (B9 Azure Key Vault =
HashiCorp Vault) WEREUEHE, JEIXANGI, BT 2 iSRRI SR 0IDC FIE
S RIS
£ GitHub I, RJPAfE https://docs.github.com/en/actions/deployment/security-h
ardening-your-deployments REIFHIN AWS. Azure il GCP BCE OIDC HIBEHA,

7.4. IEHHRRE

BMEAES 5 BJAhEH TR, FPUXT B8R, FiPUX N REISIREE, HRER
B kA, B TRRPREERER, N1 Kubernetes HEREBAIRSH URL,

7.4.1 Getting ready

R T LA RHERILER Application (client) ID(MHIFERFE (&F')ID).
Directory (tenant) ID(H3 (#/*)ID) Ml Subscription ID(iTf ID)., nJPUE
i AR 77 ARBUT B ID:

$ az account show

7.4.2 How to do it--

1. fEFERED, %% Environments(3F3%), sidi New environment (Hrdtifds), Foizt
—/N B Production,


https://docs.github.com/en/actions/deployment/security-hardening-your-deployments
https://docs.github.com/en/actions/deployment/security-hardening-your-deployments

2. WM main VEEE S

3. WM—44% AZURE_CLIENT_ID %7 Environment secret(¥5i%5), HWKHIL
Eh Application (client) ID(NMHFF (ZF 4 )ID).

4. FIM—A%K AZURE_TENANT_ID HY#i Environment secret(¥fIE#4), FHkHIL
H N Directory (tenant) ID(H (#/*)ID),

5. Wh—A428 AZURE_SUBSCRIPTION_ID HY#i Environment secret(¥IE%%H), IF
KHIEE N Subscription ID(ITB ID),

6. WM—/404 AZURE_CLUSTER_NAME [¥#i Environment secret(If5%EH), HHH
BB NERAR (URRABX setup-azure.sh A, W AKSCluster),

7. WIM—A"4% AZURE_RESOURCE_GROUP HJ#i Environment secret(¥IE#%%), i
B HIRE NIRRT (MBRAEBIR setup-azure.sh A, Wk AKSCluster),

BATRAE T —AnpIrp XA E Y, DL et ARSI =mE Kubernetes,

7.4.3 How it works:---

PO TARR PR ELERM ¥ — B8, 3+ He] OaEd SN T O/, ARt & 2 1%
T, W2 5 &, WEithal DA 0IDC SHMBEME, IXBLRBATRAE T — P nplbE K hRE,

7.5. REBNHARFRME AKS

BUE, RBHRGERMN AR ZAE] AKS R~ IHREE T,

7.5.1 Getting ready

¥ . github/workflows/publish.yml,

7.5.2 How to do it--
1. ETAERITER, FIPANE 2R

env:
REGISTRY: 'ghcr.io'
IMAGE_NAME: '${{ github.repository }}'
APP_NAME: 'release-recipe-app'

SERVICE_NAME: 'release-recipe-service'

HMHT—A R build-and-push-image fENEEI—AMHith, PSR RENS ViR 85
BAaRR:

outputs:
image_tag: ${{ fromJSON(steps.meta.outputs.json).tags[0] }}




. M TAEREBM—N4%0 production FHIEE AMENL, ZEWAEHERESR] main WHELT,
FSAEFIRRA RS, KRR URL EE NG — AN B ek 7 EAUR
id-token: write 1 content: read PM# OIDC fEWS T1%:

production:
if: github.ref == 'refs/heads/main' && github.event_name == 'push'
needs: build-and-push-image
runs-on: ubuntu-latest
permissions:
id-token: write
contents: read
environment:
name: Production

url: ${{ steps.get-service-url.outputs.SERVICE_URL}}

. BIPERUZE LA 0IDC B3k Azure:

- name: Checkout

uses: actions/checkout@v4d

- name: 'Az CLI login'
uses: azure/login@vl
with:
client-id: ${{ secrets.AZURE_CLIENT_ID }}
tenant-id: ${{ secrets.AZURE_TENANT_ID }}
subscription-id: ${{ secrets.AZURE_SUBSCRIPTION_ID }}

. B Kubernetes BB EF:

- name: 'Az CLI set AKS context'
uses: azure/aks-set-context@v3
with:
cluster-name: ${{ secrets.AZURE_CLUSTER_NAME }}
resource-group: ${{ secrets.AZURE_RESOURCE_GROUP }}

. BRAEXMF service.yml, H¥E 7N AaEIyHsy, KN HBEFK 3000 UGIIBUHAE 80
s b, AN, KA deployment.yml, HAEEMNHRRERE X, B RIAEEE
&, A envsubst, A5, FHEEFULIEL kubectl FFRHTE R

- name: Deploy
env:
IMAGE: ${{ needs.build-and-push-image.outputs.image_tag }}
run: |-

envsubst < service.yml | kubectl apply -f -

envsubst < deployment.yml | kubectl apply -f -

. il kubectl describe service 3£HX Kubernetes WSS URL, FFRHBEN



SRk, DAMEEEE URL i :

- name: 'Get Service URL'
id: get-service-url
run: |
IP=$(kubectl describe service $SERVICE_NAME| grep "LoadBalancer Ingress: " | awk
— '{print $3}')
echo "SERVICE_URL=http://$IP" >> $GITHUB_OUTPUT

7. wa, BMVBEEERBZERI. GRMARFEAE 1 /health i, TEEWIZIRN,
HE T AR PAER A, SURBOR [ IR AS B Al -

- name: 'Run smoke test'
env:

SERVICE_URL: ${{ steps.get-service-url.outputs.SERVICE_URL}}

run: |

status="curl -s --head $SERVICE_URL | head -1 | cut -f 2 -4' '
if [ "$status" != "200" ]
then

echo "Wrong HTTP Status. Actual: '$status'"
exit 1

fi

IXBASHITERI R curl --head EHMUSHILERER, -s EKIHIHAMSH, 2R
Ja, M head -1 ZREUGE—1T, ZITHEERKE HTTP/1.1 200 OK, FATMEH =70
TAERIFBEE A n® (ISR, WIS AR 200(0K), WMETIE5H,

8. TRAIFHERELE] main 7054, RXFME TN, IXRHEASSHGHIRAHEREITEMNER, FEM
AREAE AKS ke, &R URL(MWE 7.4), FHFIRIEME RS ERER:

Triggered via push 5 days ago Status Total duration Artifacts

@ wulfland pushed -o- 90a1935 main Success Tm21s -
publishyml
on: push

@ build-and-push-image 35s @ production 25s

http://20.8.233.97

7.4 — WBIEHERE

9. KETREZALM Hello World MHFER,



7.5.3 How it works:---

Azure BRIRIEVMER 0IDC BHMWIE Azure, W RUKIMEOZ TN Azure RIEIAN
RLRE VIR, BT ERAIRSI 7 PR = IR 5, DRk S b mT DA FH N R AR e SR 36 UE
Azure, WRIDUERIZrSZ. PREEBHIEE R 7900,

RIETEH aks-set-context fRIERECEMEMH kubectl Vil AKS, mlRFSERRN R
3| Kubernetes,

7.5.4 There’ s more:-:

Kubernetes mJDAEH PSR4, SLhr b, nlIaSERERSAN DNS 1 SSL, FHEM AR
AR EREHIATIBITNZ A AN X MRS, ) LR HIEE KRS 2sh 8306, H
IXEEH T ABIEH,

AR HAL AR AR (A2 Azure) REAMAER, WEXBEREA RMNMFRES] AWS
Elastic Container Service (ECS) W#hFf8M: https://github.com/wulfland/Accele
rateDevOps/blob/main/ch9_release/Deploy_to_AWS_ECS.md, B TEIXHEKENH— A K
83| Google Kubernetes Engine (GKE) MJ$5F§: https://github.com/wulfland/Acce
lerateDevOps/blob/main/ch9_release/Deploy_to_GKE.md.

7.6. HIEMLEFHBIN

BAE, BATCELLHM v WNOESILAE, MEIA 7 RN Em TR, RER T UM fEH
dependabot &% GitHub Actions 3K H#NMEE BHHITNIE L,

7.6.1 Getting ready

Sfjizl| Settings | Code security and analysis(i%® | REZE50H), FHifi
ff Dependency graph({&iiuilE) M (WK 7.4):

Dependency graph
Understand your dependencies.
Dependency graph is always enabled for public repos.

Dependabot
Keep your dependencies secure and up-to-date. Learn more about Dependabot.

Dependabot alerts
Receive alerts for vulnerabilities that affect your dependencies and manually generate Disable
Dependabot pull requests to resolve these vulnerabilities. Configure alert notifications.

Dependabot rules I
1 rule enabled ]
Create your own custom rules and manage alert presets.

Dependabot security updates

Enabling this option will result in Dependabot automatically attempting to open pull requests
to resolve every open Dependabot alert with an available patch. If you would like more
specific configuration options, leave this disabled and use Dependabot rules.

Disable

Grouped security updates
Groups all available updates that resolve a Dependabot alert into one pull request (per Disable
package manager and directory of requirement manifests).

B 7.5 — JaRksmEfaliER) dependabot ik


https://github.com/wulfland/AccelerateDevOps/blob/main/ch9_release/Deploy_to_AWS_ECS.md
https://github.com/wulfland/AccelerateDevOps/blob/main/ch9_release/Deploy_to_AWS_ECS.md
https://github.com/wulfland/AccelerateDevOps/blob/main/ch9_release/Deploy_to_GKE.md
https://github.com/wulfland/AccelerateDevOps/blob/main/ch9_release/Deploy_to_GKE.md

XA T PEFEAS T A Heisilsi, nfLAE Insights | Dependency graph(i%2 | i
K) FRAIXLEAIN, JEr] UG Dependabot 4., M {kHii{7 £ CAIRIAN, dependabot
2478, Dependabot ZEHFHHE—L, dependabot &AM —ANHiBUER, HPEE—
A BEHENES SZYGERRARTIRA , 0 7 B HRBGE RIS, nTDU e —i&E (DRt
FIARTEL ) o

7.6.2 How to do it---

1. BlE—1%0 PAT BU# dependabot #%HH, FRIEFH I E A AE BA SEGA IR
PAT <2

$ gh secret set PAT --app dependabot

2. BlE—FiefF: .github/dependabot.yml, BJEPA version:2 JF3k:

version: 2

3. il PAT ECE /¥R npm-registry, f8fhttps://npm.pkg.github.com

registries:
npm-pkg:
type: npm-registry
url: https://npm.pkg.github.com
token: ${{ secrets.PAT }}

replaces-base: true

4. WATEHIE updates PELE, HBMESRS npm , FHIEMGIENTTNERIAIR:

updates:
- package-ecosystem: "npm"
directory: "/"
schedule:
interval: "weekly"
registries:

— npm-pkg

XA npm EERER, OREAE RPN,
5. AJ3EHL, &M GitHub actions ME:

- package-ecosystem: "github-actions"
directory: "/"
schedule:

interval: "weekly"

X¥Ke? GitHub actions MIBHBRRA.



https://npm.pkg.github.com

A% Docker HWINWARRSE:

- package-ecosystem: "docker"
directory: "/"
schedule:

interval: "weekly"

XFAFESEHT Kubernetes JHHAMF:, dependabot F5K2EEiE A A BRI B HT,
EAERAM R BI, T2 B B BN A,
7. RAGHHER %, )G, #%] Insights | Dependency graph | Dependabot/(ifi
%% | #e#iiE |Dependabot)., HANCEEMNAESRGHA 1 5KH, nILUER SEHAM
E’J’fﬁ?ﬁﬂéﬁ‘%}ﬁuiﬁﬁ (WE 7.6):

.
= o wulfland | release-recipe Q Type (/) to search > +~[|O|n] a8 9
<> Code (O Issues 1 Pullrequests ( Actions [ Projects [ Wiki @ Security | |~ Insights | ©& Settings
Pulse Dependency graph
Contributors
Dependencies  Dependents | Dependabot o, Export SBOM
Community
‘Community Standards [l heckage lsonis=:
Traffic
ot ® g ies.yml -
Code frequency
Dependency graph @& Dockerfile -+~
Network
Dependabot version updates automatically keep your application up-to-date by periodically updating
Forks dependencies to their latest versions. Dependabot security updates can also help keep dependencies

updated.

K 7.6 — K& dependabot MAEH I HE

1'51*/\_. El By I:PXEI% ﬁ 1950
8. UL, #%3% package-recipe &, IFOIEE—/NHEHHN THRARIH &AM U EARA & A,
#] Insights | Dependency graph | Dependabot(ifi%2 | #¢#fii% |Dependabot)

Jtriili package.json fiHhEERE, siii Check for updates(fZnmEpi) DLSEH
dependabot HUfEfEATEH (WE 7.7):

Dependency graph
Dependencies Dependents Dependabot &, Export SBOM
[ package.json --- Check for updates
Recent jobs

Version update 782427370

° No PRs affected 11 minutes ago

e Version update 782393145
Affected #2 20 hours ago | view logs

B 7.7 — ik dependabot PRAEK: BT

9. dependabot FAIE—NHHIPIEIER, KhRAERFISHRA (WE 7.8):



10.

11.

12.

Bump @wulfland/package-recipe from 2.0.5 to 2.0.6 #1

dependabot wants to merge 1 commitinto main from dependabot/npm_and_yarn/wulfland/package-recipe-2.0.6 (L)
Y Conversation 0 o Commits 1 E) Checks 1 [@ Files changed 2

@ dependabot bot commented on behalf of github 13 minutes ago

Bumps @wulfland/package-recipe from 2.0.5 to 2.0.6.

¥ Release notes
Sourced from @wul fland/package-recipe 's releases.

206
What's Changed

+ fix: pretend a fix to trigger dependabot by @wulfland in wulfland/package-recipe#34

Full Changelog: wulfland/package-recipe@® 2.8.5...2.8.6
¥ Commits
+ phefce3 fix: pretend a fix to trigger dependabot (#34)

+ See full diff in compare view
s compatibility |unknown

Dependabot will resolve any conflicts with this PR as long as you don't alter it yourself. You can also trigger a rebase
manually by commenting @dependabot rebase

» Dependabot commands and options
@

K 7.8 — M dependabot firAs s Hi ORI EE Sk

A IF hi B Sk el i e P BGE SR EIEiE @dependabot squash and merge ik
dependabot ¥52hk,

HTHRNMEEARREE, TEIMLX—RGPE, HERERE RGNS IFRERA
RN PIBGE R, Bl —/MFiseth: .github/workflows/dependencies.yml, % TfE
WHALE pull_request_target Liaf7, I HRREAHEUERIEITE AR :

name: Dependabot auto-merge
on: [ pull_request_target ]
permissions:

pull-requests: write

contents: write

Y PEBGERPIESE N dependabot BFAIZFTIEL:

jobs:
dependabot:
runs-on: ubuntu-latest

if: ${{ github.actor == 'dependabot [bot]' }}

steps:

PRI dependabot JCEWE:

- name: Dependabot metadata
id: metadata
uses: dependabot/fetch-metadata@vi
with:
github-token: "${{ secrets.GITHUB_TOKEN }}"




13. BEK, HBM—ART PR eBIRA R B URRBIA R E S EE (K {OWNER}
RO 4)  IF BRS04 TR, QRFTA &R R, fEH gh merge
--auto SFFHIIIARK:

- name: Enable auto-merge for all patch versions
if: ${{contains(steps.metadata.outputs.dependency-names, 'Q@{OWNER}/package-recipe') &&
— steps.metadata.outputs.update-type == 'version-update:semver-patch'l}}
run: gh pr merge --auto —-merge "$PR_URL"
env:
PR_URL: ${{github.event.pull_request.html_url}}
GITHUB_TOKEN: ${{secrets.GITHUB_TOKEN}}

HER, RTERASMERYT main 3% push filt’&M publish.yml TAER, KN
A EMA GITHUB_TOKEN #E{TH. RIDAMEMS E—BMHFENN AR (PAT), =X
Hrl R A BN TR, HFEBM TR TR A,

14. BALE, 3| package-recipe FEIFOIE—NHAHHN TRAH R, SHRA %
fii, #E%%| Insights | Dependency graph | Dependabot({{% | KA
|Dependabot), )5 package. json fTHEEE, midi Check for updates (ki
A H) LAl dependabot IRfERRAE T (UWIE 7.7). Dependabot ¥fllE—/hi
BUER, filk TOER, IF BixhiBaEsRE B sh&it.

7.6.3 How it works:---

Dependabot w] BALLSE /D IRIHE S SEAREATR PR Bt mTDAREAI ek Aahfb EHd R, IR
PR ARSI Bt A
EXRF SR

* Bundler

* Cargo

* Composer

o PR (5 GitHub Codespaces)
* Docker

* Hex

* Elm-packages

¢ Gt AR

* GitHub Actions

s Go Mtk

* Maven Ml Gradle

* npm

* NuGet

* pip. pipenv I pip-compile
* pnpm



* poetry

* pub

* Swift

* Terraform

e yarn

N T IRIGERINFNER, TES R DA NRERE: https://docs.github.com/en/code-security/dep
endabot/dependabot-version-updates/about-dependabot-version-updates,

Dependabot 45 A~ M W A 455 4 il A 58 3 RIS Hr BRI R, wT DULE 37 B SR v 4
@Dependabot @& 5 dependabot ARH, FHiReRLdlE, Blun: ZNShRA BEE# v H
'

dependabot.yml SXPFEVFZIEL, n] DA FLVFIRLE MR ST, HE KRR, #5EH
AL, BRGSO, DA B, pREEETHEN. A ORRL BRI 5E 81K, 1ES 5
PARBEHE: https://docs.github.com/en/code-security/dependabot/dependabotversion-up

dates/configuration-options-for-the-dependabot.yml-file,

SEATAERAM dependabot/fetch metadata #fE, X2 — N AERMEAKNTE, o] ABEYF
ZEMFIN B ML SN EE, BIES 6 =ME 7 7, FMEH Conventional Commits
fl GitVersion MRIRLEMNTRRHEEAHMLIE LRAZER], RIPARIA dependabot 52
4 H ML TIOR8

7.6.4 There’ s more:-:

BATH RGP, B AR IR B HE1XF Kubernetes, ] DUl fE dependabot.yml
XAF) Docker package-ecosystem JeEH N ESIH Docker BAGARZENITE BAVEANHZR
win—4%H,H dependabot H#H Kubernetes {&# X Kubernetes i #n] DR IEM)
Kubernetes #BE XM, th¢FF Helm EIZK, XN Kubernetes ECLE dependabot.yml XX
PRI E 25 R, 1EZ B A R85 : https://docs.github. com/en/code-security/dependabot/de

pendabot-version-updates/configurationoptions-for-the-dependabot.yml-file#docker,

7.7. iEH

HAEIS I ESERREL /T e M BR &8, DA~ BENRH, AR repo HiY
destroy-azure.sh MIAIFEANZTT, HFHEHTEE Azure Cloud Shell(https://shel
1.azure.com) HYB{TPARan<HIA]:

$ az group delete --resource-group AKSCluster --yes

HEREERENANEN, 28 EU 7 THRALINARR,


https://docs.github.com/en/code-security/dependabot/dependabot-version-updates/about-dependabot-version-updates
https://docs.github.com/en/code-security/dependabot/dependabot-version-updates/about-dependabot-version-updates
https://docs.github.com/en/code-security/dependabot/dependabotversion-updates/configuration-options-for-the-dependabot.yml-file
https://docs.github.com/en/code-security/dependabot/dependabotversion-updates/configuration-options-for-the-dependabot.yml-file
https://docs.github.com/en/code-security/dependabot/dependabot-version-updates/configurationoptions-for-the-dependabot.yml-file#docker
https://docs.github.com/en/code-security/dependabot/dependabot-version-updates/configurationoptions-for-the-dependabot.yml-file#docker
https://shell.azure.com
https://shell.azure.com

7.8. B&s

PUBAEIRSE 7 ARH, MBIXLESEH, S Pk, ERMERBIGER H & TIEh A aMb &ML
51T Nk, JFRBE S TR 1, BEFNEE ¥ GltHub Actions HATAHICHY
JimH, V8T R SEPR R A, GltHub B—NARRIFFINER V-6, SRESEMIRZKE
o WRBIEFDR AT XS EERERIE, GltHub ARRGREARM, I H—EHEIEEK,

GEREAEARBHIS) TR B2 72k, 1T QIR PSR A R/E GltHub BB
B, BEREAEEPREIXETL,

TR ENOXAY, WARERGER-FHER GltHub Actions; EREHEHIELF A S
F-a.
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